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Attachment A

General Terms and Conditions

The parties may be referred to herein individually as a “Party” or collectively as the “Parties.” The Parties
agree to the following:

1. Overview.

1.1.

1.2

Term. The initial term of this Agreement is as stated on the Contract Declaration and
Execution Section (CD&E), unless terminated earlier in accordance with the terms of this
Agreement. After the expiration of the initial term, DOM may, in its sole discretion,
unilaterally renew this Agreement for the number of annual renewals stated on the CD&E.
The initial term and any available renewals shall be referred to as the “Term.”

Relationship between this Agreement and Individual Purchasing Instruments. Each
Purchasing Instrument executed hereunder shall be deemed, upon its execution, to incorporate
the terms and conditions of this Agreement and shall constitute a separate, distinct, and
independent Agreement between Vendor and the applicable Purchasing Entity. To the extent
a Purchasing Entity other than DOM makes a purchase hereunder pursuant to a Purchasing
Instrument executed by it, such Purchasing Entity shall be solely responsible for any payments
due, duties, and obligations otherwise owed Vendor under the separate Purchasing Instrument,
In addition, notwithstanding any other provision of this Agreement to the contrary, DOM
bears no obligation ot liability for any other Purchasing Entity’s losses, lHabilities, or
obligations, including Vendor’s failure to perform, arising out of or refating in any way to this
Agreement. Likewise, the State of lowa generally bears no obligation or liability for any
political subdivision or other non-State Entity’s losses, liabilities, or obligations, including the
Vendor’s failure to perform, arising out of or relating in any way to this Agreement,

2. Definitions, In addition to any other terms that imay be defined elsewhere in this Agreement, the
following terms shall have the following meanings:

2.1

2.2,

23.

2.4

“Acceptance” means the Purchasing Entity has determined a portion of the Deliverables
satisfies its Acceptance Tests. “Final Acceptance” means the Purchasing Entity has
determined all Deliverables satisfy the Purchasing Entity’s Acceptance Tests. “Non-
acceptance” means the Purchasing Entity has defermined that a portion of or all of the
Deliverables have not satisfied the Purchasing Entity’s Acceptance Tests.

“Acceptance Criteria” means the Specifications, goals, performance measures or standards,
testing results, requirements, technical standards, representations, or other criteria designated
by the Purchasing Entity and against which Acceptance Tests are conducted, including any of
the foregoing stated or expressed in this Agreement, a Purchasing Instrument, the RFP, the

Proposal, any Documentation, and any applicable state, federal, foreign, and local laws, rules,
and regulations.

“Acceptance Tests” or “Acceptance Testing” means the tests, reviews, and other activities
that are performed by or on behalf of the Purchasing Entity to determine whether any or all
Deliverables meet Acceptance Criteria or otherwise satisfy the Purchasing Entity, as
determined by the Purchasing Entity in its sole discretion.

“Al” or “Artificial Intelligence” means a machine-based system that infers, from the input
it receives, how to generate outpuis such as predictions, content, recommendations, or
decisions that can influence physical or virtual environments.
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2.16.

2.17.
2.18.
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2.20,

2.21.

2.22.
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design documents, system architecture documents, database layouts, code, test materials,
training materials, guides, manuals, worksheets, notes, work papers, and all other information,
documentation, and materials discovered, created, or developed by Vendor hereunder or
otherwise related to or used in conjunction with any Deliverables in any medium, including
hard copy, electronic, digital, and magnetically, or optically encoded media.

“DOM?” means the State of Towa Department of Management and, unless the context clearly
indicates otherwise, any independent contractors, consultants, or other third parties (including
other governmental entities) who are retained, hired, or utilized by DOM in furtherance of this
Agreement.

“Personal Data” means any information relating to an identified or identifiable person,
including, but not limited to, Social Security or other government-issued identification
numbers, federal or state tax information, “Personal Information” as defined in Iowa Code
715C, account security information, financial account information, credit/debit/gift or other
payment card information, account passwords, intellectual property, document identification
number, and sensitive or personal data (or equivalent terminology) as defined under any
applicable law regarding privacy, data protection, information security obligations, or the
Processing of Personal Data,

“Process” or “Processing” shall mean any operation or set of operations performed upon the
Personal Data, whether or not by automatic means, including collection, recording,
organization, use, transfer, disclosure, storage, manipulation, combination, and deletion of
Personal Data.

“Proposal” means the Vendor’s response to the RFP.

“Purchasing Entity” means the governmental entity that signs a Purchasing Instrument and,
unless the context clearly indicates otherwise, any independent contractors, consultants, or
other third parties who are retained, hired, or utilized by the Purchasing Entity in furtherance
of the Purchasing Instrument or this Agreement.

“Purchasing Instrument” means an individual transactional document executed hereunder
for the purchase of Deliverable(s) pursuant to this Agreement, regardless of form, and which
identifies the specific Deliverable(s) to be purchased and any Acceptance Criteria or
Specifications related thereto.

“Source Code” means the human-readable source code, source program, scripts, in any
language or form, for or related to any software. Source Code includes all source code listings,
instructions (including compile instructions), programmer’s notes, commentary, and all
related technical information and Documentation, including all such information and
Documentation that is necessary or useful for purposes of maintaining, repairing, or making
modifications, or updates, upgrades, bug fixes, patches, or additions to the Deliverable.

“Specifications” means any and all requirements, technical standards, performance standards,
representations, warranties, and other criteria related to any Deliverables, described or stated
in this Agreement (including any exhibit or Documentation attached to, or provided in
connection with, this Agreement), any Purchasing Instrument(s), the RFP, the Proposal, and,
solely to the extent not inconsistent with the foregoing, the Documentation.

“Third Party Intellectual Property” shall mean intellectual property, including third party
Software, licensed, made, conceived, or developed by a third party and provided or used by
or on behalf of the Purchasing Entity or Vendor.

“Vendor” means the entity identified on the CD&E including any employees, agents,
independent contractors, or any other staff or personnel acting on behalf of or at the direction
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Customer-Owned Deliverables.

Information Technology Assurances. At the State of fowa’s or the Purchasing Entity’s request,

Vendor will, both during and after the termination ot expiration of this Agreement, execute
and deliver such instruments, provide all facts known to it, and take such other action as may
be requested by the State of Iowa or Purchasing Entity to perfect its interest in Customer-
Owned Deliverables. In the event the Purchasing Entity is unable, after reasonable effort, to
secure Vendor’s signature on any letters patent, copyright, or other analogous protection
relating to the Customer-Owned Deliverables, Vendor hereby irrevocably designates and
appoints the Purchasing Entity and its duly authorized officers, employees, and agents, as their
agent and attorney-in-fact, to act for and on its behalf to execute and file any such application
or applications and to do such other acts to further the prosecution and issuance of letters
patent, copyright registrations, and other analogous protection, including exfensions and
renewals thercon, with the same legal force and effect as if executed by Vendor.

Third Party Intellectual Property. Except as otherwise agreed to by the Parties in writing, in
the event a Customer-Owned Deliverable includes Third Party Intellectual Property, Vendor
shall ensure such Deliverable is licensed to the Purchasing Entity pursuant to a Purchasing

Entity-approved license agreement. Unless otherwise agreed to by the Purchasing Entity in
writing, such license shall be an irrevocable, nonexclusive, perpetual, royalty-free, fully paid-
up license to use, reproduce, prepare derivative works based upon, distribute copies of,
perform, display, and host the Third Party Intellectual Property, and to authorize others to do
the same on the Purchasing Entity’s behalf.

Customer Property. Vendor may have access to Customer Property to the extent necessary to
carry out ifs responsibilities under the Agreement and must comply with any and all the license
terms, conditions, or restrictions applicable to any Customer Property.

7. Representations, Warranties, and Covenants,

7.1

7.2,

7.3.

7.4

Non-exclusivity. Unless expressly stated otherwise in a Purchasing Instrument, express
remedies in this Section are not exclusive, and the Purchasing Entity preserves all rights to
seek any and all remedies available to it under law both during and after expiration or
termination of the Agreement or Purchasing Instrument.

Implied Warranties. To the extent applicable, and unless otherwise stated in a Purchasing
Instrument, all warranties implied by law are preserved.

Detiverables Free of Deficiencies. Unless stated otherwise in a Purchasing Instrument, the
Vendor guarantees that the Deliverables will be free from material Deficiencies and errors and
will meet all Acceptance Criteria and express performance criteria. If the Purchasing Entity
identifies any material Deficiencies, the Vendor must fix or replace the affected Deliverables
at ifs own expense. The Vendor will assist the Purchasing Entity, promptly report any known
issues, and correct Deliverables, even if the Deliverable(s) have been previously accepted.

Quiet Enjoyment. Vendor represents and watrants that: (i) it owns, possesses, holds, and has
received or secured all rights, permits, permissions, licenses, and authority necessary to
provide Deliverables to the Purchasing Entity hereunder and to assign, grant, and convey the
rights, benefits, licenses and other rights assigned, granted, or conveyed to the Purchasing
Entity hereunder without violating any rights of any third party; (ii) it has not previously and
will not grant any rights in any Deliverables to any third party that are inconsistent with the
rights granted to the Purchasing Entity herein; and (i#i) the Purchasing Entity shall peacefully
and quietly have, hold, possess, use, and enjoy the Deliverables without suit, disruption, or
interruption.
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functionality or performance, to make them non-infringing, or

8.2.2.  Immediately procure for the Purchasing Entity the right to continue using the
Deliverables.

Any costs associated with implementing either of the above alternatives will be borne by
Vendor.

9.  Termination.

9.1.

Termination for Cause by the State. DOM may terminate this Agreement, and any Purchasing
Entity may terminate a Purchasing Instrument(s) entered into under this Agreement, upon
written notice of Vendor’s breach of any material term of the Agreement or associated
Purchasing Instrument, if the breach is not cured within the time period specified in the notice

of breach. In addition, DOM may terminate this Agreement or a Purchasing Entity may
terminate an associated Purchasing Instryment without advance notice if;

9.1.1.  Vendor makes false statements in connection with the Agreement,

9.1.2.  Vendor, its staff, or its subcontractors have engaged in criminal conduct including

9.

9
9

9.

9.

9.2.

9.3.

9.4,

fraud, misappropriation, embezzlement, or malfeasance,

1.3, Vendor takes any steps, as determined in DOM’s or the applicable Purchasing Entity’s
discretion, towards dissolution or suspension of business,

.14, Vendor’s authority to do business here or elsewhere is threatened or lost,

1.5, Vendor has failed to comply with applicable laws when performing pursuant to the

Agreement or Purchasing Instrument,

1.6.  Vendor’s ability to perform is materially impacted by third-party claims of intellectual
property violations by Vendor, or

1.7.  Vendor’s actions may expose DOM, the State of lowa, or a Purchasing Entity to
material liability.

Vendor shall notify DOM or the applicable Purchasing Entity of any events that could give
rise to DOM’s right to terminate this Agreement or a Purchasing Instrument for cause.

Termination for Cause by Vendor. Vendor may only terminate an applicable Purchasing
Instrument or this Agreement upon written notice of the Purchasing Entity’s breach of any
material term of this Agreement if the breach is not cured within 60 days of the Purchasing
Entity’s receipt of Vendor’s written notice.

Termination for Convenience. Following 30 days’ wriften notice, a Purchasing Entity may
terminate a Purchasing Instrument in whole or in part without cause. DOM may terminate this
Agreement in whole or in part upon 30 days’ written notice without cause,

Termination Due to Lack of Funds or Change in Law. Notwithstanding anything in this
Agreement to the contrary, DOM may terminate this Agreement or a Purchasing Entity may
terminate a Purchasing Instrument, in whole or in part, without penalty or Hability and without
any advance notice if:

9.4.1.  DOM or the Purchasing Entity determines that it has not been appropriated sufficient

9.

funds or funds have been reduced, unallocated, or delayed such that DOM or the
Purchasing Entity cannot, in the entity’s sole discretion, meet its obligations,

4.2.  DOM or the Purchasing Entity’s authority has been withdrawn or materially altered,
or its duties, programs or responsibilities are modified or materially altered, or
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result of Al utilization. This Documentation shall be provided along with any Deliverables
that include Al-derived code.

i0.3. Al Training Data Usage. The Vendor shall not employ Customer Data or Confidential Data
to train Al systems without obtaining prior written approval from the Purchasing Entity. The
intended usage of such data for Al training must align with existing data usage rights, and the
Vendor shall ensure that data privacy and security are maintained throughout the process.

10.4.  Data Normalization to Prevent Discrimination. The Vendor shall include within a submitted
Plan of Action and Milestones (POAM) a detailed outline of the measures to be taken for data
normalization in Al training. This normalization process shall be designed to prevent
algorithmic discrimination and ensure fair and equitable outcomes.

10.5.  Evaluation of Third-Party Al Offerings. Should the Vendor intend to employ third-party Al
offerings in the execution of this Agreement or Purchasing Instruments entered into pursuant
to this Agreement, the Vendor must provide a comprehensive explanation of how such Al
technologies have been trained to avoid algorithmic discrimination, safeguard data privacy,
and ensure system safety and effectiveness. The Vendor shall also provide advanced notice
and clarification to any individuals whose data might be used for future Al training.

10.6.  Human Alternatives and Fail-Safe Mechanisins. In instances where Al technologies fail to
adequately fulfill the service requirements, the Vendor shall ensure the provision of human-
operated alternatives that are capable of meeting the needs of the circumstance. These
alternatives shall be readily available to ensure seamless service continuity.

10.7. Human Vetting of Al Qutput. Prior to finalizing any output generated by Al technologies, the
Vendor shall subject such output to thorough human evaluation and interaction. This
evaluation shall assess the accuracy, relevance, and appropriateness of Al-generated content,
ensuring the delivery of high-quality, reliable results.

10.8. Compliance and Reporting. The Vendor shall adhere to all applicable laws, regulations, and
standards governing the use of Al technologies in the context of the Agreement. The Vendor
shall provide regular reports to the Purchasing Entity detailing the vsage, performance, and
outcomes of Al technologies as per the terms of this clause,

11. General Provisions.

11,1, Immigration Status. The Vendor is responsible for ensuring compliance with all Visa
requirements, The Purchasing Entity requires the Vendor to canduct E-Verify employment-
eligibility verifications of Vendor personnel working under this Agreement at the Vendor’s
cost, The Vendor shall provide to the Purchasing Entity with the E-Verify results as directed.

11.2.  Ne Publicity. The Vendor is prohibited, both during the term of the Agreement and afler the
Agreement’s termination or expiration, from publicizing this contractual arrangement
relationship or in any way using, as applicable, DOM’s or the Purchasing Entity’s name, logo,
or other identifying information without prior written consent.

11.3.  Independent Contractor. The Vendor is an independent contractor performing services for a
Purchasing Entity and shall not be considered an employee, partner, or agent of the Purchasing
Entity., Vendor personnel are not employees of the State of lowa simply by virtue of work
performed under this Agreement. The Vendor is responsible for all taxes, licenses, insurance,
and other obligations arising from their status as an independent contractor,

11.4. Amendments. This Agreement or any Purchasing Instroment may be amended from time to
time by mutual written consent of the Parties. The Parties expressly agree that no amendments
or modifications to this Agreement shall be affected through transactional documents,
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Severability. 1f any provision of this Agreement is determined by a court to be invalid or
unenforceable, such determination shall not affect the validity or enforceability of any other
part or provision of this Agreement.

Time is of the Essence. Time is of the essence with respect to the Vendor’s performance of its
obligations under this Agreement. Vendor shall ensure that all Yendor Personnel providing
services and Deliverables hereunder are responsive to the Purchasing Entity’s requirements
and requests in all respects, including in accordance with any specific timelines identified in
a duly executed Purchasing Instrument.

Authorization. The Vendor represents and wartants that it has the right, power, and authority
to enter info and perform its obligations under this Agreement and that it has taken all requisite
action to approve the execution, delivery, and performance of this Agreement, and this
Agreement constitutes a legal, valid, and binding obligation of the Vendor, enforceable in
accordance with its terms.

Successors in Interest. All terms, provisions, and conditions of the Agreement shall be binding
upon and inure to the benefit of the Parties hereto and their respective successors, assigns, and
legal representatives.

Records Retention and Access. The Vendor shall maintain records that sufficiently and
properly document the Vendor’s performance under this Agreement, including records that
document all fees and other amounts charged during the Term of this Agreement, for a period
of at least five years following the later of the date of final payment, termination, or expiration
of this Agreement, or the completion of any audit. The Vendor shall permit the Auditor of the
State of lowa or any authorized representative of the Purchasing Entity, and where federal
funds are involved, any authorized representative of the United States government, at no
charge, to access and examine, audit, excerpt, and transcribe any pertinent records of the
Vendor, however stored, relating to the Vendor’s performance under this Agreement. The
Vendor shall require Vendor contractors to agree to the same provisions as set forth in this
subsection.

Right of Inspection/Vendor Compliance. The Purchasing Entity may inspect the Vendor’s
books and records at reasonable times in order to monitor the performance of this Agreement
or a Purchasing Instrument, including but not limited to any request that the Vendor provide
a copy of its affirmative action program, containing goals and time specifications in
accordance with Iowa Admin. Code ch, 11-121. All subcontracts shall contain provisions that
allow the same. The Vendor shall promptly comply with and correct any deficiencies noted in
any audit and promptly implement any recommendations requested by the Purchasing Entity.
The Vendor shall not impose any charge or fee in connection with any such audit.

Headings and Captions. The Parties acknowledge that the headings and captions used in this
Agreement are for convenience and reference purposes only. They are not intended to have
any legal or substantive significance or alter the meaning or interpretation of the provisions
they precede.

Multiple Counterparts and Electronic Signatures. This Agreement may be executed in several
counterparts, each of which shall be considered an original and all of which, when taken
together, shall constitute one contract binding on all Parties. The Parties agree to accept
electronic signatures in lieu of “wet” signatures on Agreement documents in accordance with
Towa Code chapter 554D or other applicable law.
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Access to Security Logs and Reports. Vendor shall provide seciwity logs and reports to DOM
and/or the Purchasing Entity in a mutually agreeable format upon request. Such reports shall
include, at minimum, latency statistics, user access summaries, user access IP address
summaties, and user access history and security logs related to Customer Data,

Authentication Protocol Standards Compliance. Vendor shall align Deliverables with the
State’s preferred authentication protocol methodology or integrate with the State’s preferred
authentication protocol tool. DOM may authorize an exception to this obligation through prior
written approval.

WAF Implementation, The Vendor shall deploy a Web Application Firewall {WAF) to protect
all web applications covered under this SOW. The WAF solution shall be maintained in
accordance with industry best practices and standards, including regular updates and patches
to ensure the highest level of protection against the latest threats.

Personnel Safeguards.

3.11.1.  Background Checks.

31111, Minimum Requirements. Vendor shall comply with its internal background
check policies. Where Vendor does not have an internal background check
policy, or in the event Vendor’s background check policy is inadequate based
on the nature of Customer Data stored or processed by Vendor, Vendor agrees
to comply with DOM background check policy. Vendor shall provide DOM
and the Purchasing Entity with these background check results in a mutually
agreeable form and manner prior to Vendor staff performing services pursuant
to this Agreement or a Purchasing Instrument. In the event of an adverse
finding, Vendor personnel may be disqualified from performing services under
the Agreement in the sole discretion of the applicable Purchasing Entity.

3.11.1.2.  Costs. Vendor is responsible for all costs associated with any Vendor
personnel background checks, regardiess of who performs the background
checks.

3.11.1.3.  Additional Screening. DOM and the Purchasing Entity reserves the right to
subject Vendor personnel to additional background checks at any time prior to
or during any engagement. Such background checks may include a work
history, financial review, request for criminal history data, or local or state
criminal history check, national criminal history check through the Federal
Bureau of Investigation (“FBI”), or other background check requirements
imposed or permitted by law, rule, regulation, order, or policy. Vendor
personnel may be required to authorize the release of the results of criminal
history checks, including those through the FBI, to one or more other
governmental entities. Such background checks may be conducted by the
Purchasing Entity or its Authorized Contractors. The Purchasing Entity may
also require Vendor to conduct a work history or financial review of Vendor
personnel. Vendor shall provide DOM and the Purchasing Entity with these
background check results in a mutually agreeable form and manner prior o the
commencement of any engagement by Vendor personnel.

3.11.1.4.  Right to Remove Individuals. The Purchasing Entity and DOM shall have the
right at any time to require that the Vendor remove from interaction with the
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