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RFP IL 20-02
REQUEST FOR PROPOSALS
WEBSITE HOSTING AND SERVICES

August 30, 2019


PART 1.  OVERVIEW AND RFP PROCEDURES

1.0	Response Note Terminology
RESPONSE NOTE: None

Each numbered section and subsection in the RFP is immediately followed by a RFP standard compliance note.  The meaning of each response note, and the corresponding obligations of Vendor, is as follows:

NONE:  The section or subsection does not require any response from the Vendor at all.

ACCEPTANCE:  The section or subsection contains information the Vendor accepts as a condition of the Proposal submittal.  The Vendor shall indicate any deviations or non-acceptance.

FULL:  The section or subsection requires the Vendor to provide a full and dedicated response, including all information necessary for the Lottery to determine whether the Vendor fully complies with the stated requirement.

[bookmark: OLE_LINK1]1.1	Introduction and Background.
	RESPONSE NOTE: Acceptance

The Iowa Lottery Authority (the "Lottery") is issuing this Request for Proposals (“RFP”) to allow interested Vendors to submit Proposals for the provision of experience, administration, services and equipment necessary to offer dedicated web server(s), database server(s), firewall(s), load balancing, software updates, and hosting services for the Iowa Lottery web sites as described in the Scope of Services (Part 2).

1.2	RFP Proposal Timetable.
	RESPONSE NOTE: Acceptance

The anticipated schedule for this RFP is as follows:

	Event
	Dates

	RFP Issued
	August 30, 2019

	Questions from Vendors Accepted
	September 16, 2019 through September 19, 2019

	Questions and Answers provided to all Vendors
	September 23, 2019

	RFP Proposals Due
	11:00 a.m., September 30, 2019

	RFP Award
	On or before October 16, 2019

	Conversion and testing of services 
	To begin in January 2020





1.3	Submittal Procedure.
	RESPONSE NOTE: Acceptance

One copy of the complete RFP Proposal must be received at the Lottery office no later than 11:00 a.m. central time, September 30, 2019.  The RFP Proposals may be delivered, mailed via USPS or e-mailed to the RFP coordinator shown in item 1.5 noted below.

1.4	Requests for Clarification or Inquiries.
	RESPONSE NOTE: Acceptance

Vendors are invited to submit written questions and requests for clarifications regarding the RFP. Vendors may also submit suggestions for changes to the specifications of this RFP. The questions, requests for clarifications, or suggestions must be in writing and received by the RFP Coordinator on or before the date and time listed on the RFP proposal timetable (Part 1.2). If the questions, requests for clarifications, or suggestions pertain to a specific section of the RFP, Vendor shall reference the page and section number(s). The Lottery will send written responses to questions, requests for clarifications, or suggestions received from Vendors on before the date listed on the RFP proposal timetable (Part 1.2).  The Lottery’s written responses will become an addendum to the RFP. Failure to raise a question, request for clarification, or suggestion through this process shall constitute a waiver of any objection or argument as part of any subsequent vendor appeal; this waiver is intended to ensure the Lottery is able to correct any material issues or errors in an orderly, efficient fashion and in a manner that is fair to all prospective Vendors/Contractors. 

The Lottery assumes no responsibility for oral representations made by its officers or employees unless such representations are confirmed in writing and incorporated into the RFP through an addendum.

Vendors with questions concerning the RFP may contact the RFP Coordinator for clarification.

1.5	Contact Information.
	RESPONSE NOTE: Acceptance

All inquiries concerning the RFP should be directed to Terry Brown, RFP Coordinator.  Contact information follows:


	Contact 
	Contact Information

	RFP Coordinator
	Mr. Terry Brown

	Mail or hand deliver to:
	Iowa Lottery, 13001 University Ave. Clive, IA  50325-8225

	Telephone
	515-725-7877

	E-mail address
	tdbrown@ialottery.com 

	RE:
	Website Hosting RFP 20-02 Inquiry

	Website for postings:
	https://ialottery.com/Pages/Vendors/VendorsMain.aspx




1.6	RFP Proposal Conference.
	RESPONSE NOTE: None

A RFP proposal conference will not be held.

1.7	Addendum or Amendment to the Request for Proposal.
	RESPONSE NOTE: Acceptance

In the event it becomes necessary to amend, addend, or delete any part of the RFP, any addendum or amendments shall be provided to all Vendors who received the original RFP and posted to www.ialottery.com under the “Vendor” tab. The Lottery will only be bound by the official version of the RFP document(s). Prospective Vendors are advised to check the website periodically for amendments/addenda to this RFP. It is the Vendor's sole responsibility to ensure that any previously downloaded documents are in fact the most up to date and to check for any addenda/amendments to posted documents.

1.8	RFP Terms and Conditions.
	RESPONSE NOTE: Acceptance

1.8.1  No RFP Proposals will be accepted after the date and time specified in this section.  A late RFP Proposal shall NOT be accepted or considered.

1.8.2  The RFP Proposal must include a signed Proposal Compliance and Certification form, found as Appendix B, signed by an authorized individual or agent of the company.

1.8.3  RFP Proposals will be opened at 11:00 a.m. Central Time on the due date stated.  The RFP Proposals will remain confidential until the evaluation has been completed and a notice of intent to award a contract is announced. The RFP Proposals will be available for inspection after the notice of intent to award a contract is announced.  See, Iowa Administrative Code r. 531—2.2(3).

1.8.4  The Lottery reserves the right to request additional information from any Vendor to assist in understanding or clarifying the terms of any RFP Proposal.  Such additional information may be considered by the Lottery in the evaluation of a RFP Proposal so long as the information does not materially alter the content of the Vendor's RFP Proposal.  A Vendor will not be permitted to modify or amend its RFP Proposal if contacted by the Lottery for this reason.

1.8.5  Any information provided in the RFP Proposal may be used by the Lottery to obtain additional criminal history and credit data on all persons identified in a Vendor’s RFP Proposal.

1.8.6  The Lottery reserves the right to obtain, from any and all sources, information concerning a Vendor or a Vendor’s product, services, personnel or subcontractors, integrity and reliability, past performance, past contract terminations, litigation, or debarments, criminal history, or financial stability, which the Lottery deems pertinent to this RFP and to consider such information in evaluating the Vendor’s RFP Proposal.

1.8.7  All RFP Proposals shall be firm for a period of sixty (60) days to allow the evaluation committee to fully evaluate all RFP Proposals and make awards deemed in the best interest of the Lottery and the State of Iowa.

1.8.8  By submitting a RFP Proposal, the Vendor agrees to the terms and conditions contained within this RFP document and the terms and conditions of the Contract or negotiate terms that are acceptable to both parties.

1.8.9  Following the contract award by the Lottery, each Vendor submitting a Proposal will receive written confirmation of the Lottery’s decision.

1.8.10  At any time prior to execution of a written contract, the Lottery or the Lottery Board reserve the right to reject any or all Proposals received by reason of this RFP document, in whole or in part for any reason or no reason at all, including but not limited to the Lottery’s determination that evidence submitted by a Vendor and evidence obtained from other sources do not satisfy the Lottery that the Vendor is a Responsible Vendor.

1.8.11  The Proposal shall be rejected outright and not evaluated for either of the following reasons: 
· Failure of Vendor to deliver the Proposal by 11:00 a.m. on the due date. 
· Failure to include the required submittal form(s) signed by an officer of the company submitting the Proposal. 

1.8.12  Issuance of the RFP document in no way constitutes a commitment by the Lottery to award the contract. No Vendor shall acquire any legal or equitable rights regarding any contract unless and until a contract has been fully executed by the successful Vendor and the Lottery. This RFP document is designed to provide Vendors with the information necessary for the preparation of competitive proposals.  This RFP process is for the Lottery’s benefit and is intended to provide the Lottery with competitive information to assist in the selection of goods and services.  It is not intended to be comprehensive and each Vendor is responsible for determining all factors necessary for submission of a comprehensive RFP Proposal.

1.8.13  The Lottery is not responsible for any costs incurred by a Vendor which are related to the preparation or delivery of the RFP Proposal or any other activities carried out by the Vendor related to this RFP document.

1.8.14  The Lottery reserves the right to waive minor deficiencies in a RFP Proposal.  The decision as to whether a deficiency will be waived or will require the rejection of a Proposal will be solely within the discretion of the Lottery and the Board.  Vendors are specifically notified that the failure to comply with or respond to any part of this RFP document that requires a response may result in rejection of its RFP Proposal. 
 
1.8.15  In the event that a Vendor or someone acting on the Vendor's behalf attempts to discuss this RFP orally or in writing with any Lottery Board member or any employee of the Lottery, or any employee or elected official of the State of Iowa, other than the RFP coordinator designated above, the Vendor may be disqualified.

1.9	Construction of RFP with Laws and Rules.
	RESPONSE NOTE: Acceptance

This RFP document is to be construed in accordance with pertinent legal requirements including Iowa Code 99G and 531 Iowa Administrative Code.  Changes in applicable laws and rules may affect the award process or the resulting contract.  Vendors are responsible for ascertaining pertinent legal requirements and restrictions.  

1.10	Tied Proposals/Award Preferences.
	RESPONSE NOTE: Acceptance

The Lottery shall resolve ties among proposals which are equal in all respects by drawing lots unless only one of the tied vendors is an Iowa business. If only one of the vendors tied for an award is an Iowa business, the Iowa business shall be given preference over all tied out-of-state businesses. If it is necessary to draw lots, the drawing shall be held in the presence of the Vendors who submitted the tied proposals whenever practical. If the tied Vendors are not present, the drawing shall be held in front of at least two persons, and the Lottery shall document the drawing.

1.11	Copyrights.
	RESPONSE NOTE: Acceptance

By submitting a RFP Proposal, the Vendor agrees that the Lottery may make copies of the RFP Proposal for purposes of facilitating the evaluation or to respond to requests for open records, regardless of any copyright notification that may appear in the RFP.  The Vendor consents to such copying by submitting a RFP Proposal and warrants that such copying will not violate the rights of any third party.  The Lottery will have the right to use ideas or adaptations of ideas that are presented in the RFP Proposals.

1.12	Proposals Property of the Lottery.
	RESPONSE NOTE: Acceptance

All RFP Proposals become property of the Lottery and shall not be returned to the Vendor unless all RFP Proposals are rejected and no award is made.  At the conclusion of the selection process, the contents of all RFP Proposals, including financial statements, if required, will be placed in the public domain and be open to inspection by interested parties unless restricted by a designation of confidentiality.

1.13	Public Records and Requests for Confidentiality.
	RESPONSE NOTE: Full

1.13.1  All information submitted by a Vendor may be treated as an open record by the Lottery unless the Vendor properly requests that the information be treated as confidential information at the time its RFP Proposals are submitted.  Open records will be copied by the Lottery as necessary to comply with Iowa's open records laws.  By submitting a RFP Proposal, the Vendor grants the Lottery the right to make the required copies of the RFP Proposal.

1.13.2  Any request for confidential treatment of information must be included with the RFP Proposal and must enumerate the specific grounds in Iowa Code Chapter 22 and 99G which support treatment of the material as confidential and must indicate why disclosure is not in the best interests of the public.  The request must also include the name, address, and telephone number of the person authorized by the Vendor to respond to any inquiries by the Lottery concerning the confidential status of the materials.

1.13.3  If the Lottery receives a request for information or materials related to a Proposal marked as confidential, or if a judicial or administrative proceeding is initiated to compel the release of such materials or information, Vendor shall, at its sole expense, appear in such action and defend its request for confidentiality. If, upon reasonable notice to Vendor, Vendor fails to appear to defend its request for confidentiality, the Lottery may release the information or material, or otherwise bill the Vendor for any costs or expenses incurred in defending the same (including but not limited to the reasonable time and value of the Iowa Attorney General’s Office or other attorney or law firm utilized by the Lottery or the State). 

1.13.4  Once a contract has been executed, the contract and all supporting documents in the Vendor’s RFP Proposal including pricing shall be considered public and subject to disclosure pursuant to Iowa Code Chapter 22.  All items marked as confidential except the pricing information shall be treated as confidential in accordance with Iowa Code Chapter 22.

1.13.5  The Vendor's failure to request confidential treatment of material pursuant to this section and the relevant laws and administrative rules will be deemed by the Lottery as a waiver of any right to confidentiality that the Vendor may have had.

1.13.6  The release of information by the Lottery to the public is subject to Iowa Code Chapter 22.  Vendors are encouraged to familiarize themselves with these provisions prior to submitting a RFP proposal.

1.14	Restrictions on Gifts and Activities.
	RESPONSE NOTE: Acceptance

Iowa Code chapter 68B and 99G contains laws which restrict gifts which may be given or received by state employees and requires certain individuals to disclose information concerning their activities with state government.  Vendors are responsible for determining the applicability of this chapter to their activities and for complying with these requirements.  In addition, Iowa Code Chapter 722.1 provides that it is a felony offense to bribe a public official.

1.15	Release of Claims.
	RESPONSE NOTE: Acceptance

With the submission of a Proposal, each Vendor agrees that it will not bring any claim or have any cause of action against the Lottery or the State of Iowa based on any misunderstanding concerning the information provided herein or concerning the Lottery’s failure, negligent or otherwise, to provide the Vendor with pertinent information as intended by this RFP.  Additionally, each Vendor releases each source of information of all claims, whether known or unknown, which the Lottery received while evaluating the RFP Proposal.  This information could include but is not limited to the Vendor’s criminal history, credit data, products, services, personnel or subcontractors. 

1.16	News Release Prohibition.
	RESPONSE NOTE: Acceptance

Vendors shall not issue any news releases or make any statement to the news media pertaining to this RFP document or a RFP Proposal or contract or work resulting from this RFP without the prior written approval of the Lottery.

1.17	Mandatory and Optional
RESPONSE NOTE: Acceptance

Specifications in the RFP shall be regarded by the Vendor as mandatory, as denoted by terms such as “required,” "must," "shall," and “will,” and their semantic equivalents, except where a function, feature, or capability is specifically noted as being “optional”. Even if a Vendor is not asked or required to affirmatively acknowledge or indicate an ability to conform or comply with such specifications as part of its Proposal, the Vendor represents its ability to conform or comply with such specifications by virtue of submitting a proposal. The Vendor must indicate any deviations or non-acceptance.

In the case of an  “optional” item, the Vendor is not required to offer such as expressly described in the RFP; however, the evaluation of the Vendor's offering may be more favorable if functions, features, and capabilities are submitted as the Lottery will have a more complete picture of how the Vendor’s proposed solution will help advance the Lottery’s goals.

1.18	Use of Subcontractors. 
RESPONSE NOTE: Acceptance

The Lottery acknowledges that the successful Vendor may contract with third parties for the performance of any of the Contractor’s obligations. The Lottery reserves the right to provide prior approval for any subcontractor used to perform services under any contract that may result from this RFP.  As required by Iowa Code section 99G.22(2), “[i]f at least twenty-five percent of the cost of a vendor’s contract is subcontracted, the vendor shall disclose all of the information” required by this RFP or otherwise required by law “for the subcontractor as if the subcontractor were itself a vendor” for purposes of facilitating a background review of such subcontractor(s). 

1.19 	Choice of Law and Forum
RESPONSE NOTE: Acceptance

All issues in any way related to this RFP and any resulting Contract shall be governed in all respects by, and construed in accordance with, the laws of the State of Iowa, without giving effect to the choice of law principles thereof. Any and all litigation or actions, including judicial review under Iowa Code chapter 17A, commenced in connection with this RFP or any resulting Contract shall be brought in Des Moines, Iowa, in Polk County District Court for the State of Iowa, if jurisdiction is proper. However, if jurisdiction is not proper in the Iowa District Court for Polk County, but is proper only in a United States District Court, the matter shall be commenced in the United States District Court for the Southern District of Iowa, Central Division. By submitting its Proposal, Vendor irrevocably: (i) consents and agrees that any legal or equitable action or proceeding arising under, in connection with or arising out of this RFP or any resulting Contract shall be brought and maintained exclusively in the aforesaid courts; (ii) submits to and accepts, with respect to any such action or proceeding, for it and in respect of its properties and assets regardless of the physical or legal situs thereof, generally and unconditionally, the jurisdiction of the aforesaid courts; and (iii) waives any objection to such jurisdiction based on forum non convenience or otherwise. This provision shall not be construed as waiving or altering any requirement that Vendor utilize or exhaust any administrative remedies or procedures as a precondition to judicial review. This provision shall not be construed as waiving any immunity to suit or liability, in state or federal court, which may be available to the Lottery or the State of Iowa, including sovereign immunity, governmental immunity, immunity based on the Eleventh Amendment to the Constitution of the United States or otherwise. 

1.20 	Information from Other Sources
 	RESPONSE NOTE: Acceptance

The Lottery reserves the right to obtain and consider information from other sources concerning a Vendor, such as, by way of example only, the Vendor’s capability and performance under other contracts, the qualifications of any subcontractor identified in the Proposal, the Vendor’s financial stability, past or pending litigation or debarments, and other publicly available information. Such information may be used in evaluating Vendor’s Proposal, verifying information contained in the Proposal, assessing Vendor’s qualifications and the qualifications of any subcontractor identified in the Proposal, or to determine whether Vendor is a Responsible Vendor.  A Responsible Vendor possesses the capability in all material respects to perform the scope of work and specifications of the contract.

By way of example only, such other sources may include subject matter experts or information supplied from current contract managers. As another example, in evaluating each Proposal, the evaluators may consider the evaluation committee members' own prior experiences with each Vendor if relevant to what is being evaluated. Incumbent contractors often write about their prior work as an incumbent, and the Lottery believes it would be inappropriate to evaluate an incumbent's proposal while ignoring the personal knowledge of the evaluators in this regard.  In addition, certain aspects of an incumbent's scope of work will necessarily be different because of the incumbent's status. For instance, implementation and transition tasks will necessarily be different for an incumbent. Those state staff and/or contractors responsible for facilitating the scoring process will guard against the interjection of bias for or against any incumbent, but the Lottery evaluators may consider their experiences with all Vendors and any other extrinsic evidence if relevant to what is being evaluated. Further, considering incumbency is a neutral consideration and does not result in unfair bias or favoritism towards some Vendors over others because incumbency can be either a positive or a negative. As a final example, the Lottery may consider information elicited in or supplied in response to one section of the RFP in evaluating Vendor’s Proposals in the context of other sections of the RFP.

1.21 	Contract Managers as Evaluators
RESPONSE NOTE: Acceptance

Contract managers, or other personnel who may have personal experience with prospective Vendors, may possess extraordinarily valuable program expertise, such that they are valuable, if not indispensable, assets to an evaluation committee. For that reason, among others, Contract managers and such other personnel may serve on the evaluation committee in evaluating Proposals submitted in response to this RFP. Contract managers and such other personnel serving as evaluators will guard against the interjection of bias for or against any incumbent, but, like all other evaluators, may consider their experiences with all Vendors and any other extrinsic evidence known to them if relevant to what is being evaluated.    


PART 2.  SCOPE OF SERVICES

The purpose of this RFP is to solicit Proposals from qualified Responsible Vendors interested in providing the experience, administration, security and equipment necessary to offer dedicated web servers, database servers and hosting services for the Iowa Lottery websites. Any Vendor interested in submitting a proposal must be capable of providing the equipment and services detailed below. Vendors will be required to demonstrate these abilities and/or provide additional documentation or verification of capabilities prior to contract award.

2.1	Website Domain Names.
	RESPONSE NOTE: None

The Lottery will continue the procurement and renewal of domain names, security certificates and domain name services (DNS) and will not require the Vendor to procure domains, certificates nor manage DNS. The Lottery has the following public-facing websites that are to be hosted and supported by the winning Proposal:

2.1.1 ialottery.com (also known as www.ialottery.com) is the primary Lottery website which includes, but is not limited to, game information, winning numbers, jackpot amounts, drawing results, winner information, promotion information, press releases, Lottery Board meeting minutes and the Lottery’s VIP Club for registered users to login and participate in Play It Again promotions.

2.1.2 m.ialottery.com contains web content and images specific to the Lottery’s mobile application.

2.1.3 media.ialottery.com contains select audio and image files linked from the ialottery.com site.

2.1.4 gem.ialottery.com is a website utilized by approximately eighty (80) Lottery employees.

2.1.5 retailer.ialottery.com is a website that may be utilized by approximately two thousand four hundred (2,400) Lottery retailers and corporate accounts.

2.1.6 test.ialottery.com is a website utilized by approximately twelve (12) website testers for testing page content and promotions.

2.2	Internet Bandwidth.
	RESPONSE NOTE: Full

The websites listed in part 2.1 currently utilize a 20 Mb Internet connection, burstable 100 Mb, to serve website content to users. The Lottery is requesting the Vendor to price 20 Mb, 50 Mb and 100 Mb Internet connection speed options or optionally propose pricing of burstable bandwidth options.

2.3	Web Servers.
	RESPONSE NOTE: Full

Vendor shall describe how it will provide a minimum of two (2) dedicated web servers (either physical or virtual) with the following minimum requirements per web server: 
· 32 GB of memory
· 350 GB of solid-state disk storage
· 4 Quad-core processors or greater
· Windows Server 2016 Enterprise Operating System
· Internet Information Services (IIS) 10.0
· .NET 4.5 Framework (or newer)
· Be capable of sending outbound e-mail using SMTP (Simple Mail Transfer Protocol)
· Bitvise SSH (Secure Shell) Server for SFTP (Secure File Transfer Protocol) and Secure Copy (on port 22 only from Lottery HQ’s public IP)
· Remote Desktop (only via VPN connection from Lottery HQ’s public IP)

One (1) web server will host: 

1. ialottery.com (part 2.1.1) [on tcp/ip ports 80 and 443 accessible to Internet], 
2. m.ialottery.com (part 2.1.2) [on tcp/ip ports 80 and 443 accessible to Internet], and 
3. media.ialottery.com (part 2.1.3) [on tcp/ip ports 80 and 443 accessible to Internet]. 

One (1) web server will host: 

1. gem.ialottery.com (part 2.1.4) [on tcp/ip ports 8080 and 8443 accessible to Internet], 
2. retailer.ialottery.com (part 2.1.5) [on tcp/ip ports 80 and 443 accessible to Internet], and 
3. test.ialottery.com (part 2.1.6) [on tcp/ip ports 8080 and 8443 accessible to Internet]. 

The Lottery will configure IIS, .NET, configure Bitvise, upload and maintain website content. The Vendor will provide the servers with the software licensed, installed and updated.  Local administrative accounts will be setup on each server so that authorized Lottery staff may connect to Vendor’s VPN and allow Lottery staff the ability to utilize Remote Desktop as local administrators. Remote Desktop will not be available unless connected to Vendor’s VPN. 

The Vendor shall include pricing in Appendix A for:

2.3.1 additional web server(s). Servers shall be protected by one or more firewalls (part 2.5.1) with all unneeded ports and services turned off. Servers shall be easily expandable or updatable to meet the usage needs of the Lottery.
2.3.2 additional disk storage. Include the price per additional gigabyte of solid-state hard disk storage. This pricing will be applicable to web server(s) and database server(s).

2.4	Database Servers.
	RESPONSE NOTE: Full

Vendor shall describe how it will provide a minimum of two (2) dedicated database servers (either physical or virtual) with the following minimum requirements: 

· 32 GB of memory
· 750 GB of solid-state disk storage
· 4 Quad-core processors or greater
· Windows Server 2016 Enterprise Operating System
· Database Management System – Microsoft SQL Server 2016 (or newer)
· SQL Server Management Studio 2016 (or newer)
· Be capable of sending outbound e-mail using SMTP (Simple Mail Transfer Protocol)
· Bitvise SSH Server for SFTP and Secure Copy (only from Lottery’s public IP)
· Remote Desktop (only via VPN connection from Lottery HQ’s public IP)

One (1) database server will host a relational database to support ialottery.com website (part 2.1.1). This database server will only respond to database requests from the webserver that hosts the ialottery.com website.

One (1) database server will host a relational database to support the gem.ialottery.com website (part 2.1.4), retailer.ialottery.com website (part 2.1.5), and test.ialottery.com website (part 2.1.6). The Vendor will provide the servers with the software licensed, installed and updated.  Local administrative accounts will be setup on each database server so that authorized Lottery staff may connect to Vendor’s VPN and allow Lottery staff the ability to utilize Remote Desktop as local administrators. Remote Desktop will not be available unless connected to Vendor’s VPN.

Database servers will not be accessible from the Internet, but will allow remote desktop connections via a VPN connection from the Lottery’s public IP address. The Lottery will configure SQL Server, upload and maintain the database structure and information within the databases and configure Bitvise. The Vendor shall include pricing in Appendix A for additional database server(s). Servers shall be protected by one or more firewalls (part 2.5.2) with all unneeded ports and services turned off. Servers shall be easily expandable or updatable to meet the usage needs of the Lottery.

2.5	Security.
	RESPONSE NOTE: Full

2.5.1 Data Center Security Controls. Vendor shall describe the security controls in place for the data center facility and backup data center facility.
2.5.2 Network Firewall. Vendor shall describe the network firewall features, options, support and maintenance available to protect web servers and database servers.
2.5.3 Web Application Firewall. Vendor shall describe the web application firewall features, options, support and maintenance available to protect web servers and database servers.
2.5.4 VPN. Vendor shall describe the VPN features, options, support and maintenance available to allow authorized Lottery IT staff to connect to Vendor’s data center for utilization of Remote Desktop on web servers and database servers.
2.5.6 Vulnerability Scanning. Vendor shall describe a vulnerability management system to detect infrastructure vulnerabilities. At a minimum, vulnerability scans will be conducted on a quarterly basis and Vendor shall provide recommendations for vulnerability remediation.

2.6	Services.
	RESPONSE NOTE: Full

2.6.1 Software Updates and Patching. Please describe processes to be used and timeline recommendations to provide security and software updates to web servers and database servers. The Lottery would like the Vendor to apply Windows Operating System patches and updates at least monthly to the web servers and database servers on a schedule approved by the Lottery.
2.6.2 System Backups. Please describe processes and timelines used to provide system backups of web servers and database servers and the procedures to restore system backups to these systems.
2.6.3 System Monitoring and Notifications. Please describe processes, services and timelines to provide system monitoring, uptime and network utilization reporting, and system outage notification in the event of system outage.
2.6.4 Load Balancing. Since the current plan is have each website (Part 2.1) on one of two servers, we do not intend to require network load balancing, but would like to know what features and options may be available. Please describe network load balancing services that Vendor may provide if needed by the Lottery. Currently, a Citrix NetScaler VPX (virtual appliance) is utilized to manage the traffic across two web servers that host ialottery.com (Part 2.1.1).

2.7	Disaster Recovery Plan.
	RESPONSE NOTE: Full

Please describe the plan and timeline that would be utilized in the event of a disaster, or unplanned outage, that would affect the availability of Lottery websites (Part 2.1). In the event of irreparable damages at the primary data center, or of an unplanned, extended abandonment of the primary data center, the Vendor shall provide backup host systems, facilities, and other components necessary to resume Lottery website hosting under an operational scenario using a backup data center. Describe the process used and the timeline needed to bring up the websites (Part 2.1) online at the backup datacenter.

2.8	Background Investigation.
	RESPONSE NOTE: Full

Vendor shall provide the following information to facilitate the Lottery’s ability to fulfill its statutory mandate to operate with integrity and dignity. 

2.8.1 	Organizational Structure.  Vendor shall describe its organizational structure, including identification of individuals charged with governance of the organization and of individuals charged with day-to-day management of the facilities or locations housing lottery data identified in Vendor’s Proposal.
2.8.2	Employee Screening.  Vendor shall describe the process Vendor follows to screen prospective Vendor employees, including whether employees undergo a background check, and if so, what type of background check, before employees begin employment with Vendor.  
2.8.3	Disqualifying Convictions.  By statute, no person who has been convicted of a felony or bookmaking or other form of illegal gambling or a crime involving moral turpitude shall be employed by the Lottery.  Vendor shall describe whether the results of a Vendor’s own pre-employment background check may disqualify any prospective Vendor employee, and the criteria for disqualification.
2.8.4	Protection of Sensitive Data.  Vendor shall describe how it protects and ensures the integrity of sensitive data.
2.8.5	Financial Condition.  To facilitate the Lottery’s determination whether Vendor is a Responsible Vendor, Vendor shall provide two years of audited financial statements.  If Vendor is a publicly traded company, Vendor shall also provide all reports it filed with the United States Securities and Exchange Commission for the previous two years.

Because the resulting contract includes access to Lottery sensitive data, all Vendor staff of the winning Proposal with direct access to the information contained within the Lottery databases must be able to pass a DCI background investigation to be conducted by the Iowa Department of Public Safety, Division of Criminal Investigation (DCI) before any work may begin. If, in the Lottery’s sole discretion, the Lottery determines that the information Vendor provides under this section requires additional investigation, the DCI background investigation may require the submission of Class O Lottery Background, found as Appendix C.

2.9	Cost of Background Investigation
	RESPONSE NOTE: Acceptance

The expense of conducting the background investigation(s) performed by DCI will be borne by the Vendor.  The fee of $250 for each background is required prior to the start of the DCI investigation process.  All fees are to be submitted in the form of a check or money order payable to the Iowa Division of Criminal Investigation.  Vendors must submit payment for each of the background investigations to be completed.

[bookmark: _Toc124668904][bookmark: _Toc124743359][bookmark: _Toc155158953][bookmark: _Toc239225644]The Lottery may refuse a Vendor’s employee from working on systems utilized to provide web hosting services to Lottery web sites or terminate the resulting contract based upon the results of these background checks and disclosures. The Vendor is advised that any person who knowingly provides false or intentionally misleading information in connection with any investigation by the Lottery may cause a subsequent contract to be canceled.

PART 3.  TERMS AND CONDITIONS OF THE CONTRACT

3.1	Contract Terms and Conditions.
	RESPONSE NOTE: Acceptance

The contract that the Lottery expects to award as a result of this RFP will be based upon the RFP Proposals submitted by the Vendors to this solicitation.  The Lottery reserves the right to either award a contract without further negotiation with the selected Vendor or to negotiate contract terms with the selected Vendor if the best interests of the Lottery would be served.  The standard terms and conditions of Lottery contracts may be reviewed on the Iowa Lottery website at https://ialottery.com/Pages/Vendors/VendorsMain.aspx. The contract terms provided on the website are not intended to be a complete listing of all contract terms but are provided only to enable the Vendor to better evaluate the Vendor’s costs associated with the RFP and resulting contract.   

In addition to the standard terms and conditions, the following special terms shall be a part of the resulting contract.  Vendors should plan on the following special terms being included in any contract awarded as a result of this RFP.  All costs associated with complying with these requirements should be included in the prices quoted by the Vendor.   The Lottery reserves the right to either award a contract(s) without further negotiation with the successful Vendor or to negotiate contract terms with the selected Contractor if the best interests of the Lottery would be served.

3.2	Term of the Contract.
	RESPONSE NOTE: Acceptance

Unless terminated earlier in accordance with the terms of the resulting contract, the term of the resulting contract will be from January 1, 2020 through December 31, 2022, with up to five (5) one-year optional renewal/extension periods available to be exercised at the sole discretion of the Lottery.

3.3	Special Contract Terms.
	RESPONSE NOTE: Full

In addition to the standard terms and conditions, the following special terms shall be a part of the resulting contract. Vendors should plan on the following special terms being included in any contract awarded as a result of this RFP.  All costs associated with complying with these requirements should be included in the prices quoted by the Vendor. 

CPI Cost Adjustments. The costs in this Agreement shall allow for an adjustment (increase or decrease) of the Vendor’s price for any contract extensions that may be exercised by the Lottery. This Agreement will allow for an adjustment of the Vendor’s price based on the percentage of the change in the National All Urban Consumer Price Index for the “all items” classification utilizing the data available and underlying the most recent October-to-October   period at the time of the extension/renewal.

Warranty. The selected Vendor will be required to warrant that all employees or partners assigned to the Lottery’s account will be qualified by experience and education to provide the services and must be willing to complete the “Class O” Lottery Background form.  The Lottery reserves the right to disapprove any employee or partner involved with the performance of the agreement.

Insurance.  The Successful Vendor shall purchase and maintain insurance providing coverage for the claims set forth below which may arise out of or result from the Successful Vendor operations under the Contract, whether such operations be by the Successful Vendor or by any subcontractor or by anyone directly or indirectly employed by any of them, or by anyone for whose acts any of them may be liable.  Dollar amounts defined below are minimums and the Successful Vendor must purchase and maintain these minimum amounts of insurance coverage. Statements of self-insurance to cover these obligations will be considered non-responsive. 
	a.  Property Insurance. Insurance on all buildings, fixtures and equipment provided or used in the support of website hosting and services must be maintained in the amount of actual replacement cost thereof. This policy must insure personal property including contents and equipment against fire, flood, and all other insurable hazards.  
	b.  General Liability Insurance. Commercial General Liability and Property Damages Insurance with limits of not less than $2,000,000 combined single limit for Bodily Injury and Property Damage per occurrence and $1,000,000 Aggregate.
	c.  Professional Liability and Errors and Omissions Insurance. Amount: $1,000,000.
	d. Cyber Liability and Network Security Insurance. Amount: $1,000,000.
	e.  Automobile Bodily Injury and Liability Insurance. Insurance with a combined single limit of not less than $1,000,000.
	f.  Workers’ Compensation Insurance. To cover all of Successful Vendor employees during the term of the contract in accordance with Iowa statutes, or other applicable worker’s compensation laws.
Professional Liability and Errors and Omissions Insurance must indemnify the Lottery and the State of Iowa for direct or indirect loss due to any error or omission caused by the Successful Vendor and coverage must continue until one (1) year past the term of the Contract.  All other insurances required by this section must be effective upon execution of the Contract and continue in full force and effect throughout the term of the Contract. The Lottery must receive thirty (30) days advance written notice of cancellation, termination, or failure to renew any policy.
[bookmark: _Toc124668924][bookmark: _Toc133031441][bookmark: _Toc155158975][bookmark: _Toc239225667]
Certificates of Insurance.  Certificates of insurance must be furnished to the Lottery no later than thirty (30) days following Contract execution, with renewal certificates provided each year thereafter. The Lottery will be named as an additional insured on all Certificates of Insurance as allowable.

Fidelity Bond.  The contract will require the Vendor to post a fidelity bond in the amount of twenty-five thousand dollars ($25,000) within ten (10) days of the execution of the contract.  The Vendor shall pay the cost of the bond.  The bond shall provide funds to the Lottery in the event that the Vendor or Lottery suffers any liability, loss, damage or expense as a result of any fraudulent or dishonest act or omission of the Vendor or any subcontractor or any officer, employee, or agent of the Vendor or any subcontractor, which occurs during the term of the bond regardless of the date the act or omission is discovered, or a claim is made.  The bond shall be in a form customarily used and shall be written by a surety authorized to do business in Iowa and that is acceptable to the Lottery.  This bond shall be in effect at all times during the term of the contract and any extensions or renewals thereof and for one (1) year following the conclusion of the contract.

Service Level Agreement.  The Vendor’s Proposal shall describe system availability for website hosting services and the resulting contract will contain service level agreements relating to server availability, server administration and data backup and storage media handling.

System Outages. There are two types of system outages where the Vendor is responsible for technology support for network and server equipment: planned outages and unplanned outages. Planned outages are scheduled in advance of the outage when the Vendor and Lottery review and agree in writing the time(s) and reason(s) for the outage, i.e. maintenance windows to apply software and/or firmware patches, network maintenance, etc. Unplanned outages occur when web servers, database servers or network outages cause one or more websites listed in Part 2.1 to be unavailable. 

Liquidated Damages. For each hour the web server(s) or database server(s), listed in Part 2.1, are unavailable as a result of an unplanned outage, twice (2x) the hourly rate of the monthly cost of the webhosting and services will be deducted from Vendor’s next monthly invoice to the Lottery. 

PART 4.  EVALUATION PROCEDURE

4.1	Evaluation committee.
	RESPONSE NOTE: Acceptance

An evaluation committee composed of Lottery employees will review the RFP Proposals submitted.  The committee will consider all information provided when making its recommendation and may consider relevant information from other sources.  The Lottery will award the contract to the Responsible Vendor submitting the Proposal which provides the greatest benefit to the Lottery.  The lowest priced Proposal is not necessarily the best Proposal. 

4.2	Evaluation process.
	RESPONSE NOTE: Acceptance

The evaluation and award process will be comprised of all of the following: 
1. Pass/Fail evaluation of minimum qualifying requirements of the Vendor as provided for in each section’s RESPONSE NOTE (Part 1.0).
2. Review of Proposals to assess compliance with Proposal submission requirements, including responsiveness to terms, conditions and requirements, and to determine whether each Vendor is a Responsible Vendor; 
3. Evaluation of proposed functions, features, services, and references, using requirements and criteria defined in this RFP; 
4. Scoring of Technical Proposals as described in Part 2;
5. Assessment and Scoring of Price Proposals after the completion of the Technical scoring;
6. Compilation of technical scores and price scores into a summary score sheet; 
7. Evaluation Committee presentation to the Lottery CEO and the Lottery Board of Directors;
8. The Iowa Lottery Board directs the Lottery to issue a Notice of Intent to Award subject to a successful completion of a DCI investigation; 
9. The Lottery CEO instructs the DCI to complete background investigation and reviews results of background investigation;
10. Contingent upon successful completion of the background check, negotiation and signing of the Contract. 

4.3	Pricing and Scoring of Options
RESPONSE NOTE: Acceptance

The price Proposal (Appendix A) must be so identified in a separately sealed enclosure. 
The Vendor is encouraged to propose options regarding innovative functions, features, services, and solutions. However, options separately priced shall be clearly noted in the Technical Proposal --although without pricing information-- and their corresponding prices listed in the Price Proposal as separate line items.  Otherwise, such options will be considered part of the baseline price.

Additionally, options separately priced and that have been clearly noted as such in the Technical Proposal should be listed on a summary sheet without pricing information in the Technical Proposal.

The evaluation process is designed to identify the Proposal that provides the greatest benefit to the Lottery and that meets or exceeds the minimum RFP requirements.

The points for each of the evaluation criteria are: 

Evaluation Criteria

	PART 2.3 Web Server - Description
	50

	PART 2.4 Database Server - Description
	50

	PART 2.5 Security - Description
	75

	PART 2.6 Services - Description
	75

	PART 2.7 Disaster Recovery Plan - Description
	50

	PART 3.3 Service Level Agreement - Description
	50

	Technical Points Total
	350

	
	

	Price Points Total 
	250

	
	

	TOTAL POINTS
	600





PART 5.  VENDOR RESPONSE

The following documents and responses shall be included in the Vendor’s RFP Proposal in the order given below. 

General Information:
5.1	Name, address and telephone number of the Vendor including all d/b/a’s or assumed names or other operating names of the Vendor.
5.2	Form of business entity, i.e., corporation, partnership, proprietorship, limited Liability Company.
5.3	State of incorporation, state of formation, or state of organization.
5.4	Identify and indicate specific location(s) and telephone numbers of the major offices and other facilities that relate to the Vendor’s performance under the terms of this RFP.
5.5	Vendor must state the name of any subcontractors who will be involved with this project, if any.
5.6	Vendor must provide an annual report or balance and income statement for the past one year period.
5.7	Vendor must state the number of years in business with providing this type of service.

Experience:
5.8	Vendor must indicate the total number of employees and the number of employees that would be given access to the dedicated firewall, web servers and database servers.  
5.9	Vendor must provide the URLs of at least two (2) current customers and at least three (3) past customers.  
5.10	Has there been a recent change in ownership?  If so, was most of the old management retained?
5.11	Provide an organizational chart indicating the number of partners, key employees, full and part-time employees and other staff persons that would be assigned to a resulting contract.

Acknowledgements:
5.12 Vendor must submit responses and descriptions to each section’s standard compliance note for sections marked “Acceptance” or “Full” (as described in Part 1.0).
5.13	Vendor must submit the completed Cost Proposal, found as Appendix A in a separately sealed enclosure.
5.14	Vendor must complete Appendix B.
5.15	Vendors are not required to submit a Class O document (Appendix C) or submit fingerprint cards at this time.  These documents must be completed by the Vendor awarded the contract prior to the start of any services.  
5.16	The Vendor shall review the terms and conditions stated for this RFP which may be found on the Iowa Lottery website, refer to Part 3.  If the Vendor objects to any term or condition, the Vendor must specifically take exception to the applicable term or condition and state the reason for the exception.  The Lottery reserves the right to either award a contract without further negotiation with the successful Vendor or to negotiate contract terms with the selected Vendor if the best interests of the Lottery would be served.

Appendix A
PRICE PROPOSAL 20-02

ALL submitted Proposals must include this price proposal (in a separately sealed enclosure) 
and responses to Section 5.

NOTICE TO VENDORS:  All RFP Proposals will be received at the Iowa Lottery until 11:00 a.m., Monday, September 30, 2019.   Any deviation from the specifications must be identified.  Vendors must submit this cost proposal and responses to Section 5.  Vendors may submit additional information if desired and/or additional pages.  By submitting this Proposal, the Vendor agrees to provide the goods/services as described in the RFP document as Scope of Services.  

Vendors must respond to information requested in Parts 5.1 through 5.16. 

	Part 2 - Monthly Web Hosting Service:

Network Firewall plus configuration and management, VPN configuration and management, Web Application Firewall plus configuration and management, two configured Web Servers, two configured Database servers, monthly software and security updates, backups, system monitoring and notifications, quarterly vulnerability scanning and reporting.

	






$_______________ per month

	Part 2.2 – Network Bandwidth Options:

Dedicated bandwidth of 20 Mb

Dedicated bandwidth of 50 Mb

Dedicated bandwidth of 100 Mb

	

$_______________ per month

$_______________ per month

$_______________ per month

	
Part 2.3.1 - Price per additional Web Server(s)

	
$_______________ each per month


	
Part 2.3.2 – Price per additional gigabyte of disk space

	
$_______________ each per month


	
Part 2.4 - Price per additional Database Server(s)

	
$_______________ each per month


	
Part 2.6.4 – Price to add Network Load Balancing
	
$_______________ per month




Business Name:	_____________________________________

Address:		_____________________________________
			_____________________________________

Authorized Signature:	_____________________________________

Printed Name:		_____________________________________
E-mail address:		_____________________________________
Telephone:		_____________________________________
Fax:			_____________________________________
Date:			_____________________________________
 
Federal ID #		_____________________________________
[bookmark: _Ref134365147][bookmark: _Toc140921642]
Appendix B
PROPOSAL COMPLIANCE AND CERTIFICATION STATEMENT


I certify that the contents of the RFP Proposal are true and accurate.  I also certify that no false statements have knowingly been made in this RFP Proposal.

Responsible Vendor

In determining whether a Vendor is a Responsible Vendor, the Lottery may consider various factors including, but not limited to: the Vendor’s competence and qualifications to provide the goods or services requested; the Vendor’s integrity and reliability; the past performance of the Vendor, Vendor’s past contract terminations, litigation, or debarments; Vendor’s criminal history; Vendor’s financial stability; and the best interests of the Lottery and the State.

Certification of Independence

By submitting a RFP Proposal in response to this RFP, I certify the following:

1.  The RFP Proposal has been developed independently, without consultation, communication or agreement with any employee or consultant to the Lottery who has worked on the development of this RFP, or with any person serving as a member of the evaluation committee.
2.  The RFP Proposal has been developed independently, without consultation, communication or agreement with any other Vendor or parties for the purpose of restricting competition.
3.  Unless otherwise required by law, the information found in the RFP Proposal has not been knowingly disclosed and will not be knowingly disclosed prior to the award of the contract, directly or indirectly, to any other Vendor.
4.  No attempt has been made or will be made to induce any other Vendor to submit or not to submit a RFP Proposal for the purpose of restricting competition.
5.  No relationship exists or will exist during the contract period between the Vendor and the Lottery that interferes with fair competition or as a conflict of interest.

Certification Regarding Debarment

6.  I certify that, to the best of my knowledge, the Contractor/Company (shown in signature box) and all of its principals: (a) are not presently debarred, suspended, proposed for debarment, declared ineligible, or voluntarily excluded from covered transactions by a Federal Agency or State Agency; (b) have not within a ten-year period preceding this RFP Proposal been convicted of, or had a civil judgment rendered against them for commission of fraud, or a criminal offense in connection with obtaining, attempting to obtain, or performing a public (federal, state, or local) transaction or contract under a public transaction, violation of antitrust statutes or commission of embezzlement, theft, forgery, falsification or destruction of records, making false statements, or receiving stolen property; (c) are not presently indicted for or other criminally or civilly charged by a government entity (federal, state, or local) with the commission of any of the offenses enumerated in (b) of this certification; and (d) have not within a three year period preceding this RFP Proposal had one or more public transactions (federal, state, or local) terminated for cause.

This certification is a material representation of fact upon which the Lottery has relied upon when this transaction was entered into.  If it is later determined that the undersigned knowingly rendered an erroneous certification, in addition to other remedies available, the Lottery may pursue available remedies including suspension, debarment, or termination of the contract.

Certification Regarding Registration, Collection, and Remission of Sales and Use Tax

7.  Pursuant to Iowa Code sections 423.2(10) & 423.5(8) (2011) a retailer in Iowa or a retailer maintaining a business in Iowa that enters into a contract with a state agency must register, collect, and remit Iowa sales tax and Iowa use tax levied under Iowa Code chapter 423 on all sales of tangible personal property and enumerated services.  The Act also requires Contractors to certify their compliance with sales tax registration, collection, and remission requirements and provides potential consequences if the certification is false or fraudulent.  

By submitting a RFP Proposal, the undersigned certifies the following:  (check the applicable box)

[bookmark: Check1]|_|	____________________ is registered with the Iowa Department of Revenue, collects, and remits Iowa sales and use taxes as required by Iowa Code chapter 432; or


[bookmark: Check2]|_|   	_____________________ is not a “retailer” or a “retailer maintaining a place of business in this state” as those terms are defined in Iowa Code subsections 423.1(42) & (43).  

By submitting a RFP Proposal and signing this statement, Contractor indicates understanding and acknowledges that the Lottery may declare the Proposal or resulting contract void if the above certification is false.  The Contractor also understands that fraudulent certification may result in the Lottery or its representative filing for damages for breach of contract.  

I have the authority to bind the Contractor indicated below to the specific terms and conditions and technical specifications required in this RFP and offered in the RFP Proposal.  

	Business Name:
	



	Authorized Signature:
	



	Printed Name:
	



	Title:
	



	Date:

	






Appendix C
STATE OF IOWA
DEPARTMENT OF PUBLIC SAFETY
DIVISION OF CRIMINAL INVESTIGATION
CLASS “O” LOTTERY BACKGROUND VENDORS

	Completed application must be returned to the Iowa Lottery on or before
	


                                                                                                                                                Date             
You must be fingerprinted, using the supplied card(s), by a law enforcement agency, and the completed fingerprint card(s) must be returned with this application.


APPLICANT INFORMATION
(Print or Type)
(If additional space is needed, attach another sheet and identify question number.)

	1.
	Full Name:
	

	
	
	First
	Middle
	Maiden
	Last

	
	
	
	
	
	

	2.
	Home Address:
	

	
	
	Street
	City
	State
	Zip Code

	
	
	
	
	
	

	3.
	Occupation:
	
	Business:
	



	4.
	Telephone Number:
	Home:
	
	Work:
	

	
	
	
	

	5.
	DOB:
	
	Place of Birth
	
	SSN:
	



	6.
	Height:  
	
	Weight:  
	
	Eye Color:  
	
	Hair Color:
	
	Sex:
	

	
	
	
	
	

	7.
	Give all other names you have used or by which you have been known:

	
	

	
	

	8.
	Name of Spouse:
	

	
	
	First
	Middle
	Maiden
	Last



	9.
	Spouse DOB:
	
	Spouse SSN:
	



	10.
	Vehicles: 
	1.
	
	2.
	

	
	 
	Year  & Make                         Lic/State
	 
	Year & Make                                      Lic/State

	
	
	

	11.
	List addresses (other than current address) where you lived during the last three years:



	Dates: from/to
	Number & Street or rural route
	City
	State

	
	
	
	

	
	
	
	

	
	
	
	



	
	

	FOR
	Date Reviewed:
	
	Vendor Employee
	

	OFFICIAL
	 
	
	Lottery Employee
	

	USE 
	Initials
	
	I-
	
	
	Other:
	

	ONLY
	Lottery #
	
	 
	DCI #:
	

	
	

	
12.
	
Business or employment for the last five years:

	
	

	
	Date:
From/to
	Employer or Business Name and Address
	Type of Business
	Position Held

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



	[bookmark: Check14][bookmark: Check15]13.
	Are you a U.S. Citizen?
	Yes
	|_|
	No
	|_|



	 
	If not, what is your Alien Registration Card Number:
	



14.  If any answer is yes below, explain in Number 15:
												  Yes           No
[bookmark: Check16][bookmark: Check17]a.	Have you ever used a name other than your current legal name or maiden name?       	|_|           	|_|
[bookmark: Check18][bookmark: Check19]b.	Have you been convicted, or pled guilty, or no contest to any criminal offense –	|_|           	|_|	
	  felony or misdemeanor?
[bookmark: Check20][bookmark: Check21]c,	Are charges now pending against you on any criminal offense – felony or	|_|           	|_|
	  misdemeanor?
[bookmark: Check22][bookmark: Check23]d.	Have you been convicted, pled guilty, or no contest to any alcohol or drug-related        	|_|           	|_|
	  offense?
[bookmark: Check24][bookmark: Check25]e.	Do you have an addiction to alcohol or a controlled substance?	|_|	|_|
[bookmark: Check26][bookmark: Check27]f.	Have you been fined, suspended, or denied a license by a gaming authority?	|_|	|_|
[bookmark: Check28][bookmark: Check29]g.	Do you have any history of mental illness or acts of violence?	|_|	|_|

15.	Provide explanation for each “Yes” answer in Number 14.  (Use additional sheets if necessary).

	

	

	



AUTHORIZATION FOR EXAMINATION AND RELEASE OF INFORMATION

I, _______________________________________________________________, do hereby authorize a review, full disclosure and release of any and all records concerning myself to any duly authorized officer, agent or employee of the Iowa Division of Criminal Investigation, whether the records are of a public, private, or confidential nature, including but not limited to criminal history information, credit bureau report, law enforcement intelligence records, with the understanding that the information may be used in conducting a background investigation of myself.

I also release the providers and users of the information collected pursuant to this authorization from any liability under 
state or federal privacy laws and further release the State of Iowa, its officers, agents and employees from any liability 
which may be incurred as a result of the collections and use of the information.

(Place your initials in appropriate response.)

I am the applicant who is submitting this application form.     Yes   _____  No  _____
I personally supplied the information contained in this form.   Yes ______  No  _____	
I swear (or affirm) that the information contained in this form is true to the best of knowledge and belief.  
Yes  _____ No  _____




________________________________________________________        ______________________
                  LEGAL SIGNATURE OF APPLICANT                                                    Date
2

Iowa Lottery Authority	                     IL 20-02 Website Hosting and Services

2
Iowa Lottery Authority		IL 20-02 Website Hosting and Services
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