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State of lowa Software as a Service and Professional Services Agreement:

This Software as a Service and Professional Services Agreement {“Agreement”) is entered into this 26th day
of August, 2019 (“Effective Date”) by and between 1030, LLC dba WhoFi, a limited liability company registered
in the State of Oklahoma, with its principal place of business at-4005 NW Expressway, Suite 610, Oklahoma
City, OK 73116 {(“Vendor") and the State of lowa, acting by and through the Department of Education {“State
of lowa” or “State”) for the provision of services and other deliverables in accordance with the following terms
and conditions. When used herein, the term “Agreement” includes the body of this Agreement and any and
all Statements of Work entered into by the Parties (as defined below)and all exhibits attached hereto. Vendor
and the State of lowa may be referred to in this Agreement individually as a “Party” and together as the
“Parties.”

1. Definitions
“Acceptance Criteria” means the Specifications, standards, performance measures, testing results
and/or other criteria designated by the State and against which the Deliverables may be evaluated for
purposes of acceptance testing.

“Accept” has the meaning set forth in Section 5.1.
“Additional Terms” has the meaning set forth in Section™19.13.
“Application Services” means the hosted applications and related services as described in Exhibit A.

“Authorized Contractor_(s)”" means independent contractors, consultants or other third parties who
are retai'ned:.or hired by the State, any State User or any other Governmental Entity of the State to
support, 'modify_, or enhance any Deéliverables or Services, or to otherwise assist the State, any
Governmental Entity, or any State Users.in connection with the use of any Deliverables or Services.

“Change Order” means an appropriately detailed written request by the State of lowa to modify any
Deliverables or Services.- '

“Changes” has the meaning set forth in Section 7.2.

“Confidential Information” means, subject to the provisions of this Agreement and any applicable
State and. federal laws and regulations, including but not limited to lowa Code Chapter 22, any
confidential or proprietary information-or trade secrets disclosed by either Party to the other Party
that, at the time of disclosure, is designated as confidential {or like designation), is disclosed in
circumstances of confidence, or would be understood Ly the Parties, exercising reasonable business
judgment, to be confidential.

“CPI” has be meaning set forth in Section 9.2.

“Deliverable(s)” means the System; Services, Documentation, websites, content, obligations, tangible
or intangible items or property, goods, work, hardware, software, applications, work product, items,
data and any other goods and services at any time created, developed, produced, delivered,
performed, or provided by or on behalf of, or made available through, Vendor {or any agent, or
subcontractor of Vendor) in connection with this Agreement, and all related fegal rights to own, use,
or access the saime. '
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“Documentation” means all of Vendor's training course materials, system specifications and technical
manuals, and all other user instructions, documentation and materials regarding the capabilities,
operation, and use of the System, Semi'ce's'_and/ﬂr'DeIiverables_, including; but not limited-to, online
help screens contained in or related to the System, Application Services, and/or any other Services or
Deliverables.

“Error” means (i) with respect to Application Services, Services, or Deliverables, any defect, flaw, error,
bug, or problem of any kind, or any failure of the Application Services, Services, or Deliverables to
conform to an applicable Specification; or {ii) with respect to the Application Services, any failure or
problem that impairs or adversely affects the _perfbrmanc‘e_, availability, or functionality of the
Application Services:

“Error Correction” imeans (i) with respect to the Application Services, either a modification to the
Application Services that corrects an. Error in all material respects, or a procedure or routine that,
when implemented in the regular operation of the Application Services, eliminates the adverse effect
of the Error in all material respects; and (i) with respect to other Services or Deliverables, a
modification, workaround, or upgrade that corrects an Error in all material respects or efiminates the.
adverse effects of the Error-in.all material respects.

“Escrow Agent” has the meaning'set forth in Section 11.2.1..

“Escrow Agreement” has the meaning set forth'in Section 11.2.1.

“Finally Determined” has the meaning set forth in Section 9.1.

“Farce Majeure Event” has the mieaning set forth in Section 19.5.

“Governmental Entity” means any goveérnmental entity as defined in lowa Code Section 8A,101, or
any successor provision to that section,-existing now-or in the future. The term Governmental Entity
shall be expressly deemed to also include the Office of the Chief Information Officer, the Department
of Administrative Services and the Department of Education..

“GoLive” has the meaning set forth in Section 8:1.1.

“Indemnified items” has the meaning set forth in Section 15.1.

“Indemnitees” has the meaning set forth in.Section 15.1.

“Initial Term” has the meaning set forth in Section 8.1.1.

“New Contracter” has the meaning set forth in Section 8.8,
“OCI0” means the lowa Office of the Chief Information Officer or its successor.

“Person” shall have the ieaning setforth in lowa Code § 4.1 or-any sticcessor provision thereof.
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“Personal Data” means any information relating to -an identified or identifiable Person. (including;
without limitation, any User), including, but not lirmited to, Social Security or other government-issued
identification numbers; account security information, financial account information, credit/debit/gift.
or other payment card information, ‘account passwords, inteflectual property, and sensitive or
personal data (or equivalent termin‘c‘:logy") as defined under any law, statute; directive, regulation,
standard, intejrp:retafionz{inclu_din'g' any and all legislative and/or regulatory amendmentsor successors
thereto) regarding privacy, data protection, information security obligations and/or the processing of
personal data. For the avoidance of doubt, Personal Data shall include, but not be limited to:

(a) “protected Health Information” or “PHL,” as defined under the Health Insurance
Portability and -Accountability Act of 1996, Pub. L. No, 104-191 and including any and
all legislative and/or regulatory amendments, standards, or definitions or successors
thereto;

{b) Any data dr information covered under or protected by federal regulations applicable
to any User or Vendor set forth in 12 CFR part. 30 or covered under-or protected by
lowa Code chapter 715C;

{c) ‘Substance abuse treatment information protected by 42 C.F.R. part 2;

{d} Mental health information concerning particular individuals protected-by lowa Code
chapters 228 and 229;

(e} HIV/AIDS diagnosis and treatment information protected by lowa Code § 141A.9;

For purposes of this definition” and this Agreement, “Process” or “Processing” shall mean any-
operation or set of operations performed upon the Personal Data, whether or not by automatic
means, including collection, recording, organization, use, transfer, disclosure, storage, manipulation,
combination and deletion of Personal Data. ' '

"Pers_onal_Se_rvices_’-"means any services performed onsite at the State.of lowa or otherwise specifically
performed for the State of lowa, iincluding training, custom development; consuilting, or
implementation services.

“Proposal” has the meaning set forth in.Section 19.12.

“Reject” has the meaning set forth in Section 5.1.

“Release Conditions” has the meaning set forth in Section 11:2.2.

“Renewal Term” has the meaning set forth in Section 8.1.2.

“RFP” has the meaning set forth in Section 19.12.

“Services” means the App!ication Services, Personal Services and Support Services, and any. other
services provided by or on behalf of Vendor under or through this Agreement. Services shall include
the performance or provision of any Deliverables by or .an behalf of Vendor under-or through this

Agreement; including, but not limited to, the development and implementation of the System and the
provision of any-cther Deliverables or services as may be described in a Statement of Work.
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“Source Material” means, with respect to the Application Services, the source code of such software
and all related compiler command files, build scripts, scripts. relating to the operation and
maintenance of such application, apphcatlon pragramming interface {API} graphical user interface
(GUI) object libraries, all relevant instructions on building the object code of such application, and all
documentation relattng to the foregoing, such that collectively the foregoing will be sufficient to
enable ‘a person possessing reasonable skill and -expertise in computer software and information
technology to build, load and operate the machine-executable object code of such application, to
maintain and support such application and to effectively use all functions and features. of such
software.

“Specifications” means any and all specifications, requirements; technical standards, performance
standards, representations, warranties, criteria, acceptance criteria, and other specifications related
to any Deliverables (including. the Application Services) described or stated in this Agreement
{including any exhibit or documentation attached to, or provided in connection With.-.thiS'Agre_emEnt),.
any Statement(s) of Work, the RFP, and the Propesal, and, solely to the extent not inconsistent with
the foregoing, the Documentation, Specifications shall also include the Acceptance Criteria.and any
requirements, standards, criteria or other specifications set forth in any applicable state, federal and
local laws, rules, regulations, standards, and requirements. The Specifications. are incorporated into
this Agreement by reference as'if fully set forth in this Agreemient.

“Statement of Work” or “Statements of Work” means the initial statement of work set forth in Exhibit
B to this Agreement, and any additional, sequentially numbered statement(s} of work that may be
executed by the parties, and any amendments thereto. Each Statement of Work will describe the
Deliverables and Services to be provided by Vendor and the fixed compensatiori amounts and final.
delivery dates associated therewith. Each Statement of Work is incorporated into this Agreement by
this reference as if fully set forth in this Agreement.

“State of lowa Confidential Information” means any data, information {including, but not limited 1o,
Confidential Information of State Users and Governmental Entities), or materials (regardless of the
format or medium—digital, physical, or otherwise) disclosed or provided by or an behalf of, or for the
benefit of, or otherwise obtalned from, the State of lowa, State Users, Governmental Entities, and any
other Users; Autherized Contractors, Persons or entities in refation to Vendor's performance of this
Agreement-or in connection with this Agreement or the Services in-anyway whatsoever, including but
not fimited to all data (including but not limited to-Personal Data), information, and materials provided
‘to or accessed by Vendor through or in connection with the Application Services or System or in
connection with any other Services or Deliverables. The State of lowa’s Confidential Information shall
include State of lowa Property.

“State of lowa Manager” has the meaning set forth.in Section 18.4.
“State of lowa Property” means the State of lowa’s Confidential Information, data, software,

hardware, databases, security access, intellectual property; technologies, services, programs or other
information or property passessed, owned, provided, or maintained by the State of lowa.
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“State Users” means the State of lowa, the OCIO, the Department of Administrative Services, the
Department. of Education, any other State Governmental Entity as may be later designated by the
State in its sole discretion and communicated to Vendor in writing, and any employeés or Authorized
Contractors-of any of the foregoing.-

“Status: Meeting” has the meaning set forth in Section 18.2,
“Status Report” has the meaning set forth in Section 18.2.

“Support Services” means the maintenance and other services described in .Section 7 'j_(Sup_port
Services) and in the applicable Statement(s} of Work.

“System” means the Wireless Access Counter as more fully described in this Agreement (including
Exhibit A, the initial Statement of Waork; the RFP, and the Proposal) and all component parts and
Deliverables which comprise the System.

“Term” has the meaning set forth in Section 8.1.3.

“Third Party Intellectual Property” shall mean intellectual property, including software, licensed,
made, conceived, or developed by a. third party and provided or used by or on behalf of Vendor in
connection with -or embedded in the Application Services, System, or any other Deliverables or
‘Services provided by Vendor under this Agreement, including but not limited to any software used by
or on behalf of Vendor to host the Application Services and/or System.

“Third Party Software” means-any third party software described in Exhibit A.

“Transition Period” has the meaning set forth in Section 8.8.

“Users” means the State Users, any other users of the Services and/or the System; and Persons whose
personal or other data, including but not limited to Personal Data, may be stored in, processed by, or
transmitted through the Services orthe System:

“Vendor Exceptions” has the meaning set forth in Section 19.12,

“Vendor Manager” has the meaning set forth in Section 18.1.

“Vendor Personnel” means all of Vendor's employees, agents, and subcontractors who perform or
‘provide Services.

2. Vendor; No Subcontracting
None of the Services to be provided by Vendor pursuant to this Agreement shall be subcantracted or
delegated to any subcontractor or other third party without the prior written consent of the State of
lowa, which consent may be withheld in the State of lowa’s sole discretion. Any purported
assignment, delegation or subcontract not consented-to by the State of lowa shall be void at the State
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of lowa’s option and shall constitute a material breach of this Agreement: Vendor ackmowledges that
the State of lowa has entered into this Agreement in reliance on Vendor’s ability and agreement to
personally perform Vendor's obligations hereunder. Notwithstanding the faregoing, Vendor may use’
subcontractors for code development, quality assurance, and ather generic functions that do not
require access to State of lowa Confidential Information or the State’s facilities or relate to the direct
performance of the Services. Vendor shall select and utilize only those subcontractors that are capable.
of meeting or exceeding all of the requiréments set forth in or incorporated by reference into this
Agreement. Vendor shall oversee each subcontractor's compliance with such requirements and shall
be fully and financially responsible to the State of lowa for any failure of a subcontractor to meet such.
requirements. The State of lowa’s consent to any subcontract or subcontractor shall not be deemed
in-any way to provide for the incurrence of any-additional obligation of the State of lowa, whether
financial or otherwise. Any subcontract that the State of lowa has consented to shall be in writing and
shall iri no way alter the terms and conditions of this Agreement, All subicontracts and subcontractors.
of Vendor shall be subject to the terms and conditions of this Agreement and to any conditions of
approval that the State of lowa may deem necessary, Vendor is solely liable for any and all payments:
that may be due to a subcontractor pursuant to any subcontract. Vendor shall indemnify and hold
harmless tihe State of lowa from and against any and: all claims, demands, liabilities, suits, actions,.
damages, losses, taxes, fines, penalties, costs, and expenses of any and every kind or nature.
whatsoever (incliding, without limitation, the reasonable value of time of the lowa Attorney Generat's
Office and the costs, expenses and attorney fees of other counsel retained by the State of lowa) arising.
out of or as a result of Vendor’s breach of any subcontract into which it enters, including Vendor's
failure to pay any and all amounts due.to any subcontractor. in addition, the State of lowa is not
responsible for any failure of any subcontractor to pay any amounts that may be due to Vendor and
Vendor may not refuse to perfornits abligations under this Agreement for ariy such failure. If Vendor
fails, neglects or refuses to pay promptly, as due, any claim for labor or services furnished to Vendor
or any subcontractor by any person in connection with the Services and/or Deliverables provided
under this'’Agreement, the State of lowa may {but is not obligated to) pay such claim and charge the
amount of the ‘payment against funds due or to become due Vendor under thig Agreement. The
payment of a claim in the' ‘manner authorized in this paragraph shall not relieve Vendor or its surety
from-any abligation with respect to any unpaid claims. All subcontracts shall contain provisions
aliowing the State of lowa to access the subcontractor’s books, documents, and records and for
inspections of work, as required of Vendor herein. No subcontract or delegation of work shall relieve
or discharge Vendor from any obligation, provision, or liability under-this Agreement. Vendor shall
remain respensible for performing and fulfilling all of its obligations, duties and liability under this
Agreement and shall be fully responsible and liable for all acts, omissions, or negligence of any such
contractor or subcontractor, including, but' not limited to, the obligation to properly supervise,
coordinate, and perform all work required hereunder. Any action of a subcontractor that if done by
Vendor would constitute a bieach of this Agreement shall be deemed a breach by Vendor and have
the same legal effect. '

3. State.of lowa

The rights-and obligations of the State of lowa may be, in whole or in part, exercised or fulfilled by any
Governmental Entity designated by the State.
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a, Services and Deliverables

4.1,

4.2,

4.3,

4.4,

4.5,

4.6,

.Services Defined

tn connection with this Agreement, Vendor will provide the State of'l_o'wa_, State Users, and, to
the extent applicable, Users, with access to and use of the Application Services and perform

-and provide the Services, all as more particularly described herein.

Application Services

‘Subject to the terms and conditions of this Agreement, Vendor grants to the State of lowa,

State Users and their Authorized Contractors for the State of lowa’s business activities,
including without limitation the provision of information and services to State Users, Users {to.
the extent applicable), and the federal government during the Term a non-exclusive license
to: (i) access, use and, to-the extent applicable, maintain-and support, the Application Services;

and (i) access, use, reproduce and distribute Documentation.

Statement(s) of Work _
Vendor will provide and make available the Deliverables describad in each Statement of Work
in accordance with-the terms of this Agreement. Each Statement of Work will be effective and

-betome vaiid and enforceable only when signed by the State of lowa and Vendor. Once a

Statement of Work has been executed, Vendor will carry out and complete the duties and
responsibilities set forth in the applicable Statement of Work in accordance with the terms

and conditions of such Statement of Work, this Agreement, and any project plan {including
any implementation plan or schedule), if applicable. Vendor shall commence and complete
all work and provide all Deliverables under a Statement of work in accordance with all

applicable. deadlines, timelines, terms, conditions, Specifications and other requirements,
including those which may be specified in a Statement: of Wark or project plan.

‘Support Services

Vendor will provide Support Services as set forth in Section 7.

Software

To the extent Vendor provides or delivers-any software to the State of lowa in connection with
this Agreement for installation on the State of lowa servers or personal computers or laptops,
the State of lowa. will have.a non-exclusive license to use, maintain, modify, copy_,_.distribute
and support the software solely in corinéction with its use of the Services as contemplated
hereunder. The State of lowa shall not disassemble, decompile, or reverse enginger the
software orremove any ptoprietary notices thereon. The software will be deemed part of and
included in the definition of the Services.

~ Third Party Intellectual Property

Any Third Party Intellectual Property shall be deemed part of and included in the definition.of
“Services” and subject 1o all terms and conditions of this Agreement relating to the Services.
The State of lowa shall not be bound by any terms and conditions relating to the Third Party
Intellectual Property unless such terms and conditions are expressly identified by Vendorin,.
and attached to, Exhibit A and agreed to by the State in writing.
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-4.7.  Change Orders

The State of lowa may submit a Change Order folfowing execution of a Statement of Work to
request-a modification to any of the Services or Deliverables. If a Change Order does not
require Vendor to incurany additional' material costs or expenses, then Vendor will make such
modification within ten (10) business days of Vendor’s receipt of the State of lowa’s Change
Order. If a Change Order requires that Vendor incur additional material costs or expenses,
then Vendor in geod faith will provide the State of lowa with a written, high level, non-binding
assessment of such costs and expenses-and the time required to perfoim the modifications.
required by the Change Order, within ten (10) business days of Vendor's receipt of the State
of lowa’s Change Order. The State of lowa will notify Vendor in writing within ten {10) business
days after receipt of the Change Order response from Vendor as to whether the State of lowa.
wishes Vendor to implement such Change Order based on such response. The State of lowa
will compensate Vendor for implementation of a Change Order in accordance with the terms
-and conditions of the relevant Change Order, this Agreement, and Vendor's statement, as
provided prior to Vendor's implementation of the Change Order, if any. Vendor's
implementation of a Change Order shall not delay the performance of Services and/or the
delivery.of Deliverables not reasonably affected by a Change. Order.

4.8. Vendor Personnel
Should the State of lowa be dissatisfied with. the performance, competence, responsiveness,:
_ capabilities; cooperativeness,.or fitness for a particular task of any Vendor Personnel assigned
by Vendor to perform Personal Services, the State of lowa may réquest the replacement of
such Vendor Personnel. The replacement request shall be in writing and upon receipt of the
request, Vendor shall make reaschable efforts to furnish a. qualified and accepiable
replacement within fifteen(15) business days. In the event Vendor should ever heed to
remove any Vendor Personnel from performing the Persanal Services under this Agreement,
Vendor shall provide the State of lowa with adequate notice, excéept in circumstanices in which
such notice is not possible, and. shall work with the State of lowa ona mutually agreeable
transition plan so as to provide an acceptable replacement and ensure project continuity. Such
transitioning to replacement Vendor Personnel shall be at no additional cost to the State of
lowa. Vendor agrees that all Vendor Personnel assigned to perform Personal Services must
have experience performing the tasks to which they will be assigned under this Agreement. In.
the event that, as a result of the actions, inaction, or replacement of Vendor Personnel,
additional or accélerated work is required to perform this Agreement, Vendor shall perform
all such work at no additional charge ta the State of lowa.

4.9.  Exportof Data
The State of lowa shall have the ability to export data and information (including but not
limited to State of lowa Confidential Information) in whole or in part from the System at its
discretion; at no charge to the State, and in-such formats as may be acceptable to the State or
any State User, without interference from Vendor. This includes the ability for the State of-
lowa to export such information and data to/from other contractors {including Authorized
Contractors). In the event the State of lowa is unable to successfully export data and
information in whole or in part from the System, Vendor shall assist the State of lowa in.doing
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50 upon the State of lowa’s request, at no charge to the State; as it refates to the export of
such data and information, Vendor shall provide to or ensure the State of lowa has obtained
-an-export of the requested data and information within ene-day of any request in the format
specified by the State.of lowa.

4.10. If all or a portion of the funding used to pay for the Deliverables is being provided through a
grant fram the federal government, Vendor atknowledges and agrees that pursuant to
applicable federal laws, regulations, circulars and bulletins, the awarding agency of the federal
government reserves certain rights including, without limitation-a royalty-free, non-exclusive
and irrevocable license to reproduce, publish or otherwise use, and to authorize others to use,
for federal government purposes, the Deliverables developed under this Agreement and the
copyright in and to such Deliverables. “The funding used to pay for the Deliverables is being
provided through a grant from the Federal Government, through the Institute of Museum
and Library Services, Agreement number 002620, CFDA Number 45.310, and Federal Award
ldentification Numiber (FAIN}: LS-00-19-0016-19.”

5. Acceptance
5.1.  No Waiver
Vendor’s receipt of any notice of Acceptance with respect to ariy Services and/or Deliverables
shall not be construed as a waiver of any of the-State of lowa’s rights to enforcethe terms.of
.this Agreement or require performance in the event Vendor breaches this Agreement or the
State of lowa later discovers a discrepancy between the Acceptance Criteria and the
correspanding Services and/or Deliverables actually received or delivered by Vendor to the
State.

6. Doecumentation.

At no -additional charge to the State of lowa, Vendor shall provide the State of lowa with all
Documentation relating to the Services. If the Dacumentation for the Services is revised or
supplemented at any time, Vendor shall promptly deliver a copy of such revised or supplemental
Documentation to the State of lowa, at no additional cost. The State of lowa and State Users may, at
any time, reproduce copies of all Documentation and other materials provided by Vendor, distribute
such copies to the State of lowa personnel and Authorized Contractors, and incorporate such copies
into its own technical manuals, provided that such reproduction relates to the State of lowa’s and its
personnel’s use of the Services as permitted in this Agreement, ‘and all copyright and trademark
noatices, if any, are reproduced thereon. To the maximum extent available, Vendor shall deliver the
Documentation in electronic form to the State of lowa, unless otherwise requested by the State.

7. Support Services
Vendor shall provide the Support Services as follows:
7.1. Support Responsihilities
In‘addition to any warranty obligations of Vendor under this Agreement, Vendor shall:.
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-a. Promptly correct any Error.or any failure of the Services or Deliverables to perform in
accordance with the Specifications, including without limitation, defect repair,
programming corrections, and remedial programming, and provide such services and
repairs required to ensure that the Services and Deliverables operate properly and
conform to the Specifications on an ongoing basis during the Term of this Agreement;

b. Pravide telephone support (i} as set forth in Exhibit B, and (i} to State Users relating
to the use and operation of the Services/Deliverables and Error Correction. Such
telephone support shall be available 9am to 5pm CST, Monday through Friday,
excluding Federal Holidays All telephone support shall be accessible to State Users
through a toll-free phone number and shall be provided by Vendor from within the.
continental United States;

-C. Provide online access to technical support bulletins and. other user support
information and forums; _
d. Provide the Support Services in accordance with the service levels set forth in Exhibit

C (Service Levels).

Vendor may not provide technical user support.on a 24/7 basis using a Follow the Sun model.

7.2, Vendor’'s Changes and Upgrades

Vendor may from time to time during the Term make available new enhancements, upgrades,
updates, versions, or releases of the Application Services {collectively, “Changes”}. Veridor
shall provide the Changes to the State of lowa at no additional charge, cost, or expense. In the
event of such Changes, the new version-of the Services will include at least the functionality,
level and quality of services that the State of lowa previously received and shall continue to
comply with all of the requirements of this Agreement. If any Changés result in material
adverse effects on functionality or operation of the Services, incliiding, but not limited to, a
failure to comply with the requirements of this Agreement, or compatibility with the State of
lowa’s. business, legal, funding or regulatory requirements, then the State of fowa may in its
sole discretion terminate the applicable Statement of Work or this Agreement immediately
upon notice and without penalty or liability. '

7.3.  Support Not to be Withheld
Vendor will not under any circumstances withhold Support Services under-this Agreement
even if there is-a dispute {including but not limited to a payment dispute) between the Parties
under this Agreement.

8. Term and Termination
81. Term
The Effective Date of this Agreement shall be as set forth above. This Agreement of any
Statement of Work may be terminated in accordance with the terms of this Agreement. The
Initial Term (8.1.1), any Renewal Term(s) (8.1.2}, and the Term (8.1.3) shall be calculated,
operate, and be subject to the pravisions set forth below. '
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8.1.1. Initial Term

The initial term of the Agreement shall begin on the Effective Date and end on the
date that is one year after the Effective Date {the “Initial Term"}, unless terminated
earlier in accordance with the terms of this Agreement. The-initial term of the license
granted pursuant to Seéction 4.2 of this Agreement shall begin on the later of the date:
(a) on which the: State provides Vendor with written notice of Acceptance of all
Deliverables/System/Application Services provided under the initial Statement of
Work, or (b) the date on'which the System goes live into praductian ((a) and {b) shall
be referred to collectively herein as “Go Live”)); provided, however, if it is necessary
for State Users to receive, hold, possess, and/or own either all or a portion-of the
licenses granted pursuant to Section 4.2 for any reason prior to Go Live, Vendor shall
grant to State Users the necessary licenses during any such period, at no charge to the
State of lowa, '

8.1.2: Renewal Term(s)

After expiration of the Initial Term, the State of lowa shall have the option to
extend/renew the license and this Agreement for up to nine (9) additional one-year
renewal térms (each a “Renewal Term”). Notwithstanding anything in Section 8.1.1
to the contrary, if the State extends/renews the Agreement under this-Section, the
license granted pursuant. to Section 4.2 of this Agreement shall extend/renew.
coterminous with any subsequent Renewal Term(s). The decision to extend or renew
will'be at the sole option of the State and may be exercised by the _St_ate_by_ providing:
written notice to Vendor at least thirty {30) days prior to the end of the Initial Term
and each Renewal Term.

8.1.3. Total Term
The Initial Term-and any Renewal Terms are referred to herein collectively as the
“Term.” The total length-of the Term shall be the sum of the Initial Term and any and
all Renewal Terms. Vendor shall provide the State of lowa with at léast ninety (S0}
days prior written notice of the end of the Initial Term and each Renewal Term.

8.2.  Bankruptcy
The State of lowa may, in its sole discretion, terminate this Agreement in the event of the,
Vendor commencing voluhtary or inveluntary winding up, er upon the filing of any petition
seeking the winding up of the Vendor, or upon the Vendor making a general assignmerit for
the beénefit of its creditors, or the sale or change of control of Vendor, its business or
substantially all its assets.

8.3. Default
Each Party shall have the right to terminate this' Agreement in the event the other Party
breaches any material provision hereof and the other Party fails to cure such breach no later
than sixty (60) days after receiving written notice of default from-the non-breaching- Party. The
State's withholding of payment of any compensation or-amounts in accordance with the:terms
of this Agreement shall ot be considered a breach of any provision of this Agreement,
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‘8.4,  Termination far Corivenience

The State of lowa may terminate this Agreement, any Term, or any Statement of Work,
Services, or Deliverables immediately upon thirty {30) days wtitten notice to Vendor without
reasan, penalty or breach of this Agreement, notwithstanding that the Vendor is in compliance
with all delivery, performance or other requirements. In the event of any such termination,
Vendorshall be compensated forany Services rendered to the State of lowa’s satisfaction and
in accordance with the terms of this Agreement prior to the effective date of the termination.

Within-fifteen {15) days of termination, Vendor shall refund to the State any prepald fees,

compensation, funds.other amounts allocated or relating to Services or Deliverables that were
not yet to be rendered or provided with regard to.any canceled aspect of the Services or
Deliverables.

8.5,  Termination Due to Lack of Funds or Change in Law _

Notwithstanding anything in this Agreement to the contrary, and subject to the limitations set
forth below, the State of lowa shall have the right to terminate this Agreement without
penalty or liability and without afiy-advance notice as a result of any of the following: (a) the
legislature or goveinor fail, in the sole opinion of the State of lowa, to appropriate funds
sufficient to allow the State of lowa or any. State User to.either meet its obligations under this
Agreement ar to operate-as required and to fulfill its obligations under this Agreement; {b) if
funds are de-appropriated, reduced, not allocated; or receipt of funds is delayed, or if any
funds orrevenues needed by the State of lowa or any State User (regardless of the source of
funding or revenies) te make any payment hereunder are insufficient or unavailable for any
other reason as determined by the State of lowa in.its.sole discretion; {c) if the State of lowa’s
or any State User’s authorization to-conduct its business or engage in activities or operations
related to the subject matter of this Agreement is withdrawn or materially altered or modified;
(d} if any duties, programis or responsibilities of the State of lowa;, the OCIO,.or any State User
are modified or materially altered; {e) if any event or circumstance occurs that impacts or
affects the ability of the State of lowa or any State User or Governmental Entity, to continue.
to operate, use, maintain or pay for any Services or Deliverables {or any part or component
:thereof')__;' or {f) if there is a decision of any court, administrative faw judge or an arbitration
panel or any law, rule, regulation or order is enacted, promulgated or issued that materially’
or adversely affects the ability of the State of lowa or any State User to fulfill any of its
obligations under this Agreement or the use, operation or maintenance of Services or
Deliverables, or any portion or comiponent thereof.

8.6, Effect of Termination
Upon termination of this Agreement, unless otherwise specified-in this Agreement or by the:
State of lowa in writing:
a. Vendor shall immediately return to the State any payments made by the State of lowa:
(including pro rata refund(s) of any prepaid subiscription fees or license fees and/or
any other amounts prepaid by the State of lowa) for Services or Deliverables that were
not rendered or provided by Vendor;
b. ‘Vendor shall perform, comply with and satisfy all duties and obligations as set forth in
Sections’ 4.10 (Import and Export of Data), 88 (Transition), 9.8 {Repayment
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Obligation), 12.9 (Return of Confidential Information), and any other duties or
obligations that survive termination or by their nature would be intended to: be
applicable following any termination, as requested by the State of lowa.

¢. In the event of termination of this Agreement for any reason by either Party (except
for termination by the State of lowa pursuant to Section 8.3 (Default), the State of
lowa shall pay only those amounts, if any, due ahd owing to Vendor for Deliverables
for -which_ Acceptance has been provided by the State of lowa (and for Services
properly performed in accordance with the terms of this Agreement, prorated as
appropriate} up o and including the date of termination of this'Agreement and for
which the State of lowa is obligated to pay pursuant to this Agreement; provided
however, that in the event the State of lowa terminates this Agreement pursuant to
Section 8.5 (Termination Due to Lack of Funds of Change in Law}, the State of Jowa’s.
obligation te pay Vendor such amounts and other compensation shall be limited by,
and subject to, legally available funds. Payment will be made only upen submission.of
invoices and proper- proof of Venidor's-claim. Notwithstanding any provision in. this
Agreement to the contrary, Vendor shall refund to the State of lowa, within fifteen
(15) days of the effective date of termination forany reason, any prepaid fees, funds
or other amounts paid by the State allocated or pertaining to Services that were yet
to be rendered with regard to any canceled or terminated aspect of the Services,
including but not limited to any prepaid fees for Application Services.

d. Notwithstanding the foregoing, this Section 8.6 shall neither be construed as in-any
way limiting the rights or remedies available to the State of lowa, nor shall it be
construed to require the State of lowa to pay any compensation or other amounts
héreunder ifi the event of Vendor's breach of this Agreement or any amounts.
withheld by the State of lowa in accordance with the terms of this Agreement.

e. The State of lowa shall not be liable, under any circumstances, for any of the following: -
(i) The payment of unemployment compensation to Vendor's employees; (i) The
‘payment of workers” compensatien claims, which occur during the Agreement or
extend -beyond the date on which the Agreemient terminates; (iii) Any costs incurred
by Vendor in its performance of the Agreement, including, but not limited-to, startup
costs, overhead or other costs associated with the performance of the Agreement;
{iv) Any damages or other amounts, including amounts associated with the loss of
prospective profits, anticipated sales, goodwill, or for expenditures, investments or
commitments made in connection with this Agreement; {v} Any taxes Vendor may
owe in cohnection with the performance of this Agreement, including, but hot limited
to, sales taxes, excise taxes, use taxes, income taxes or property taxes..

8.7.  Survival
Expiration or termination of this Agreement for any reason will not release either Party from
any liabilities or obligations set:forth in this Agreement which (a) the Parties have expressly
agreed in-writing survive any such expiration or terminatiofi or (b}.remain to be performed or
by their hature would be intended to be applicable following any such expiration or
termination.  Without limiting the foregoing, the following Sections shall survive any
termination or expiration of this Agreement: 8 (Term and Termination), including but not
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limited to 8.7 (Survival); 9. (Fees and Expenses); 10 (Represeritations, Warranties and
Covenants); 11 {Intellectual Property); 12 {Confidentiality); 13 (Security); 14 (Disaster
Recovery/Business Continuity/Data Backup/Loss of Data); 15 (Indemnification); 16 (Limitation
of Liability); and 19 (General Provisions).

8.8. Vendor Cooperation/Transition Services

Vendor agrees that in ‘connection with any termination or expiration of this Agreement,
Vendor will continue to perform such services under this Agréement as the State may request
for a transition period up to 365 days from the effective date of termination or expiration of
this Agreement. As part of the State’s request, the State will inform the Vendor of the number
of days during which the Vendor will continue to.host and provide access to the. Application
Services, Systém, and State of lowa Confidential Information, and perform transition and
other related services under this Section 8.8 {the “Transition Period”). During the Transition
‘Pericd, Vendor will take all actions as may be necessary or reguesied by the State to
accomplish a complete and timely transition. Vendar will use its best efforts to cooperate
with the State and any Authorized Contractor hired or utilizéd by the State to provide any
replacement or similar services related to the Application Services and System {the “New’
Contractor”) and to fully comply with all requests of the State to effect-a smooth and timely
transition and to énsure there is no interruption of any Services, information or transactions
‘provided or'conducted through the Application Services and System. Vendor agrees that it will
petform all transition services in good faith and in a professional-and businesslike manner,
and shall comply with alf requests of the State and any New Contractor to assist in the effort
to. accamplish a successful, seamless and unhindered transition of the Application Services.
-and System and transfer of Vendor's responsibilities under this Agreement. Notwithstanding
the foregoing, in the event certain transition services requested by the Staié require Vendor
to disclose proprietary-sofiware to any New Contractor, Vendor and the State shall mutually
-agree to different transition services. Vendor will pérform all transition services on an
expedited basis, as determined by the State, At the State's request, Vendor shall, subject to
the terms of any third-party contracts, procure for the State any third-party authorizations or
licen'ses necessary to grant the State and ariy New Contractor the use and benefit of any
contracts between Vendorand third parties and any Third Party intellectual Property. During
the Transition Period, the State agrees to pay to Vendar any feesto which Vendor would be-
entitled under this Agreement for services performed during such period; provided this
Agreement was not terminated pursuant to Section 8.3 (Default) or 8.5 (Termination Due to
Lack of Funds or Charige in Law), and Vendor continues to be in full compliance with all terms,
conditions, provisions and requirements of this Agreement. In the event the State's request
for transition assistance does not require Vendor to continue providing all of the services
under this Agreement or a particular Statement of Work, the parties shall negotiate in.good
faith an equitable adjustment in the fees which are otherwise payable to Vendor for such
services,

Wireless Access-Counter Contract 15



9. Fees and Expenses
9.1. Fees for Services

The fees for the Services and/or Deliverables shall be-as set forth in Exhibit A (Services; Fees)
and in any applicable Statements of Work. A failure of the State of lowa to pay.any undisputed
fees that may be.owing in accordance with the terms of this Agreement shall not result.in any
suspension or termination of the Services so long:as payment of such undisputed fees.is made
within the cure period set forth in Section 8.3 (Default). For the avoidance of doubt, in the
event of any dispute related to fees, Vendor shall continue to perform. and provide the
Services until such dispute has been Finally Determined by a court of competent jurisdiction
or other agreed-upon governing party. “Finally Determined” means whena claim or dispute
has been finally determined by a court of competent jurisdiction or other agreed-upon
governing party and either (a) no associated appeal has timely been sought if capable of being
sought, or (b) appellate rights properly exercised have otherwise been exhausted. Vendor is
not entitled to payment for any Deliverables or Services provided under this Agreement cor
any Statement of Work if the State reasonably determines that such Deliverables or Services
has not been satisfactorily or completely delivered or performed, or that such Deliverables or
Services fails to meet or conform to any applicable Acceptance Criteria or Specifications or
that there is a material Error with respect to such Deliverable or Services. No payment,
including final payment, shall be construed as @cceptance of any Deliverables with Errors or
incomplete work, and Vendor shall remain responsible for full performance in strict
compliance with the terms-and conditions of this Agreement.

9.2.  Fees During Renewal Terms

All of Vendor's fees hereunder shall be fixed, as set forth in Exhibit-A {Services; Fees) and in
any applicable Statements of Work. Provided, however, after the Initial Term, Vendor may
increase its fees for solely Application Services for-any Renewal Term by providing notice to
the State of lowa at least ninety {90) days prior to the commencement of such Renewal Term.
Any such increase shall niot exceed the amount equal to the percentage change in the
Consumer Price Index {“CPI"} during the preceding calendar year. For purposes of the
foregoing, the CPI shall'be the index compiled by the United States Department of Labor's
Bureau.of Labor Statistics, Consumer Price Index for all Urban Consumers (CPI-U}, using that
portion of the index that appears under the caption “Other Goods. and Services.” (For
reference, the CPI is currently posted on the websité of the Bureau of Labor Statistics at
www.bls.gov). The percentage change.in the CPI shall be calculated by comparing the-annual
CP1 figures and expressing the increase in the CPl as a percentage. If the CPI is no longer
published, or the CPI currently published is materially changed, then Vendor and the State of
lowa- will. negotiate, in good faith, revisions to this section to reflect and account for-such
changes in the CPI.

9.3. Invoices
Unless provided otherwise in Exhibit A (Services; Fees), Vendor will invaice the State.of lowa
for Application Services on an annual basis. With respect to Deliverables.and Services provided
under a Statement of Work, Vendor shall invoice the State for those Services or Deliverables
that-have been accepted by the State upon Vendor’s receipt of the State’s written notice of

Wireless Access Countér Contract 16



Acceptance for-such Deliverables or Services, with such invoice reflecting the fees applicable
to such accepted Deliverables or Services consistent with the fees specified in the applicable
Statement of Work. All invoices submitted by Vendor shall-comply with all applicable laws;
rules, and regulations {including any applicable federal laws, rules, or requirements)
concerning payment of such fees, charges, or othér claims and shall contain appropriate
documentation as necessary to support the fees or charges included on the invoice and all
information reasonably requested by the State of lowa. Each invoice shall fairly-and accurately
describe in reasonable detail the actual Services performed and any Deliverables provided,
the person(s) or entity{ies). who perforined such Services, the dates on which such Services
were performed and any Deliverables were provided, and the fees payable by the State of
lowa for such Services and Deliverables. The State of lowa shall not be required to make
paymenton any invoices if such documeritation is not furnished by Vendor as herein provided,
or if any invdices with respect to the same is rendered more than ninety (90) days after the
expenses were incurred, and Vendor shall be solely and exclusively. responsibte for payment
of same at its.own cost and expense. The State of lowa may refuse payment with respectio
ahy invaice that fails t6 comply with the requirements contained in this Section 9.3 {Invoices).
Notwithstanding. anything herein to the contrary, the State of fowa shall have the right to
dispute any invoice submitted for payment and withhold payment of any disputed amiount if
the State of lowa believes the invoice is inaccurate or incorrect in any way.

9.4, Payment Terms
Except for payments identified.as prepayment agreed to by the State for.Services and/or
Deliverables, the State of lowa-shall pay all undisputed amounts set forth in approved invoices
in arrears and in conformance with lowa Code Section 8A.514 and 11 lowa Admin. Code
41.1(2}. The State of lowa may pay in less than sixty {60) days, as provided in lowa Code
Section BA.514. Howe:\}er__, an election to pay in less than sixty (60} days shall not act as an
implied waiver of lowa Code Section 8A.514.

9.5.  Payment Does Not Imply Acceptance
The makKing of any payment .or payments by the State of lowa, or the receipt thereof by
‘Vendor, shall in no way affect the responsibility of Vendor to furnish the Services..and
Deliverables in accordance with this Agreément; and shall riot imiply acceptance by the State
of lowa. of such Services or Deliverables or the waiver of any warranties or requirements of
this Agreement.

9.6.  Resellers

inthe event any of the Services or Deliverables are purchased through Vendor’s authorized.
reseller {"Reseller”), subject to all other terms of this section, Vendor-authorizes Reseller to
invoice the State of lowa for the Services and/or Deliverables on Vendor's behalf in
accordance with Section 9.3, and further authorizes the State of lowa to pay the undisputed
amounts due to Reselier, thereby fully satisfying any obligation that.the State may have to
Vendor with respect to such payment or compensation. The State of lowa is not respansible.
for any failure of Reseller to pay any amounts that may be due to Vendor, and Vendor may
not refuse to perform its obligations under this Agreement for such failure.
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9.7.  Erroinieous Payments and Credits

Except for payments identified as prepayment for Services and/or Deliverables, Vendor shall
‘promptly pay or refund to the State of lowa the full amount of ahy overpayment or erroneous
payment within ten {10) business days after either discovery by the Vendor or notification by
the State of lowa of the overpayment or errongous payment. In the event Vendor fails to
timely-pay or refund any amounts due the State of lowa under this Section 9.7; the State of
lowa will charge interest of oné’ percent (1%) per mionth compounded on the outstanding
balance each month after the date payment or refund is due, ar the maximum amount
allowed by law, whichever is greater. The State of lowa may, in its sole discretion, elect to
‘have Vendor apply any amounts due to the State of lowa under this.Section 9.7 against any
amounts payable by the State of lowa under this Agreement.

9.8. Repayment Obligation _

In the event that any State of lowa and/or federal funds are deferred and/or disallowed as a
result of any audits or expended.in violation of the laws applicable to the expenditure of such
funds, the Vendor will be liable to the State of lowa {or any other applicable Governmental
Entity) for the full amount of any claim disallowed {or the amount of funds expended in
violation of such applicable laws) and for all related penaities incurred. If the State of lowa or
any federal agency concludes that Vendor has been paid for any cost that is unallowable,
unallotahle; or unreasonable under this Agreement, Vendor.will be liable to the State of lowa
for-such cost. The Vendor shall pay to.the State of lowa all amounts for which the Vendor is
liable under this Section within ten (10) business days of receiving the State of lowa written
demand.or written notice, The State of lowa may withhold any payment under this Agreement
if-Vendorfails to timely make-any payment required by this Section. The requiréments of this
Section shall apply to the Vendar, its-affiliate and subcontractots.

9.9, Prepayment
Notwithstanding anything in this Agreement to the contrary, the State of lowa.may, at its sole
discretion; elect to prepay fees for ‘the Services and/or Deliverables in accordance with
applicable laws, rules and procedures.

9.10. Responsibility for Costs
There shall be no reimbursable expenses associated with this Agreement separate from the
campensation referred to in this Section 9. Vendor shall be solely resporisible for all costs;
charges and -expenses it incurs in connection with its perfornance under this Agreement,
including; but not limited to, travel, mileage, meals, lodging, equipment, supplies, personnel,
salaries, benefits, insurance, training, conferences, telephane, utilities, start-up costs, and al
other costs and expenses of Vendor.

9.11. Taxes
Vendor shall be responsible for paying any taxes incurred by Vendor in connection with the
performance of this Agreement or the provision of Services and Deliverables. The State of
lowa is exempt from the payment of sales-and all other taxes.
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9,12. All Fees Stated
Except-as provided in this Section 9 {Fees and Expenses), as specifically stated in Exhibit A-or
any Statement of Work, or otherwise agreed pursuant to a valid amendment to or
modification of this Agreement, there are no other fees or other amounts to be paid by the
State of lowa in connection with this Agreement for the Services and/or. Deliverables, Any
work performed by Vendor and not specifically authorized by the State of lowa in- wrltlng-sha_l_l
be considered gratuitous and Vendor shall have no right or claim whatsoever to any form of
compensation.

9,13, Set-off Against Sums Owed by Vendor

In the event that Vendor owes the State of lowa or any Governmental Entity any sum under
the terms of this Agreement, any other agreement, pursuant to a judgment; or pursuant to.
any law, the State of lowa or the Governmental Entity may set off such sum against any sum
invoiced to the State of lowa by Vendor in'the State of lowa's sole discretion unless otherwise
required by iaw. Any amounts due to the State of lowa as damages may be deducted by the
State of lowa from any money or sum payable by the State.of lowa to Vendor pursuant to this
Agteement or any other agreement between Véndor and the State of lowa. The State of
lowa’s exercise of rights under this Section 9.13 shall not. be .considered a breach of this
Agreement by the State of lowa.

9.14. Withhold Remedy

[n addition to, and cumulative to all other remedies in faw, at equity and provided under this
Agreement, in the event Vendor is in material default of its duties or obligations under this
Agreement and it fails to cure the default within fifteen (15) days after receipt of written
hotice of default from' the State of lowa, the State of lowa may, without waiving any other
rights under this Agreement, elect to withhold frefm the payments due to Vendor under this.
Agreement during the period beginning with the 16th day after Vendor’s receipt of notice of
‘default, and ending on the date that the default.has been cured to the reasonable satisfaction
of the State of lowa, an amount that is in proportion to the magnitude of the default.or the
service that Vendor is not providing, as deterivined in the State of lowa’s reasonable
discretion. Upon curing of the default by Vendor, the State of lowa will cause the withheld
payments to be paid to Vendor, without interest. 1t addition to the foregoing, the State of
lowa may withhald compensation or payments-to Vendor, in whole or in- ‘part, without penalty’
or legal liability to the State of lowa or work stoppage by Vendor, in the évent the State of
lowa determines that any Service or Deliverable has failed to meet or conform to any
applicable Specifications or contains or is experiencing an Error. No interest shall accrue or be
paid to Vendor on any compensation or other amounts withheld or retained by the State of
lowa under this Agreement. The State 6f lowa’s exercise of its rights to withhold payments
shall not be considered a breach of this Agreement by the State of lowa.

9.15.  Audits and Records-
During the Term and for a period of five {5) years thereafter, Vendor.shall maintain accurate,
current and complete books, documents and records that sufficiently and properly document.
Veridor's performance and provision of Services and other Deliverables under this Agreement,
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including all tecords that document all fees and other-amounts charged during the Term. i
any litigation, claim, negotiation, audit or other action involving the books, documents and
records has been started before the expiration of the five-year period, Vendor must retain the
records until completion of the action and resolution of al! issues which arise:from it, or until
the end of the above-described five (S) year period, whichever is later. Vendor shall permit
the State of lowa, the Auditor of the State of lowa, or any authorized representative of the
State of lowa, and where federal funds are involved, the Comptroller General of the United
States or anyu"ch‘er authorized representative of the United States government, at no charge,
to access and examine, audit, excerpt and transcribe any pertinent books, documents, and
records, electronic or optically:stored and created records or other records of Vendor relating
directly or indirectly to Vendor's performance-undér this Agreement, wherever located. At the
request of the State of lowa, Vendor shall deliver and provide, at no charge, complete copies
of stich books, documents-and records to the State of lowa or its designee in.such formats and
within such time period as may be specified by the State of lowa in its request. Vendor shall
not impose.a charge-or seek payment for any fee, charge, or expense associated with any
audit, examination or delivery of such books, documentis and records. Vendor shall require its
subcontractors to agree to the same provisions of this section. Based on the audit findings,
the State of lowa reserves the right to address Vendor's board or other managing entity
regarding performance and expenditures.

a. Records-of financial activity shall include records that adequately identify the source
and application of funds. When the terms of this Agreement require matching funds,
cash contributions made by Vendor and. third party in-kind {property or service)
contributions must be verifiable from Vendor’s records. These records must contain
information pertaining to contract amount, obligations, unobligated balances, assets,
liabilities, expenditures, income and third-party reimbursements,

b. Vendor shall maintain accounting records supported by source documentation that
may include but are not limited to cancelled checks, paid bills, payroll, time and
attendance records, and contract award documents.

c. Vendor,in maintaining project expenditure accounts, records and reports, shall make
any necessary adjustments to reflect refunds, credits, underpayments or
overpayments, as well ‘as any adjustments resulting from administrative or
compliance reviews and audits. Such adjustments shall be set forth in the financial
reports filed with the State of lowa.

10. Representations, Warranties and Covenants

10.1.

Vendor Warranties

Vendor represents and warrants that: {a} it has the full power, capacity and authority to enter
into and perform this Agreement and to make the :grant of rights contained herein, and jts
performance of this Agreement does not violate or conflict with any agteerent to which
Vendor i5 a party; {b} the Services will be performed in a professional, workmanlike, and timely

‘manner; (c) all Services and Deliverables:shall materially conform to applicabie Specifications

and all other requirements set forth in this Agreement at all times during the Term; {d) the
State of lowa’s permitted use of the Services and Deliverables do not and will not infringe the
intellectual property rights of any third party at any time during the Term of this Agreement
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or as may be applicable thereafter; (e) there is no pending or threatened litigation that would
have-a material adverse impact on Vendor’s performance under the Agreement; (f) Vendor
shall not store, transmit of make available any State of lowa Confidential [nformation with or
to any entity or individual outside the continental United States; (g} the Documentation.shall
be complete and accurate so as to enable a reasonably skilled person to effectively use all
features.and functions of the System, Services and/or Deliverables without assistance from
‘Vendor and, on each date on which’'Vendor delivers any Documentation to'the State-of lowa,
such Documentation is Vendor's most current version thereof; (h) there is no existing pattern
or repetition of material customer complaints regarding the Deliverables or Services; including
functionality or Pe.rforma_nce issues, and that Vendor's engineers have not currently identified
any repeating adverse impact on the Deliverables or Services, including functionality or
perfarmance, for which the root cause is believed to be a flaw or defect in the Deliverables or
Services; (i) it shall use industry best practices to scan and remove any viruses, worms, Trojan
horses, and other similar harmful or destructive code fromthe Services and Deliverables both
(1) prior to Vendot’s delivery of any Deliverables to the State of lowa, and {2} on an ongoing
basis on & frequency consistent with industry best practices to the extent applicable with
fespect to any Services or Deliverables {including the System or Application Services); and {j)
Vendor is not in arrears with respect to the payment of any monies due and owing the State
of lowa or any Governmental Entity thereof, including but not limited to the payment of takes
and employee benefits:

10.2. Deliverahles

Vendor represents and warrants that: {a} all Deliverables, excluding Third Party Software, shalt
be wholly original with and prepared solely by Vendor; (b) Vendorowns, possesses, holds, and
hasreceived or secured all rights, permits, permissions, licenses and authority necessary to
provide the Deliverables to the State of lowa hereunder and to assigh, grant and convey the
rights, benefits, licenses-and other rights assigned, granted or conveyed to the State of lowa
without violating any rights of any third party; (c) the State of lowa shall peacefully and quietly
use and enjoy the Deliverables without suit, disruption or interruption,

10.3. Compliance with Applicable Laws
Vendor and its employees, agents, officers, directors, approved contractors and
subcontractors shall comply with all applicable federal, state, international,-and local faws,
rules, ordinances, cades, regulations and orders when performing ‘within the scope of this
Agreement, including without limitation, all laws relating to privacy and information security,
all laws applicable to the prevention of discrimination in employment, the administrative rules
of the lowa Department of Administrative Services and the lowa Civil Rights Commission
which pertain to equal employment opportunity and affirmative action, laws relating to
prevailing wages, occupational safety and health standards, prevention of discrimination in
employment, payment of taxes, gift laws, lobbying faws, laws relating to the use of targeted
small businesses as subcontractors or suppliers. Vendor shall comply with any a_pplicable
reporting and compliance standards of the lowa Department of Administrative Services
regarding equal employment. Vendormay be required to submit its affirmative action plan to
the lowa Department of Administrative Services to comply with the requirements-of 11 lowa
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Admin. Code Chapter 121. Vendor shall make the provisions of this Section 10.3 a part of its
contracts with any subcontractors providing goods or services related to Vendor’s
performance of this Agreement. Vendor further represents, warrants and covenants that the
Services and Deliverables comply with and will at all times comply with the State of lowa
Website Accessibility Standard (available at https://ocio.iowa.gov/standards) and including
Section 508 of the Rehabilitation Act of 1973, as amended, all standards and requirements
established by the Architectural and Transportation Barriers Access Board, and the World
Wide Web (W3C) Web Accessibility Initiative. Without limiting the foregoing, Vendor
covenants that the Application Services will pass W3C validation and meet the accessibility
standards of 36 C.F.R. § 1194, which implements Section 508 of the Rehabilitation Act of 1973.
Vendor further represents, warrants and covenants that the Services and Deliverables comply
with, and will at all times comply with during the Term of this Agreement shall comply with,
all applicable federal, state, international, and local laws, rules, ordinances, codes, regulations
and orders. Vendor represents, warrants and covenants that during the Term, the Services
and Deliverables provided hereunder (and the State’s and State User’s use of same) will enable
the State to at all times comply fully with all applicable federal, state, and local laws, rules,
ordinances, codes, regulations and orders. Notwithstanding any provision in this Agreement
to the contrary, to the extent that Vendor fails to meet or otherwise breaches any of its duties
or obligations under this Section 10.3, it shall be liable and responsible for any fines, penalties,
taxes, fees, damages, costs, expenses, or other amounts assessed to, imposed against or
otherwise incurred by the State of lowa or any State Governmental Entity, and the State may
consider any such failure or breach to be material breach of this Agreement.

10.4. Disclaimer of Other Warranties
EXCEPT AS EXPRESSLY STATED IN THIS AGREEMENT, NEITHER PARTY MAKES ANY OTHER
WARRANTIES, EXPRESS OR IMPLIED, INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICULAR PURPOSE, AND ALL
SUCH WARRANTIES ARE HEREBY SPECIFICALLY DISCLAIMED.

11. Intellectual Property
11.1. Ownership

This is not a work made-for-hire agreement (as that term is defined in Section 101 of Title 17
of the United States Code) with regard to either Party. Except for express licenses granted in
this Agreement, neither Party is granting nor assigning to the other Party any right, title, or
interest, express or implied, in or to the Party’s intellectual property. Each Party reserves all
rights in such property. Except as otherwise set forth in a Statement of Work, to the extent
Vendor provides any intellectual property to the State of lowa in connection with the Services
and/or Deliverables, such intellectual property shall be deemed part of and included in the
definition of “Services” hereunder and, among other things, be subject to the license granted
in Section 4.

11.2. Use of State of lowa Property

The State of lowa may, but is not required to (unless otherwise set forth in a Statement of
Work), provide the Vendor access to State of lowa Property. The State of lowa hereby grants
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Vendor a non-exclusive,.non-transferahble license to use State of lowa Property solely for the
State of lowa’s benefit in connection with Vendor's performance of the Services, The State of
lowa may terminate the fofegoing license at any time, without cause, on written notice to
Vendor. Unless specifically authorized in the Statement of Work, Vendor shall use State of
lowa Property only in the form provided by the State of lowa, without modification. In
addition, Vendor will maintain and use State of lowa Property in accordance with any written
instructions and/or specifications provided by the State of lowa. Except for the limited license
provided in this Section 11.2 (Use of State of lowa Property), nothing contained in this
Agreement shall be construed as granting Vendor any righs; title, or interest in or to any State
of lowa Property.

12, Confidentiality

12.1.

12.2.

No Pubiicity _
During the Ternt of this Agréement and at all times after the termination or expiration of this
Agreement, Vendor shall not make any media release or other public announcement relating

1o or referting to this Agreement without the State of lowa’s prior written consent. Vendor

shall acquire no right to use, and shall not use, without the State of lowa’s prior written
consent, the terms or existence of this Agreement or any Statement.of Work, the names, trade
names, trademarks, service marks, artwork, designs, or copyrighted materials of the State of
lowa ‘or any Governmental Entity, its related entities, employees, assigns, successors of
flicensees: {a) in -any advertising, publicity, press release, customer list, presentation or

promotion; {b) to express or to imply‘any endorsement of Vendor or Vendor’s services by the

State of lowa; or (¢) in any manner other than expressly in accardance with this Agreement.

Exclusions

Neither Confidential Information nor Staie of lowa Confideritial Information includes any
information that: (a) was rightfully in the possession of the receiving Party from a source other
than the disclosing Party prior to the time of disclosure of the information by the: disclosing
Party to the receiving P_a_ftv;_(b_} was known to the receiving Party prior to the disclosure ofthe
information by the disclosing Party anly if evidenced by written records kept in the ordinary
course of business er by proof of actual use by the receiving Party; {c) was disclosed to the
receiving Party without restriction by an independent third party having.a legal right to
disclose the information; (d) is in the public domain or shall have become publicly available
otherthan as a résult of disclosure by the receiving Party in violation of this Agreément ot in

‘breach of any other agreement with the disclosing Party; {e) is independently developed by

the receiving Party without any reliance on Confidential Information disclosed by the
disclosing Party;. (f) is disclosed or is required or. authorized to be disclosed pursuant to law,
rule, regulation, subpoena, summons, or the order of a court, lawful custodl_an governmential

‘agency or regulatory authority, or by applicable regulatory or professional standards; or {g) is

disclosed by the receiving Party with the written consent of the disclosing Party. It will be’
presumed that any: ‘Confidential Information in a receiving Party’s possession is not within
exceptions (a), (b}, (c], or(e) above, and the burden will be upon the receiving Party to prove
otherwise by records and documentation. Notwithstanding the foregoing, ex_clusion"(_d)"shall

‘not apply to State of lowa Confidential Information.
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12.3. Vendor's Treatment of Confidential Information

Vendor and its employees, agents, approved contractors'and subcontractors may have access
to State of lowa Confidential Information to the extent necessary to carry out its
responsibilities under the Agreemant. State of lowa Confidential Information shall at all times
remain the property of théiState of lowa, and the State of lowa shall retain exclusive rights
thereto and ownership thereof. Vendar shall hold any and all State of lowa Confidential
Information in strictest confidence and will use and permit use of State of lowa Confidential
Information solely for the purposes of this Agreement. Without limiting the foregoing; Vendor
shall use at Jeast the same degree of care, but no less than reasonable care, to avoid disclosure
or use of State of lowa Confidential Information as the State of lowa employs with respect to
its own confidential information and data of a like importance: Vendor may disclose or provide
access to its responsible employees who have a need to know and may make copies of State
of lowa Confidential Information only to the extent reasanably necessary to carry out its
obligations hereunder. Vendor will desigriate one individual who shall remain in charge of all
State of lowa Property collected, used, or disseminated by Vendor in connection with the
perfarmance of this Agreement: Vendor shall accept responsibility for providing adequate
supervision and training to its agents, employees and any approved contractors and
subcontractors to ensure compliance with the terms. of this Agreement. Vendor and its
employees, agents, and any approved contractors or subcoritractors must execute
confidentiality or non-disclosure agreements to. obtain access to certain State of lowa
Confidential Information. Vendor arid its employees, agents, approved contractors and
subcontractors shall not.disclose, publish, reproduce, disseminate or otherwise use any State
of lowa Confidential Information received, collected, maintained, or used in the course of
performance of the Agreement except for the sole purpose of performing the Services
hereunder, subject to the restrictions set forth in this Agreerent and all applicable state and
federal taws, rules and regulations applicable either during the term of this Agreement or
thereafter. Vendor and its employees, agents, approved contractors and subcontractors shall
not disclose, sell, assign, lease, or otherwise dispose of State of lowa. Confidential Information
to third-parties or commercially or politically exploit or otherwise use such Information.
Vendor shall not remove from the State of lowa’s facilities or retain a copy of any of the State
of lowa’s Confidential Information abtained from, or as a result of access to, the State of
lowa’s systems unless: that removal ar retention is reasonably necessary to jperform the
Servites oris-otherwise approved in writing by the State of lowa.

12.4. The State of lowa’s Treatment of Confidential Information

Except as provided or contemplated herein, and subject to applicable state, federal, and/or
international faws, rules or regulations (including, without limitation, lowa Code Chapter 22,

-and any other applicable administrative rules adopted by the State of lowa] the State of lowa
shall not intentionally disclose Vendor’s Confidential Information to a third party (excluding.
‘State Users, Governmental Entities and Authorized Contractors) without-the prior written
consent of Vendor. Notwithstanding the foregoing, the State of lowa may disclose Vendor's.
Confidential [nformation: (a) pursuant-to any legal, judicial, regulatory, or administrative
proceedings, subpoena, summons, deposition, interrogatory, requests for documents, order,

ruling, civil investigative demand, or other legal, administrative or regulatory processes; (b)
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pursuant {o-any applicable laws, rules; or regulations; ('c')_ if-the-State of lowa determines that
such information is not a confidential record pursuant to lowa Code Section 22.7 or other
applicable faws; rules and regulations; or (iv} if the State of lowa determines'Vendor has not
provided or is unwilling to provide facts sufficient to-enable the State of lowa to make a
determination whether such information constitutes a confidential record under lowa Code
Section 22.7 or other applicable laws, rules and regulations. [n such event, the State of lowa
shall provide prompt notice to Vendor of the circumstances giving rise to the State of lowa's
disclosure. Vendor acknowledges that the State of lowa is subject to and required to comply
with lowa Code Chapter 22 and other laws, rules and regulations governing public records. If
a request is made to view or otherwise access Vendor's Confidential information pursuant to
such laws, rules or regulations, the State of lowa will promptly notify Vendor of the request.

12.5. Treatment of Personal Data _

Without limiting any other warranty or obligation -specified in this Agreement, and in
particular the confidentiality provisions of this Section 12 (Confidentiality), during the Term
and thereafter in perpetuity, Vendor will not gather, store, log, archive, use or otherwise
retain any Personal Data in 'any manner and will not disclose, distribute, sell, share, rent or
otherwise. transfer any Personal Data to any third party, except as expressly required to
perform its obligations in this Agreement or as Vendor may be expressly directed in advance
in writing by the State of lowa. Vendor represents and warrants that Vendar will use Personal
Data only in compliance with. {a) this Agreement, {b} the State of lowa’s then-current
applicable privacy notice, and (c) all applicable local, state, and federal laws and regulations,
including.but not limited to lowa Code chapter 715G, and all othercurrent and future Jaws and
regulations relating to spamming, privacy, data protection, and consumer pratection.

12.6. Retention of Personal Data
Vendor will not retain any Personal Data-for any period longer than necessary for Vendor to
fulfill its obligations under this Agreement. As soon as Vendor ho longer needs to retain such
Personal Data in order to perform its duties under this Agreement, Vendor will, at the State
of lowa’s request, promptly-réturn, deéstroy or erase all originals and all copies of such Personal
Data.

12.7. Compeiled Disclosures
To the exient required by applicable law or by lawful order or requirement of a court ‘or
governmental authority having competent jurisdiction over Vendor, Vendor may disclose
State of lowa Confidential Information in accordance with such law or order of requirement,
subject to the following conditions: as soon as. possible after becoming aware of such law,
order or requirement and prior to disclosing such Confidential Information pursuant thereto,
Vendor will so notify the State of lowain writing and, if possible, Vendor will provide the State
of lowa notice not less than five {5) business days prior to the required disclosure, Vendor will
use reasonable efforts not to release State of lowa Confidential Information pending the
outcome of any méasures-taken by the State of lowa to contest, otherwise oppose or seekto
Hmit such disclosure by the Vendor and any subsequent disclosure or use of State of lowa.
Confidential Information that may result from such disclosure. Vendor wili cooperate with and
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provide assistance to.the Siate of lowa regarding such measures. Notwithstanding any such
compelled disclosure by the Vendor, such compelled disclosure will not otherwise affect
Vendor's obligations hereunder with respect to State of lowa Confidential nformation so
disclosed.

12.8.  Return of Confidential Information

On the State of lowa’s written request 'or upon expiration or termination of this Agreement
for any reason, the Vendor will'_promp_t'iy: {a) return or destroy, at the State of lowa's option,
all State of lowa Confidential Information; whettier in written or in machine-readable foirm,
including. without limitation, all ofiginals and copies of all documents and materials it has
received containing the State of lowa's Confidential Information; and (b) deliver-or destroy, at
the State of fowa’s. option, all originals and copies of all summaries, records, descriptions,
modifications, compilations, negatives, drawings, adaptations and other documents or
materials; whether in written or in ma(’:hine-readable.fo‘rm',___ prepared by Vendor, prepared
under its direction, or at its.request from the documents, materials, data, or information
referred to in subparagraph (a), and provide a hotarized written statement to the State of
lowa certifying that all documents and materials referred to in subparagraphs (a) and {b) have
been delivered to the State of lowa of destroyed, as requested by the State of lowa. To the
extent Vendor is required to destroy any documents, materials, data, or information pursuant
‘to subparagraphs {a} and (b), above, such documents, materials, data, or information shall be
permanently deleted and 'shall not be recoverable, according to National Institute of
Standards and Technology (NIST)-approved methods. On termination or expiration of this
‘Agreement, the State of lowa shall, except to the extent otherwise required by applicable
laws, rules, procedires or State record retention requirements, return or destroy, at Vendor's.
aption, ajl of Vendor's Confidential Information (excluding items subject to any continuing
-licenses to the State of lowa hereunder or that are required for use of'the Deliverables).

12.9. Open Records and Electronic Discovéry Requests and Record Retention

Vendor will, upon the State of lowa’s request and within anytime period specified by the State
of lowa; take all actions requested by State of lowa to assist the State of lowa in complying
timely with any request for records, data, or information or materials of any kind that may be.
made by any person or entity in accordance with applicable public or open récords laws.
{including, without limitation, lowa Code Chapter 22) or in connection with any subpoena,.
courtorder, discovery request, regulatory or criminal investigation of proceeding, or any other
matter that may require the State of lowa to produce or provide data, records, or information
of any kind to a third party. Vendor will produce-and provide all data, records, information or-
materials of any kind within the time period set forth in State of lowa’s written request.
Vendor will take all steps necessary to ensure that all data and records will be stored and
maintained in their original state so as 1o not create any spoliation, evidentiary, or &lectronic
discovery issues. In addition, Vendor will, upon State of lowa's request, take all actions
requested by State of lowa to assist the State of lowa in com_ply'i'ng with any state or federal
record retention requirements, policies, procedures or any requirements of any United States
Governmental Entities.
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12.10. Discovery Requests and Court Orders

In the event that either Partyor its service providers or contractors orsubcontractors receive
a request to disclose all or any part of the State of lowa’s Confidential Information under the
terms of a subpoena or-order or demand: issued by a court or a Governmental Entity, the
relevant or receiving Party agrees: (i) to notify the other Party immediately of the existence,
terms, and circumstances surrounding such request, (ii) to consuit with the other Party on the
advisability of taking legally-available steps to resist-or narrow such request and to cooperate
with the other Party‘in relation to any such steps,.and (iii) to furnish only such portion.of State
of lowa’s Confidential Information or information as it'is legally compelled to disclose and fo
exercise reasonhable best efforts to obtain an order or other reliable assurance that
confidential treatment will be accorded to State of lowa’s Confidential Information.

12.11. Non-Exclusive Equitable Remedy

Each Party acknowledges and agrees that due io the unigue nature of Confidential
Information there can be no adequate remedy at law for any hreach of its ob'lliga_t_io'ns
hereunder, that any such breach or threatened breach may allow a Party or third parties to
unfairly compete- with the other Party resulting in irreparable harm to such Party, and
therefore, that upon any such breach or any threat thereof, each Party will be entitled to
appropriate equitable remedies, and may seek injunctive relief from a court of competent
jurisdiction without the necessity of proving actual loss, in addition to whatever remedies
either of them might have at law or equity. Any breach of this Section 12 {Confidentiality) wilt
constituté a material breach of this Agreement and be grounds for immediate termination of
this Agreement in the exclusive discretion of the non-breaching Party.

-12.12. Non-Disclosure Agreements
Vendor will execute any Non-Disclosure Agreement(s) required by the State, or any
Governmental Entity, State Liser, User or other entity that requests Vendor to sign its form
Non-Disclosure Agreement.in connection with this Agreement orany related agreement:

12.13. Non-disclosure and Separation of Duties _
Vendor shall diligently monitor and enforce separation of job duties, require best effort non-
disclosure agreements, and limit staff knowledge of State of lowa Confidential Information to
that which is-absolutely necessary to perform job duties.

13. Security
13.1.  Compliance _
Vendor and Vendor’s subcontractors shall comply with state and federal data security and
privacy statutes, regulations, rules, and other laws relating to data security -and- privacy.
Vendor further represénts, warrants, and covenants that Vendor and .its personnel and
subcontractors will ensure that the Services and Deliverables {including the System and
Application Services).

Upon the State’s request, Vendor shall also provide the State with a copy of a system security
plan {SSP), ot other comparable report, for inspection by the State. The State shalf bear any
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and all tosts incurred in-connection with its inspection of the S5P. The State may, in its sole
discretion, utilize athird-party contractorto inspect the SSP; provided, however, thatthe State
shall be responsible for all costs associated with such inspection. The inspection of the-S5P
shall be completed according to mutually agreeable terms and timelines; but no less
frequently than annually, unless agreed to by both parties in writing.

Vendor acknowledges and agrees that it will be subject to and bound by all of the terms and
provisions set forth in this Section 13 and shall require and, to the extent applicable, cause
any subcontractor used by Vendor in connection with this Agréement to agree to be subject
to and bound by all of the foregoing. In addition, Vendor and its personnel and subcontractors
will ensure that all networks, servers, computer systems, hardware, IT infrastructure and
other hardware on which the Services are hosted, installed, operated, processed, stored or
otherwise located, comply with all such State of towa and federal IT laws; rules, regulations,
standards, policies and guidelines, and all of the other standards and controls noted above.

'13.2.  Security Incident/Notification

Vendor will notify the State of lowa within 7 Days of Vendor’s discovery of any actual or
suspected bre_ac'h' of confidentiality, privacy or security (of any unauthorized access) with
regard to any State of lowa Confidential Information, and/or any breach of Vendor's or the
State of Jowa’s data security procedures, which includes, but is not limited to, instances in
which internal personnel access systems in excess of their user rights or use the systems
inappropriately, any Breach of Security as defined in lowa Code Chapter 715C, and any other
breach of security as- defined by: any applicable law, rule, or regulation. Such notification to
‘the State must be given.in the most expedient time possible and without unreasonable delay.
Written confirmation must be sent within 7 days of discavery or notification of the breach or.
suspected breach.

13.3. Investigations and Remedies
In addition to Vendor’'s other obligations under this Agreement, or under any law or
regutation, Vendor agrees, at its sole expense, to take-all steps necessary to promiptly remedy
any breach described in Section 13.2:and to fully-cooperate with the State of lowa in resolving
such ‘breach and mitigating any damage from such breach at Vendor's sole cost. At no
additional cost to the State, Vendor will fully cooperate with the State-of lowa in inve‘stigati'ng
the breach, including, but riot limited to, providing to the State and assisting the State in
reviewing system, application, and access logs, conducting forensicaudits of relevant systems,
imaging relevant media, and making personnel available for interview. On notice of any actual
or suspected breach, Vendor will immediatély institute appropriate controls to maintain and
preserve all electronic evidence relating to the breach in accordance with industry best.
practices. Vendor will.deliver to the State of lowa a root cause assessment and future incident
mitigation plan with regard to any breach of security or unauthorized access affecting State of
lowa Property, including State of lowa Confidential Information. Vendor will deliver a
preliminary assessment énd_p_lan'_as soon as practical, and regularly maintain-and update such
assessment and plan throughout the course of any investigation based on any findings.
Vendor agrees that it will not notify any regulatory authority orany User relating to any such
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security breach on behalf of the State of lowa unless the State of lowa specifically requestsin
writing that Vendor do so. Vendor and the State of lowa will work together to formulate a
plan-to rectify all security breaches.

13.4. Additional Procedures in the Event of Security Breach

Upon the State of lowa’s determination that a breach of sécurity (including but riot limited to
any Breach of Security as defined in-lowa Code Chapter 715C, and any other breach of security
as defined by any applicable law, rule, or regulation) involving or relating to any State of Jowa
Confidential Information has occurred or is reasonably. possible, Vendor shall fully cooperate
with the State of lowa in rectifying any breach or misuse, including notifying all of the State of
lowa’s affected Users. The State of lowa shall'determine, in its sole discretion, the contentand
means of delivery of the User notice. Notwithstanding any provision in this Agreement o the
conirary, Vendor will be solely responsible and liable for all costs, expenses, damages, fines,
penalties, taxes, assessments, legal fees, claims, service fees and anyand all other a‘rﬁou_n'ts of
any kind or nature whatsoever (including, without limitation, the reasonable value of time of
the lowa Attorney General’s Office and the costs, expenses and attorney fees of other counsel
retairied by any Indemnitee) related to, arising out of or incurred by or on behalf of the State
of lowa as.a result of, any security breach caused directly or indirectly, in whole-orin part, by
Vendor, its'affiliates, employees, or subcontractors, including, but not limited to; the costs of
notifications of affected individuals and businesses and .any applicable regulators or
governmental entities (including, preparation, printing, mailing and delivery); the cost of
apening and closing accounts, priniing new checks, embossing new cards; the costs of forensic:
and other-audits, investigations, public relations services, call center services, websites and
toll-free numbers for affected individuals; the costs.of obtaining credit monitoring services
and identity theft insurance for any person or entity whose Personal Data has aor may have
been acquired or compromised; and all other costs associated with corrective or other actions
that are taken to mitigate or address the security breach. Vendor will reimbursé or pay to the
State of lowa all such expenses, fees, damages and all other amounts ‘within fifteen (15)
business days of the date of any written demand or request delivered by the State of lowa to
Vendor.

13.5. Security Testing; Compliance Audits
Vendor will periodically test its systems for potential areas where security could be breached:
During the Term; to the extent Vendor engages a third-party-auditor to perform an audit of
Vendor’s operations, information security program, and/or disaster recovery/business
continuity plan; Vendor shall promptly. furnish a copy of the test report or audit report to the
State of lowa. '

13.6. Data Ownership _
All data, including all State of lowa Confidential Information, obtained by Vendor in the
performance of or during the Term of this Agreement shall be and remain the sole and
exclusive property of the State of lowa, including without limitation all data in any way
provided; submitted, modified, processed, abstracted, adapted, compiled, reproduced,
utilized or altered by oron behalf of the State of lowa; any Governmental Entity or any User
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{including but not limited to by or through Vendor on behalf of the State of lowa, any
Governmental Entity, of any User, or in any way related to the State of lowa’s, any
Governmental Entity’s or any User’s use of the System or Application Services).

13.7.. Data Protecfion

Protection of personal privacy and data shall be an integral part of the business activities of

‘Vendor to ensure there is no. inappropriate or ‘unauthorized use of the State of lowa's

Confidential Information at any time. To this end, Vendor shall safeguard the confidentiality,

integrity and availability of the State of lowa’s Confidential Information. In so doing, Vendor

shall comply with the following conditions:

a. All State of lowa.Confidential Information shall be encrypted at rést and in transit with
controlled access and shall utilize TLS wv. 1.1 .or 1.2. Unless otherwise expressly
pravided herein or otherwise agreed to by the Parties in writing, Vendor is responsible
for encryption of all State of lowa Confidential Information. Additionally, Vendor shall
ensure hard drive encryption unless the State of lowa approves in writing the storage
of Personal Data on a Vendor portable device..

b. At no time shall any State of lowa Confidential Information be copied, disclosed or
retained by Vendor, any subcontractor, arany party related to Vendor for subsequent
use in.any transaction that does not include the State of lowa.

c. Vendor shall riot use any State of lowa Confidential Information.collected, processed,
stored or transmitted in connection with the:Services provided under this' Agreement
for any purpose other than fulfilling Vendor's express obligations and duties under
this Agreement. '

13.8. Data Location

Vendor shall provide Services to the State of lowa, Governmental Entities, and Users solely
from data centers located in the continental United States of America. Storage of State of lowa
Confidential Information, or any other State data, at rest and all backups shall be located solely
in data centers Jocated in the continental United States of America. Vendor shall not allow its
personnel or subcontractors to store State of lowa Confidential Information or any data on
any portable devices, including personal compuiters, tablets, or cell phones, except for devices
that are used and permariently stored. at all times only at its continental United States: of
America data centers. Vender shall permit its personnel and subcontractors to access State of
lowa Corifidential information remotely only as required to provide technical support.

13.9. Background Checks

Vendor shall conduct nationwide criminal -background checks and not utilize any staff,
including subcontractors, to fulfill the obligations of this Agreeément who have been convicted
of any.crime of dishonesty, including but not limited to criminal fraud, or otherwise convicted
of any felony or misdemeanor offense for which inearceration for up to 1 year is ah authorized.
penalty. Vendor shall promote and maintain an.awareness of the importance of securing the
State of lowa Confidential Information ariong the Vendor's employees, affiliates,
subcontractors, and-agents. '
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13.10. Accessto Security Logs and Reports
Vendor shall provide security logs-and reports to. the State of lowa in a mutually agreeable
format. Such reports shall include at least latency statistics; user access summaries, user
access IP address summaries, user access history and security logs for all State of lowa files
related to this Agreement.

13.11. Section 13, and Vendor's duties, obligations and liability under this Section ‘13 shall survive
termination or expiratio.n-of this Agreement.

14.  Disaster Recovery/Business Continuity/Data Backup/Loss of Data
14.1, Creation, Maintenance and Testing

Vendor shall maintain a Business Continuity and Disaster Recovery Plan for the Services (the
“Plan”), and implement such plan in the event of any unplanned interruption of the Services.
On or’before the Effective Date, Verndor shall provide the State of lowa with-a.copy of Vendor’s
ccurrent Plan, revision history, and. any reports.or summaries relating to past testing of the
Plan. Vendor shall actively test, review, and update the Plan on at least an annual basis.-
Vendor shafl promptly provide the State of lowa with copies of all reports and/or summaries.
resulting from any testing of the Plan and with-copies of all stich updates to the Plan. All
updates shall be subject to the requirements: of this Section 14 {Disaster Recovery/Business
Continuity). Any.future updates or revisions to the Plan shall be no less protective than the
plan in effect as of the Effective Date. Throughout the Term, Vendor shall maintain disaster
avoidance procedures designed to safeguard the State of lowa's Confidential Information and
the data processing capability and availability of the Services. Additional disaster
recovery/business continuity requirements may be set forth .in individual Statement(s) of
Work.

14.2. Backup and Recovery

Vendor is respansible for maintaining a backup of State of lowa Confidesitial Information as
further set forth in Exhibit C. Unless stated otherwise in Exhibit C, Vendor shall maintain a
contemporaneous backup of State of lowa Confidential Information that may be recovered
within two (2) hours at any point in time. Additionally, unless stated otherwise in Exhibit C,,
Vendorshall store a backup of State of lowa Confidential Information in an off-site:“hardened”
facility no less than daily, maintaining the security of State of lowa Confidential Information,
and consistent with the security reguirements: set forth in Section 13 (Security}: To the extent
applicable, any backups of State of lowa Confidential Information shall not be considered in
calculating storage used bythe State of lowa.

14.3. Lossof Data
In-the event of any act, error or'qmission, negligence, or misconduct that compromises.or is
suspected to- compromise the security, confidentiality, or integrity of State of lowa
Confidential Information or the physical, technical, administrative, or organizational
safeguards put in place by Vendor or any of its Subcontractors related to the protection of the.
security, confidentiality, or integrity of State of lowa Confidential Information, Vendor shall,
in‘addition to any other remedies available pursuant to this Agreement; ar otherwise available
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14-‘4;-

at law or in equity; to the extent applicable: _{a)' notify the State of lowa as.soon as practicable

but no later than 7 days of becoming aware of such occurrence; (b) send the State of lowa
written confirmation within 7 days of discovery or notification of the occurrence; (¢} cooperate

-with State of lowa in investigating the occurrence, including; but not limited to providing to

the State and assisting the State in reviewing system, application, and access logs, conducting
forensic audits of relevant systems, imaging relevant media, and making personnel available
for interview; {d) indemniify and hold harmless the State of lowa, State Users, Governmental
Entities, and their em ployees, officers, board members, agents; representatives, and officials.

from and against any and all claims, actions, suits, liabilities, damages, losses, settlements,
-demands, deficiencies, judgments fines, penalties, taxes; costs and expenses {mcludmg,_

without limitation, the reasonable value of time of the lowa Attorney General’s Office and the
costs, expenses and attorney fees of other counsel retained by -any Indemnitee) directly or
indirectly related to, resulting:from, or-arising out of such occurrence; {e) be responsible for
recreating lost State of lowa Confidential Information in the mahner-and on the schedule
specified by the State.of lowa without charge to the State of lowa; and, {g) provide to the State
of lowa & detailed plan within ten {10) calendar days of the occurrence déscribing the
measures Vendor will undertake to preve'nt a future occurrence.

Section 14, and Vendor’s duties, obligations and liability-under this Section 14 shall survive
termination or expiration of this-Agreement.

15. Indemnification

15.1.

Indemnification

Vendor and its successors and permitted assigns shall indemnify and hold harmless the State
of lowa, Governmental Entities, and their employees, officers, board members, agents,
representatives, and officials (“Indemnitees”) from and against .any and all claims, actions,.
suits, Habilities; damages, losses, settlements, demands, deficiencies, judgments, fines,
penalties, taxes, costs and expénses {including, without limitation, the reasonable value of
time of the lowa Attorney General's Office and the costs, expenses and attorney fees of other
counsel retained by any Indemnitee) directly or indirectly related to, resulting from, or arising
out of this Agreement, including; but not limited to, any claims related to, resulting from, or.

“arising out of;, {i) any violation or breach of any term or condition of this Agreement by or on

behalf of Vendor, including, the furnishing or making of any statement, representation,

‘warranty or certification in connection with this Agreement, the RFP or the Proposal that is

false, deceptlve or mlsleadlng, (ii}-any. action, inaction, “negligence or willful misconduct of

‘Vendor that causes any injury to any person or persons or ‘damage to tangible or intangible

property; (iif} any failure by Vendor or its employees, agents, officers, directors, subsidiaries,

affiliates, contractors or subcontractors to comply with any.applicable local, state; and federal
laws, rules, ordinances and regulations, and those relating te Personal Data; (iv} any action or
inaction by Vendor or its -employee‘s,:_ agents; officers, directors, affiliates, -contractors or
subcontractors, or any failure of the Services or the System that causes or contributes to any
failure of the State of lowa or any Indemnitee to comply with any legal or regulatory
requirements with which the System or the Services are or may be.'.désigned or intended to
facilitate compliance; {v) any failure by Vendor or its employees, agents, officers, directors,
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‘contractors or subcontractors to make all reports, payments and withholdings required by
Federal and state law with respect to Social Security, worker’s compensation,; employee
income and other taxes, fees or costs required-by the Vendorto conduct business in the State;
(vi) any breach (or threatened or claimed hreach) of security or other incident affecting any
State of lowa Confidential information, the: System or the- Services, or any other event
involving unauthorized access to or use: of any State of lowa Confidential Information, the
System or the Services; (vii) any claim for violation or infringement of any statutory or common
law rights or any other rights.of any person or entity, including, without limitation, any claims
or causes of action involving torts, personal injury, defamation, or rights of publicity, privacy,
confidentiality, misappropriation or security; and/or (viii) any claim that the State of lowa’s
authorized use of any Seérvices and/or Deliverables (collectively, the “Indemnified Items”)
_infringe any third party’s patent, copyright, trade secret or other intellectual property rights
(collectively, “Claim(s)”), including the payment of all 'amounts that a court or arbitrator
awards orany seitiement amounts relating-to any Claim{s) as well as any and all reasonable
-expenses:or charges as they are-incurred by the Staté of lowa or any other party indemnified
under-this Section 15.

15.2. Infringement Claim Additional Remedy

If the Indemnified Items, or any portion of them, become or are likely to become the subject
of an infrifigement Claim as provided in Section 15.1{viii}, then, in addition to paying any
damages and attorney fees as required above, Vendor shall, at its option, either (a)
immediately replace or modify the Indemnified Items, without loss .of material functionality
or performance, to make them non-infringing, or (b) immediately procure for the State of lowa
the. right to continue using the Indemnified Items pursuant to this Agreement, Any costs
associated with implementing either of the above alternatives will be borne by Vendor. If
‘Vendor fails to provide one of the foregoing remedies within forty-five (45) days of notice of
the infringement Claim, in addition to any other remedies. available to the State of lowa
-available under this Agreement, at law, or in equity, the State of lowa shall have the .rig"ht, at
its sole option, to terminate this Agreement and/or the applicable Statement of Work and.
‘have Vendor refund to the State of lowa all associated fees, compensation or other amounts
paid by the State of lowa. ' "

15.3. Claims _
‘Vendor’s obligations under this Section 15 (Indemnification) are .not limited to third-party
claims butshall also apply to first-party claims by the State of lowa against Vendor:

15.4. Survival of Duties
Vendor's duties asset forth in this Section 15 shall survive termination of this Agreement and
“shall apply to all acts or omissions taken or made in-connection with the perfOrm_an‘ce of this
Agreement regardless of the date any potential claim is made or discovered by the State or
-any-other Indemnitee, -
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16..

Limitation of Liability
Except as otherwise set forth herein, and only to the extent permitted by and not- prohibited by
applicable laws, rules and regulations: the maximum liabitity. of either Party under this Agreement
shall be five (5) times the Contract Value (Contract Value is defined as the aggregate total
compensation to be paid by the State of lowa to the Vendor under the entire term of the Agreement,
including all renewals and extensions); provided, however, under no circumstances shall the foregoing
limitation apply to any losses, damages, expenses, costs, settlement amounts, legal fees judgments,
actions, claims, or any other liability arising out of or relating to:. _
16.1. Intentiorial torts, criminal acts, fraudulent conduct, intentional or willful misconduct, or the
negligence, or bad faith of Vendor, its officers, directors, employees, agents, subsidiaries,
affiliates, contractors or subcontractors;
16.2. Death, bodily injury, security breaches or unauthorized access affecting State of lowa
Confidential Information {including Personal Data), or damage to real or personal property;

16.3. Any contractual obligations of Vendor pertaining to indemnification; intellectual property;.
liquidated damages; compliance with applicable laws, including but not limited to any laws
related to data secirity and privacy, Personal Data; confidential information; data security or
breach of security, including but not limited. to breach/notification; disastér recovery;
return/migration of data; '

16.4. Any claims arising under provisions of the Agreement calling for indemnification of the State
of lowa or any Indemnitee for third-party claimis against the State of lowa for bodily i injury to
persans or for damage to real or tangible personal property caused by the Vendor's negligence
or willful conduct;

16.5. Corruptionor loss of data/information; loss of tevenue or inabil'it\'; to collect revenue; inability
to process or pay claims or to make any other Ppayments; system downtime or loss of use
{including failureto meet service levels as set forth in Exhibit C).

The limitation on Vendoar’s Iiabi"lity specified in this Section 16 shall not, under any circumstances,
apply to any losses, damages, expenses, costs, settlement amounts, judgments, legal fees, actions,
claims, or any other fiability or other amounts that-may be ¢overéd {or otherwise eligible to be paid
or indemnified) under any insurance: policies, bonds or other coverages held or mai_ntain_ed' by or on
behalf of Vendor. Further, nothing in this Agreement, including Section 186, shall: (i) be construed as.
an admission, assumption or representation by-the State that any limitation on Vendor's liabiiity
specified in Section 16 is enforcea'ble.'ag'ainst. the State under applicable {aw or that the State has the
authority to agree to the. fimitation on Vendor’s liability specified in:Section 16; (i) prevent the State
from challenging the enforceability or validity of this Section 16; or (iii) be construed to waive any
clause regarding the availability orappropriation of funds, sovereign immunity, or any other immunity,
restriction, or limitation on- recovery provided by law to the state or any agency, department or ofﬁual
of the State.
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17.

8.

Insurance

Vendor shall obtain, pay for, and maintain in full force and effect during the Term insurance as set
forth on Exhibit D {Insurance). On written request by the State of lowa, Vendor shall furnish the State
of lowa with reasonable evidence of its then current insurance coverages.

Management and Control; Reporting

18.1.

18.2.

18.3.

18.4.

Vendor Manager

Vendor shall assign a manager (“Vendor Manager”) to manage Vendor’s performance of the
Services. The Vendor Manager shall be responsible for Vendor's day-to-day activities under
this Agreement and for providing the State of lowa reports as provided in Section 18.2
[Reports) or elsewhere in this Agreement. The Vendor Manager shall also serve-as Vendor's’
liaison with the’ State of lowa, assign and schedule Vendor Personnel to perform all of the
Services required by Vendor under this Agreement, and act as Vendor’s initial representative
for dispute resolution. Any change:of the Vendor Manager {other than death, disability or
Vendor Manager’s voluntary departure from Vendor) shall be subject to the State of lowa’s
prior approval, which approval shall not be unreasonably withheld or delayed.

Reports

The Vendor Manager and the State of lowa Manager, as defined in Section 18.4 (State of lowa
Manager), shall communicate at least once every two (2) weeks (the “Status. Report”) about
the work in progress. The communications shall include a conference call or an in person
meeting (the “Status Meeting”} and a report from the appropriate Vendor Personnel
regarding:

a. Overview of the Services occurring and status of Deliverables during the reporting.
period;

b. Issues to be resolved;

[ fssues resolved;

d. Updates on any scheduling and milestones;

e. Any other information that. the State of lowa or Vendor may, from time-to-time,

reasonably request in writing that Vendor or the State of lowa, as the case may be,
may deem-appropriate.

Problem Reporting Omissions

The State of lowa’s receipt. of a report that identifies any problems shall not relieve Vendor of
any obligation under this Agreement or waive any other remedy under this Agreement of at
law or equity that the State of lowa may have. The State of lowa’s failure to identify the extent:
of a problem or discrepancy with Specifications, or the extent of damages incurred as a result
of a problem or discrepancy with Specifications, shall not act as a waiver of performance under
this Agreement.

State of [owa Manager _ )
The State of lowa shall assigh @ manager (“State of towa Manager”) who will be respansible.

for the State-of lowa’s day-to-day activities with respect to such project under this Agreement.

The State of lowa Manager shall serve as the State of lowa’s initial representative for dispute
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18.5.

18.6.

resolution. The State of lowa Manager shall respond to the Vendor Manager’s reports to the
extent that a response is appropriate as determined by the State of lowa Manager. All Services

provided by Vendor hereunder shall be subject to approval by the State of lowa Manager. Any

change of the-State of lowa Manager shall be in the State of lowa’s sole discretion; provided

the State of lowa.shall not_i'fy.'Vend_or in'writing of any change: The State of lowa Manager shail

be the-only individual authorized to approve changes or additional fees or charges under this
Agreement on behalf of the State of lowa, which approval must be'in writing.

Semi Annual Review Meetings _
Vendor and the State of lowa shall, to by the Parties, to review the performance of the
Services, service levels as set.forth in Exhibit C, discuss fee and expense issues, and address.

such other issues as riiay be relevant at the time. The Vendor Manager (and any other Vendor

Personnel who attend} will attend at the sole cost of Vendor.

Alert Reports

The Vendot: shall promptly notifythe State of lowa both'in.writing {i.e., facsimile transmission
or tourier} and by phone on becoming aware of any change orproblem that would negatively
impact completion or performance o'_f the Se'n_;ic‘es' and/dr Deliverables, the progress of tasks
assigned under a Statement of Work, orany schedule in a Statement of Work. Bath the written.
notice and phone notice shall include a detailed description or explanation, respectively, of
the relevant change or problem. The Vendor shall provide the State with additional details
and updates on a frequent basis by secure email regarding the status of any such change or
preblem.

19. General Provisions

19.1.

19,2,

19.3.

Independent Contractors
Vendor is an independent contractor and is ot an agent ar employee of, and has.no authority

1o bind; the State of lowa by contract or otherwise.

Employment Taxes and Benefits: _
Vendor agrees to pay.all necessary employment taxes reguired by law. vendor Personnel will.
not be entitled to receive any vacation or illness payments, or to participate in any plans,
arrangements, or distributions by the-State of lowa pertaining to any pension, insurance or
similar benefits for the State of lowa employees. In addition, Vendor agrees that it will provide
for Workers’ Compensation, unemployment; and all other coverage required under applicable
local, state or federal law. Vendor further agrees that it will- defend {including payment of all
attorneys’ fees) and indemnify the State of Iowa against any claim asserted against the State.
of towa for Vendor’s failure to comply with its abligations under this paragraph.

Assignment

Vendor may not assign, transfer or delegate it rights: or obligations under this Agreement
without the prior written consent of the State of lowa. The State of lowa reserves the right to
assign its rights and obligations hereunder,. as it deems appropriate. All the terms and
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provisions of this Agreement will be binding upon and inure to the benefit of the Parties, their
successors, assigns and legal representatives.

19.4. Compliance with lowa Code Chapter 8F
if this Agreement is subject to the provisions of lowa Cade chapter 8F, then the Vendor shall
comply with lowa Code chapter 8F with respect to any subcontracts it enters into pursuant to
this -Agreement. The Vendor shall provide the: State of lowa with any compliance
documentation, including but not fimited to certifications, received from subcontractors by
the Vendor.

19.5, Force Majeure
If either Party cannot perform any of its'obligations because of any act of God, court order,
war, or any other similar cause not within the Party’s reasonable control and coutd not.be
avoided through the exercise of reasonable care and diligence (a “Force Majeure Event”),
then the non-performing Party will: (a) immediately notify the other Party; (b) take reasonable
stepsto resume performance as soon as possible; and (c) not be considered in breach during
the duration of the Force Majeure Event. In the event a Force Majeure Event continues for a
period of five (5} business days, the State of lowa may terminate this Agreement by providing
written notice to Vendor. In the event Vendor's.performance heretinder-is the subject of any
Force Majeure Event, the fées to be paid by the State of lowa shall be equitably adjusted to
reflect the period of non-performance. Notwuthstandmg the foregoing, a Force Majeure Event'
will not relieve Vendor of its obligations under Sections 7 (Support Services),
(Confidentiality), 13 {Security), and 14 (Disaster Recovery) or any service levels as set f_orth in
Exhibit C. A Force Majeure Event does not include: financial difficulties of the Vendor or any
parent, subsidiary, affiliated or associated company of the Vendor or any subcontractor used
by the Vendor; claims or court orders that restrict Vendor's ability to provide goods and
services contemplated by this Agreement; strikes; supply chain disruptions; labor unrest;
Internet. outages; viruses; Trojan Horsés; worms; cancelbots; denial of service attacks;
hacking; intrusions; security breaches {including but not limited to any Breach of Security as
defined in lowa Code Chapter 715C, and any ‘other breach of security as defined by any
applicable law, rule, orregulation)); or any other similar item, malicious code or action that
might interfere with or ‘adversely affect the Services. If delay results from. Vendor's.
contractor's, subcontractor’s or supplier's conduct, negligence or failure to perform, the
Vendor shall ot be excused from compliance with the terms and obligations of the Vendor
unless the subcontractor or supplier is prevented from timely performance bya Force Majeure
Event as defined in this Agreemient.

19.6. Governing Law; Venue
This. Agreement shall be governed in all respects by, and construed in accordance with, the
laws of the State of lowa, without giving effect to the choice of law principles thereof. Any.and
all litigation or actions commenced in connection with this Agreement, including after
expiration or termination of this Agreement, shall be brought in Des Moines, lowa,. in Polk
County District Court for'the State of lowa, if jurisdiction is proper: However; if jurisdiction is
not proper in the lowa District Court for Polk County, but is proper only in a United States
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District Court; the matter shall be commenced in the United States District Court for the
Southern District of lowa, Central Division. Vendor irrevocably: (a) consents and agrees that
any legal-or equitable action or proceeding-arising under, ‘in connectien with or arising out of
this Agreement shall be brought and malntalned exclusively in the aforesaid courts; (b}
‘submits to and accepts, with respect to any such action or proceeding, for it and in respect of
its properties and assets regardless of the physical or legal situs- thereof, generally and
unconditionally, the jurisdiction of the aforesaid.courts; and (c) waives any ebjection to such
jurisdiction based on forum non conveniens or otherwise,

19.7. Sovereign Immunity

Nothing in this Agreement shall be construed as waiving any immunity to suit or liahility, in
staté or federal court, which may be available to the State of lowa, including sovereign
immunity, governmental immunity, immunity based on the Eleventh Amendment to the
Constitution of the. United States or otherwise. The State of lowa specifically retains and
reserves the defense of sovereign immunity and all deferises availablé to it under State of lowa
and federal laws, rules and regulations for any claim. arising out of or related to this
Agreement. '

19.8. Waivers
_Ali waivers hereunder must be made in writing by a duly authorized represeniative of the:
Party against whom the waiver is to operate, and failure at any time to require-the other
Party’s. performance of any obligation under this Agreement shall not affect the right
subsequently to require performance of that obligation. Any waiver, in whkicle of in part, of
any provision of this Agreement will nat be considered to be a waiver of any other provision.

19,9, Severabhility _ _
If any term of this Agreement is found to be unenforceable or invalid for any reason, all other
terms will remain in full force-and effect.

19:10. Construction

All headings used in this Agreement are for reference purposes only and are not, part of this
Agreement. All personal pronouns used herein, whether used in the feminhine, masculinie, of
neuter gender, shall-include all other genders, and the singular shall include the plural and
vice versa. Unless otherwise expressly stated, the words “herein,” “hereof,” and “hereunder”
and other words of similar import refer to this Agreement as a whole-and not to any particular
Section, Subsection or othersubpart. The words “include,” “includes,” “included,” “including,”
“without limitation,” or the phrase “e.g:” shall not be construed as terms of limitation and
shall, in-all instances, be interpreted as-meaning “including, but not limited to,”

19,11, Exhibits, Statement(s)-of Work and Addenda
All Exhibits, Staterent(s} of Work and Addenda that are referenced herein and appended
hereto, or are signed by the Parties on or after the date of this Agreement, are hereby
incorporated by reference. The following Exhibits are attached hereto and incorporated
herein:
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s  Exhibit A Services; Fees;

e Exhibit B ‘Statements of Wark;
e ExhibitC ‘Services Levels;

o  ExhibitD Insurance;

19.12.. RFP.and Véndor's Proposal

The State of lowa's Request for Proposal #RFP1419282117(“RFP”) and Vendor’s propesal in
resporise to the RFP {“Praopasal”), together with any clarifications, attachments, appendices,
or amendments to the RFP and Proposal are. incorporated into this Agreement by this
reference as. if fully set forth in this Agreement; pravided, however, that none of Vendor's
exceptions, objections or proposed modifications respecting the RFP.or any ferms associated
therewith (collectively “Vendor Exceptions”} shall be incorporated into this Agreéement uriless
expressly set forth herein. The terms and conditions of the RFP and of the-Proposal are made:
contractual obligations of Vendor, except that any Vendor Exceptions shall not be-deemed to
limit, modify or otherwise affect any of the contractual obligations of Vendor or the State of
lowa hereunder, unless expressly statéd herein. In the case of any inconsistency or conflict
between the specific provisions of this document, the RFP or the Proposal, any inconsistency
or conflict shall be resolved as follows: first, by giving preference to the specific provisiens of
this document and any schedules, exhibits-or other attachments; second, by giving preference
to the specific provisions of the RFP;-and third, by giving preference to the specific provisions
of the Proposal {excluding any Vendor Exceptions that are not expressly made a part of this
Agreement). The references to the parties’ obligations, which are contained in this.document,
are intended to change, modify, supplement or clarify the-obligations as stated in'the RFP and
the Proposal. The failure of the parties to make reference to the terms of the RFP or Proposal
‘in‘this document shall hot be construed as creating a conflict and will not relieve Vendor of
the contractual obligations impased by the terms of the RFP and the Proposal. Terms offered
or stated in‘the Proposal, which exceed the requifements of the RFP, shall not be construed
as creating an inconsistency or conflict with the RFP or this document. Notwithstanding
anything herein to the contrary, the State shall have only those obligations that are expressly
stated in this'document, and the Proposal does not create any express or implied obligations:
of the State.

19.13, Entire Agreement

This Agreement, as to its subject matter, exclusively and completely states the rights, duties
‘and obligations of the Parties and supersedes all prior and contemporangous representations,
letters, proposals; discussions and understandings by or between the Parties. This Agreement
may only be amended in & writing:signed by both Parties. In particular, no shrink-wrap, click-
wrap, browse_r—.wraﬁp, privacy -p_olities, online terms or other terms and conditions. or
agreements (“Additional Terms”) provided with or related to any Services, Deliverables,
products, documentation, or software hereunder shall be binding on the State of lowa, even
if use of such items requires an affirmative “acceptance” of those Additional Terms before
:access or use is permitted. All Additional Terms shall be of no force or effect and shall be
deemed rejectéd by'the State of lowa in their entirety.
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19.14. Conflict of Interest

The Vendor represents, warrants, arid covenants that no relationship exists or will exist during:
the Agreement period between the Vendor and the State of lowa thatis a conflict of interest.
No empldyee, officer or agent of the Vendor or subcontracter shall participate‘in the selection
or in the award or administration of a subcontract if a conflict of interest, real or apparent,
exists. The pravisions of lowa Code Chapter 68B shall apply to this Agreement. If a conflict of
interest is proven to the State of lowa, the State of lowa may terminate this Agreement and
the Vendor shall be liable for-any excess casts to the State of lowa as a-result of the conflict of
interest. The Vendor shall establish safeguards to prevent employees, consultants, or
merbers of governing bodies from using their positions for purposes that are, or give the
appearance of being, motivated by the desire for private gain for themselves or others with
whom they have family, business, or other ties, The Vendor shall report any potential, real, or
apparent._conﬂlct of interest to the State of lowa.

19.15. Notices

All notices under this Agreement will be in writing and will be deemed to have been duly given
if delivered personally or by-an internationally recognized courier service or, if between Parties
located in the United States, mailed by U.S. registered or certified mail, return receipt
requested, postage prepaid, to the Parties at the addresses set forth herein. All notices under
this Agreement that are addressed as provided in this Section'19.14 {Notices), (a) if delivered
personally or by a nationally recognized courier service, will be deemed given upon delivery,
or (b} if delivered by mail in the manner described above, will be deemed giverron the relevant
Party’s receipt of the notice. All notices shall be sent by certified mail or by personal delivery,
to the fn_llq.wing-saddresses:

If to Vendor:
Luke Buikema
4005 NW Expressway
Suite 610
_Oklahoma City, OK 73116

If to the State of lowa:
Marie Harms
1112 E Grand Ave
Des Moines, 1A 50319

Either Party may change its address.or designee for notification purposes by giving riotice to
the other ofthe new address or designee and the date upon which such change will become
effective.

19.16. Agreement Drafted By All Parties
This Agreement is the result of arm’s length negotiations between the Parties and shall be
construed to have been drafted byall Parties such that any amblgumes in this ‘Agreement-shall
not be construed against either Party.
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19.17,

19.18.

Counterparts

This {\greement may be:execyted i ohgor mare. counterparts, each of which shall be deered
at: orlginai arid wili become effective and: hmdlhg upon the Partiesas-of the Effective Date at
such time as:ail the signatories hereto have signied caupterpart ofthis Agreément.

Electronic Signatures and Eacs?milés Binding

This Agreirhent. and associated Statemient(s) of- Work and related documents. may be
accepted in electronic form (e.g., by an elactronic or digital signature or. other means of
demonstrating assent) and Vendor'sacceptdnce will be deemed binding betiveen the Partles.
Vendor acknowledges and agrees: It will not contest the vahdlty or enforceability-of this
Agreement and associated Statement(s) of Workand related documents, including undeér any:
applicable statute of frauds, because they were’ accepted and/or sigried in electronic form,
Vendor further acknowledges. and agrees: that [Ewill not coritest the: validity or- anforeeablllty-
of a signed facsimiie copy of this Agreament and associated: Statement{s Y-of Wark and related
docufnerits on the basis that it'lacks an: original handwritten:signature. Facsimile signatures
shall be considered valid-signatures as-of the date hereof. Computer maintained records of &
Party when produced in hard. copy form shall constitute business. records aiid shali have the
same validity as any other generally recognized businéss récords.

IN WITNESS WHEREOF, the Parties have caused-their respective duly authorized représentatives to execute
this-Soffwareas a:Sgrvice Agreerent, which'is effective a5 ofthe Effective Date.

STATE OF IDWA, acting by and through the WhoFi
Department of Education {"Vendor")

{“State of Im “State”)
By U&/ﬂ/ M ‘By:.

Namae:

Title:

(/[f\c\—{’( S(‘@‘f‘(’ Name:, LVKE. ﬁm K’C_M 7

Shale brorian e _Co-Founder
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EXHIBIT A—SERVICES; FEES

This Exhibit A {Services; Fees) is-a part of and incorporated into. the Software As A Service Agreement and
Professional Services {“Agreement”} between the State of lowa, acting by and through the Department of
Education (“State of lowa” or “State”), and 1030, LLC dba WhoFi, a limited [fability company {“Vendor”), dated
August 26, 2019. Uniess otherwise specifically defined in this Exhihit A, all capitalized terms used herein shall
have the meanings ascribed to them underthe Agreement.

1. Services other than Application Services
1.1.  Maintenance o system.
1.2.  Support to end users.
1.3.  Training and documentation.
2 Application Services
2.1.  Theterm "Application Services” shall mean access to and use of-the foliowing Vendor-hosted

system software and services {please describe):

2.1.%, The detection agent that runs locally on the library public-wifi network

2.1.2. Online analytics account.

2.1.3. Application Service Fees prior to Go-live

The Parties agree that the State.shall not be charged or responsible for the payment
.of any fees for the Application Services until after Go Live; provided, however, as set
forth in Section 8.1.1 of the Agreement, if it is necessary for the State of lowa or its
Authorized Contractors to receive, hold, possess, and/or own either all or a portion of
the licenses granted pursuant to Section 4.2 of the A_gre_e_ment'f.o'r any reason priorto
Go Live, Vendor shall grant the State of lowa and its Authorized Contractors: the
necessary license during any such period at no charge to the State.
21.4; Subscription Fees after Go-Live

License 12 Month Library License — Single Location | $170.00 336 $57,120
Serving Populations under 2,500

License 12 Month Library License - Single Location 5270 119 $32,130
Serving Populaticns 2,501-7,500

License 12 Month Library License ~ Single Location $450 51 $22,950
‘Serving Populations 7,501-15,000

License 12 Month Library License ~ Single Location $550 38 520,900
Serving Populations over 15,000

Data Storage 3years 50 1 50
Totah '$133,100
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EXHIBIT B—STATEMENT OF WORK

This Statement of Work; effective as of the last signature date sét forth below (“SOW Effective Date”), isa

‘part of and incorporated into the Software As A Service and Professional Services Agreement ("Agreement”)
between the State of lowa, acting by and through the Department of Education (“State of lowa” or “State”),

and 1030, LLC dba WhoFi, a limited liability company (“Vendor”}, dated August 26, 2019. Capitalized terms
not definedin this Statement of Work are as defined in the Agreement.

L.

Contacts
‘Vendor Representative: Luke Buikefma.
Address: 4005 NW-Expressway
Suite 610
‘Oklahoma City, OK 73116
Telephone number: . 405-415-0434
Email address: _luke.buikema@whofi.com

State of lowa Representative: _Marie Harims

Address: 1112 E Grand Ave .
Teléphone number: 515-281-3464

Email address: marie.harms@icwa.gov
Start Date

Upon execution of the Agreement: ‘August 26, 2019

Description of Services and Deliverables
Provide ' Wireless Session counts for the public libraries in the State of lowa.

Implementation

¢ WhoFi and the State Library of lowa will divide the 544 locations.into three implementation groups.

s The State: Library will .send out an initial communication to all of the public library directors
announcing the initiative, |

‘# One week [ater the State Library would send.out an additional communication that would include

the training material provided by WhoFi.

= The following week WhoFi will send out an account activation email to the first-activation group.
This email will contain a link that will provide WhoFi with some:basic information about the location
and also a place for the contact to schedule an activation call.

+ WhoFi will have support representatives available to walk the location contacts through the
activation process over the phone should that be needed.

s WhoFi will prowde the State Library cohtact an update on the account activations weekly
throughout the process

Documentation

‘Vendor shall provide all documents and information required for the State and its Personnel to make

use of the solution, and the deliverables and services.
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11,

Training

6.1 Reports and Dashboards
Vendor shall provide sufficient training and current instructions to -permit State staff to
uriderstand, interpret, and effectively navigate dashboards and reports.

State Responsibilities:
7.1 The State shall commit staff and resources necessary for successful execution of the
Agreement.

7.2 TheState shall make IT staff and resources available to discuss and provide the necessary data
fields required for the Services under the Agreement, to perform testing, and to define
delivery protocols for data feeds.

7.3 The. State shall determine, define, and execute communication and reporting protocols
related to the Agreement.

7.4 The State shall identify -appl'icable training requirenients.

Industry Standards

Vendor shall perform all Services in a professional, warkmanlike, and timely manner in accordance:
with the terms and conditions of this Agreement and applicable professional standards:for similar
tasks and projects. In the absence of a detailed specification forthe performance of any portion of this-
Agreement, the parties.mutually agree the applicable specification shall be the generally accepted
industry standard.

Personnel to Perform the Services

As part-of the consideration for this Agreement, State is relying upon the peisonal skills of the key
individuals identified in the Vendor's proposal to perform the services described in the scope of work.
Except in the event of disability, iliness, grave personal circumstances, or separation from service, the.
Vendor must receive the State's written approval prior to making any substitutions of key personnel
who are identified herein as such by the Vendor during the term of this Agreement or any extensions-
thereof,

Cooperation

The-State shall ¢ooperate with the Vendor in the Vendor's performance of its services hereunder,
including, without limitation, providing Vendor with reasonable facilities and timely access to data;
information:and state Personnel. The State shall be responsible for the performance of its personnel
and agents-and for the accuracy and completeness of all data and information provided by the State.

Performance Measures

11.1  Vendorcompletes implementation according to.timeline outlined inimplementation schedule
and shall be liable to the State in the following amount for failing to fulfill this requirement:
2 Amount at risk — 5% of 1st year annual fee.

11.2  Vendor has no occurrence of unauthorized release of or-access to Personal Information, and
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'shallxbe liable to the State in the following a"t.nouqt;for failing to falfill this requirement:
e Amount at risk ~ 5% of fee for the Term in‘which the-breach(s) occiir plus payment in
accordance with the ferms:of the Agreement.

113 - Vendor mustmeet ail servieé_‘teve‘(:reQpii:ements in Exhibit. Cand shall be liable to the:State in
the-followlng amount for failing:to fulfill this reqpirement;
& Amount at risk — defined In:Exhibit C;

IN.WITNESS WHEREOF, the Parties have caused 'the_:___i__l‘.i:.egngatiye duly authorized representatives to exscute
this Statemierit of Work, which is effactive asof the SOW Effective Date.

STATE OF {OWA, acting by and through the WhoFi
Department of Educition {“Vendar”)
{ '*'Staﬁta'qf.i(?wa”'or “State”)

v Nhdalbdl  w Db B
vme: _Nichael Scotl  womes _LuKe Buikems
Title: 5+3 J‘ﬁ I/('l?l”filr’faﬁ » Title: CO - F f’ tfa-'i f/"
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EXHIBIT C—SERVICE LEVELS

This Exhibit describes the performance standards and service levelsto be achieved by Vendor in providing the
Services:

1.

Definitions |
Except as p__ro_\éid_ed in this Exhibit, capitalized terms shall have the meanings set forth in the
Agreement. The following terms, when used in this Exhibit, shall have the following meanings:

“Available” means the Servicesshall: (a) be available for access and use over the Internet by State of
lowa, Government Entities, State Users,-and Users; and {b) provide the functionality required under
the Agreement and.applicable Statement(s) of Work.

“Critical Hours” means to 9:00 a.m. to-5:00 p.m, Monday through Friday..

“Server’ shall mean the'server(s_) on which the Services will be hosted.

General Hosting Obligations B _
In addition to the other.obligations set forth in the Agreement and this Exhibit, Vendor shall do the

following:

a. Operate the Services on a Server owned .and maintained by Vendor..

b. Allow access 1o the Services over the Interiiet and provide secure and confidential storage of
all information transmitted to and from the Services.

c. Supply hardware, security protocols, software and communications support structure to
facilitate connection to the Internet in accordance with the requirements set forth herein.

d. Maintain a back-up server, at a geographically. different site (e.g., different flood plain and
power grid) from where the Server is located, to ensure continuous service in the event of
disaster.

e. Review security notificafionis and alerts relevant to the hosting platform (e.g., Vendor

notifications of bugs, attacks, patches), and apply any compensating controls and remedial
-measures to maintain the highest level of defense.

f. Vendor shall utilize state-of-the-art and up-to-date anti-virus and anti-malware software, and
properly configured intrusion prevention systems and firewall protection devices'in order to
secure State of owa Confidential Information from unauthorized access by third parties.

Service Monitoring & Managemient
Vendor will perform continugus monitoring and management of the Services to optimize availability
of Services. Included within the scope of this.section is the proactive monitoring of the Server and ali

service components of Vendor’s firewall for trouble on a 7 day by 24 hour basis, and the expedient

restoration of components when failures occur within the time period set forth in Section 8 {Service
Qutages) of this Exhibit. Véndor shall maintain redundancy in all key components such that service
outages are less likely to occur due to individual component faflures.

Vendor will monitor “heartbeat” signals of all servers, routers and leased lines, and HTTP availability

'of the Server, by proactive probing at 5-minute fritervals 24 hours & day using ah automated tool. If &
facility does not respond to a ping-fike stimulus, it shall be immediately.checked again. When Vendor
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receives a “down” signal, or otherwise has knowledge of a failure in the Server or the application
software and/or hardware, Vendor personnel will:

a.
b.

Confirm (or disconfirm) the outage by a direct check of the facility;

If confirmed, take such action as may restore the service in one hour or less, or, if determined
to be a telephone company problem, open a trouble ticket with the telephone company
carrier;

Notify the State of lowa Manager by telephone, email, or pager according to mutually agreed
upon procedures that an outage has occurred, providing such details as may be available,
including the Vendor trouble ticket number, if applicable, and time of outage.

Work through the problems until resolution, escalating to appropriate management or to
engineering as required;

Notify the State of lowa of final resolution, along with any pertinent findings or action taken,
and request concurrence by the State of lowa prior to closing the applicable trouble ticket.

4. Backups
Vendor shall provide for both the regular back-up of standard file systems relating to the Server and
Services, and the timely restoral of such data on request by the State of lowa due to a site failure. In
particular, Vendor shall:

a. Perform weekly full back-ups;

b. Perform daily incremental back-ups;

C. Send back-up media to secured, off-site storage facilities with a thirty (30) day rotation of
media;

d. Retain one back-up tape per month for one year;

e. Fulfill restoral requests as directed by the State of lowa due to site failures. Such restoral will
be performed within the interval of twelve 7 days depending on the urgency of the request,
and the agreed upon location of the desired backup media; and

f. If the Server or hosting location is expected to be down for more than 48 hours, Vendor shall
immediately transfer appropriate back-up data and re-establish all hosting operations in an
appropriately functioning secondary server or location. Such secondary server and/or location
shall be subject to the State of lowa’s approval and consent, which shall not be unreasonably
withheld.

5. Service Levels
5.1 Support Request Service Levels

5.1.1 Vendor shall Respond to and Resolve Support Requests as set forth below.
5.1.1.1 Support Requests
The State of lowa shall classify its requests for Error Corrections consistent
with the descriptions below. Each such request shall be referred to herein as
a “Support Request.” The State of lowa shall notify Vendor of Support
Requests via a Vendor-specified email address, which s
“support@whofi.com.” All requests that are identified as “Urgent” by the
State of lowa must include the text “[Urgent]” in the subject line of the
support request email message sent to the Vendor at “support@whofi.com.
All Vendor technical support personnel providing telephone support must do
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$0 in a manner-such that the communication does not diminish the State of
lowa’s ability to effectively utilize the Applicatjon Services or negatively
impact the satisfaction of the users with the Application Services. Such
impacts could arise from technology Issues such as delays or jitter in
telecommunication lines, or the failure of the Vendor technical support
personnel to provide ' support in standard Americ_‘an English  with
understandable accents or otherwise demonstrate sufficient language skills
as reasonably determined by the State of lowa.

Urgent fssue affecting entire system;
= |ssue affecting single crititai-'producfidn-_fu_nction;

= System downor operating in materially degraded state;

~  Potential services to Users affected;

* Data security or integrity at risk;

= Material financial impact;

= Declared a Critical Support Request by the State of lowa CIO or designee;

-and/or
*  Widespréad access.interruptions.
Normal = System is operating with minor issues that can be addressed with a work
around;

= Request for assistance, information, or services that are routine in nature.

5.1.1.2 Suppoit Response Time Service Level
“Response Time” shall be measured from the time when Vendor receives the
Support Request until the time Vendor has. Responded ‘to the Support
‘Request. “Respond”:means that Vendor has engaged on the Support Request;
is working continuously to diagnose the corresponding Errors, formulate a
plan to address any such Errors, and execute that plan; and has notified the
State of lowa user originating the Support Request that such support has
‘begun, in the manner requested by the user originating the Support Request
e-mail or, if a specific means of communication is not réquested, using direct
interactive {person to person) method of communication to achieve contact

with:such user (e.g., no email or automated voicemail).

Urgent 100% {Same business day for | 1% of monthly Application Service fees for the
requests received before initial service level failure-and .5% of monthly
3:00 PM.CST) Application Service fees for each additional one

business day increment that begins after the
initial service level failure
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Normal 100% {Two business days for | 1% of monthly Application Service fees for the

requests received 3:00 PM initial service level failure and .5% of monthly
CsT) Application Service fees for each additional two

busiriess day increments that begins after the
initial service level failure

5.1.1.3 Resolution Time Service Level
Resolution time shall be measured from the time when Vendor receives the
Support Request until the time Vendor has resolved the Support: Reguest.
“Resolve” means that, as to Errors, Vendor has provided the State of lowa the.
corresponding Error Cortection and the State of fowa has canfirmed such
Error Correction.

Urgent 100% 7 Bus:ness Days 3% of monthly fees for the initial service level
failure and 1.5% of monthly fees for first
additional seven (7) business day increments
that begins after the initial service level failure
and doubling for each additional (7) seven
business days

Normal 100% 30 Days 3% of monthly fees for the initial service level
failure and 1.5% of manthly fees for each
additional thirty (30) day increment that begins'
‘after the initial service Jevel failure

5.1.1.4 Escalation
With respect to any Critical Support Request, until Resolved, Vendor shall
escalate that Support Request within sixty {60) minutes of Receipt to the
appropriate Vendor support personnel {as designated by Vendor), including,
as.applicable, Vendor's SVP of Client Operations.

5.2 Availability Service Level
The Application Services shall be Available for the percentage of the time each month of the.

Term of the Agreement as set forth below.

5.2.1  Availability during Critical Hours

i : ‘Service Level Metric e i ‘- Service Level Credits.

At a minimum, 99.9% Availability for the Appllcatlon In the event 99.9% Availability durmg
Services in each calendar month of the term of the | Critical Hours-for the Application Services is
Agreement during Critical Hours. not:achieved, but at least 98.0% Availability
for the Application Services during Critical
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“Availability” means the number-of ours the
Application Services {only referring to the WhoFi
application and not the WhoFi marketing website) are
Available For Use during Critical Hours in-a given.
calendar month expressed as a percentage of Critical
Hours during a calendar month {i.e., Avaitability % =
{(Numiber of Critical Hours — Downtime during Critical
Hours)/{Number.of Critical Hours)) x 100%}.
“Downtime” means the aggregate duration of Outages
for the Application Services during the applicable
Scheduled Uptime during a calendar month..

“Qutage” means any time during which the Application
Services (only referring to the WhoFi application and
not the WhoFi marketing website), is not Available For
Use during a calendar month, measured from the’
earliest point in time that such Outage is or reasonably
should be detected by Vendor, butin any eventno
later than the time the Outage actually occurred. An
Qutage is-an Error. An Outage also constitutes a Critical
Support Request.

“Scheduled Downtime" shall have the meaning
ascribed to it.in Section 8.1 of this Exhibit.

“Unscheduled Downtime”. shall mean an Outage that is
not Schedule Downtime.

“Scheduled Uptime” shall mean any fime duringa
Calendar month that is not Scheduled Downtime.,

“Available For Use” shall mean the ability.of the
Application Services to be utilized or accessed as-
contemplated under the Agreement(s), including
conformance to the Specifications, and without
material degradation of performance, but excluding
Scheduled Downtime.

Hours is achieved, thenthe credits shall be
incurred as follows:

1% of monthly Application Services fees for
the first month,

1.5% of monthly Application Services fees
for the second consecutive month, and

2% of monthly Application Services fees for

the third consecutive month and each
consecutive month thereafter.

In the event at least 98% Availability for the
Apglication Services during Critical Hours is
not achieved, but at least 95.0% Availability
during Critical Hours for the Application
Services is achieved then the credits shall
be incurred as follows:

2% of monthly Application Services fees for
thefirst month,

2.5% of monthly Application Services fees
for the second consecutive month, and

3% of monthly Application Services fees for
the third.consecutive month and each
consecutive month thereafter.

In the event at least 95% Availability during
Critical Hours for the Application Services is

‘not achieved, then the credits shall be

incurred as follows:.

4% of monthly Application Services fees for
the first month, and

4.5% of monthly Application Services fees
for the second consecutive month,

5% of monthly Application Services fees for
the third consecutive month and-each
consecutive month thereafter:
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'5.2.2  Availability during non-Critical Hours

‘Service Level Metr;c

. ‘Service Level Credits

_At a minimum, 97% Availability for the Appllcatlon
Services in each calendar month of the term of the
Agreement.

“Downtime,” “Ottage,” “Unscheduled Dowiritime,”
“Scheduled Downtime” “Scheduled Uptime” and
“Available For Use” shall each of the meaning defined
above.

“Availability”, for purposes of this paragraph 5.2.2,
means the actual number of hours the Application
Sefvices (only referring to the WhoFi application and
not the WhoFi marketing website) are Available For
Use during Scheduled Uptime in a given calendar
month expressed as a percentage of Stheduled Uptime
during a calendar month {i.e., Availability % = ((Number
of hours the Application Services are actually Available
For Use during Scheduled Uptime - Downtime during
Scheduled Uptime)/(Number of hours the Application
Setvices are actually Available For Use during
Scheduled Uptime)) x 100%).

In the event 97% Availability forthe

Appllcatlon.Serulces is not achieved, but at.
least 80% Availability for the Application
Services’is achieved, then the credits shall
beincurred as follows: _

4% of monthly Application Services fees for
the first month, and

4.5% of monthly Application Services fees
for the second consecutive month, and

5% of monthly Application Services fees for
the third consecutive:-month and each
consecutive month thereafter.

in the event at least 90% Availability for the
Application Services is not achieved, then
the credits shall be incurred as follows:

5% of monthly Application Services fees for
the first month, and

'5.5% of monthly Application Services fees

for the second consecutive month, and

6% of monthly Application Services fees for
the third consecutive month and.each
consecutive month thereafter,

5.3

Termination for Chronic Service Level Failures.

6,

6.1

In addition to its termination rights under the Agreement, the State of lowa may, in its sole
discretion, terminate the Agreement without further obligation to Vendor in the everit Vendor
fails to achieve any of the required Service Levels for {a) three (3} months consecutively, or (b}
any three (3) months during a consecutive six (6) month period.

Service Outages

Scheduled

Vendor shall notify the State of lowa of scheduled outages at least twenty-four (24} hours in
advance, and such outages shall last no longer than one hour. Such outages shall last nolonger
than 8 hours.- Such outages shall be scheduled diring Non-Critical Times (“Scheduled
Downtime”). Vendor-may request extensions of scheduled down time above one (1) hour and

such approval by the State. of lowa, which may not be unfeasonably withheld or delayed.

Unscheduled outages (such as the kind described in Section 9 of this Exhibit below) are not’

‘excluded from the: Availability service levels set forth above.(i.e., an Unscheduled outage,.

except due to the actionsof the State of lowa and its agents, shall not relieve Vendor of its

-obligation to achieve the service levels set forth herein).
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7. Security Breaches
In the event of an attack or threatened or suspected breach of security against the Services and/or
Server, Vendor will take whatever reasonable steps that are.necessary to halt such action, including
taking the Services down. Down time due to external attacks shall not count against Availability
requirement set forth above. Vendor will immediately contact the person designated by the State of
iowa to discuss what measure to take. However, if time is critical, action may be required before the
contact can be reached. Vendor’s actions will include, as appropriate:

Confir the threat;

Deny-access from the source of the attack;

fnvestigate the extent of the damage, if any;

Back-up the affected systems and those suspected to be affected;

Strengthen defenses everywhere; not just the suspected path that the attacker used;

Contact the ISP where the threat or attack originated and/or law enforcement to work with

Vendor’s security team; and

g Re-instate the denial of access after a set time period, but continue to monitor traffic from
that source until risk of further attacks is deemed to be minimized.

meop Ty
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EXHIBIT D—INSURANCE

1. Insurance Requirements

Vendor shall, at its sole expense, maintain in full force and effect, with insurarice companies
admitted to do business in the State of lowa, insurance covering. its work of the type and in
amounts required by this Exhibit. Vendor’s.insurance shall, among othér things, insure-against any’
loss or damage resulting from or related to Vendor's performance of the Agreement regardless
of the date the claim is filed or expiration of the policy. All insurance policies required by this
Exhibit.shall: {a) remain in full force and effect for the entire Term of the Agreement; and (b} not
be reduced, changed (to the detriment of the State of lowa or any Governmental Entities}), or
canceled (without being simultaneously replaced by another policy meeting the requirements of
this Exhibit). The State of lowa shall be named as additional insureds on all such:policies, and all
such policies shall include the following endorsement:-“It is-hereby agreed and understood. that
the State of lowa is named as additional insured, and that the coverage afforded to the State of
lowa under this pélicy shall be primary insurarice. If the State of lowa has otherinsurance that is'
applicabie to a loss, such other insurance shall be on an excess, secondary or-contingent basis.
The amount of the insurer’s liability under this policy shall not be reduced by the existence of such
other insurance” Notwithstanding the foregoing, the requirement that the State of lowa he
named as -additional insureds on all policies of insurance shall not apply to Vendor’'s Workers
Compensation Insurance. The State of lowa will ‘accept a combined Technology Errors and
Omissiens and Cyber Liability policy or a separate Technology errors and Omissions and separate
Cyber Liahility policy, Such insurance shall, {a} coverthe liability of Vendor by reason of any actual
or alleged error, omission, negligent act or wrongful act of Vendor committed in rendering or
failing to render any products or services, and shall specifically include coverage for liabilities
caused by a security breach, breach of privacy or a breach of privacy regulations, including but
not limited.to unauthorized disclosure of information, unauthorized access, or failureto protect
a network security breach; liabilities resulting. from the unauthorized release, transmission or
publication of private or technical information in your possession under the scope of the
Agreement;: {b) including the indemnification of the State of lowa for any costs-and expenses,
including the State of lowa’s notification expenses, incurred by the State of lowa arising out of a
security breach, privacy breach or breach of privacy regulations; with an occurrence or per claim
limit and annual aggregate limit of not less than $15,000,000 each claim/$15,000,000 annual
aggregate; and (c) if uriderwritten.on a claims made insuring agreement, be maintained for a
period of not less than two (2) years after the expiration of the Agréement. In the event Vendor
fails to secure and continuously maintain the insurance coverage required under this Exhibit; the
‘State of lowa may charge Vendor, and Vendor shall pay the State of lowa, (a) the State of lowa’s
actual expenses incurred in purchasing similar protection and (b) thé value or amount of any
claims, actions, damages, liabilities; costs, and expenses paid by the State of lowa which would
not Have been paid by the State of lowa if Vendor had complied with the requirements of this
Exhibit.

2. Insurarice Policies
Unless otherwise requested by the State of lowa, Vendor shall cause to be issued insurance

policies with the coverages set forth below:
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Type of Insurance Limit Amount

General Liability {including contractual General Aggregate 52 million
fiability} written on an-gccurrence basis Products =
Comp/Op Aggregate $2 million
Personal injury $1 million
Each Qccurrence $1 million
Excess Liability, umbrella form Each Qceurrence $10 million
Aggregate $10 million
Technology Errors and Omissions Insurance.  Each Occurrence S5 million
Aggregate. 55 million
Workers Compensation and Employer As Required.by lowa law $2 million
Liability
Cyber Liability / Network Security Each Occurrence’ $5 million
Aggregate '$5 million

Claims Pravision

All insurance policies required by this Exhibit, with the: exception of the policy for Errors and
Omissions Insurance, must provide coverage on an “occurrence basis” for all claims arising from
activities occurring during the term of the policy regardless of the date the claim is filed or
expiration of the policy. The policy for Errors.and Omissions Insurance will provide coverage on a
“claims made™ basis, provided however; that such policy includes extended reporting period .or
tail coverage acceptable to the State of lowa.

Certificates of Coverage

At the time of execution of the Agreement, Vendor shall deliver to the State of Jowa certificates
of insurance certifying the types and the amounts of coverage, certifyirig that said insurance is in
force hefore the Vendor starts work, ceftifying that said insurance applies to, among-other things,
the work, activities, products and liability of the Vendor related to the Agreement, certifying that
the State of lowa is named as an additional insured on the policies of insurance by endorsement
as required herein, and certifying that no cancellation or modification of the insurance will be
made without at least thirty (30) days prior written notice to the State of lowa. All certificates of
insurance shall be subject to approval by the State of lowa. The Vendor shall simultaneousiy with
the delivery of the certificates deliver to the State of lowa one duplicate original of each insurance
policy.

Liability of Vendor

‘Acceptance of the insuranice certificates by the State of lowa shall not act to relieve Vendor of any
‘obligation under this Agreement. It shall be the responsibility of Vendor to keep the respective
insurance policies and. coverages current and in force during the life of this Agreement. Vendor
shall be responsible for-all premiums, deductibles and for any inadequacy, absence or limitation
of coverage, and the Vendor shall have no claim or other recourse against the State of lowa for
any costs or loss attributable to any of the foregomg, all of ‘which-shall be borne solely by the
vendor. Notwithstanding any other provision of the Agreement, Vendor shall-be fully responsible
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and liable for meeting and fulfifling all of its obligations under this Exhibit .and Section 17
(Insurance) of the Agreement.

6. Waiver of Subrogation Rights
Vendor shall obtain a waiverof any subrogation rights that any of its insurance carriers might have
against the State of lowa. The waiver of subrogation rights shall be indicated on the certificates
of insurance coverage supplied to the State of lowa for all policies except for the policy for the
Errors and Omissions Irisiirance..

7. Filing of Claims

In the event the State of lowa suffers a loss and is unable to file a claim under any policy of
insurance required under this Agreement, the Vendor shall, at the State of lowa’s request,
immediately file a proper.ciaim.under such policy. Vendorwili provide the State o_f'lowa'with;proof
of filing of any such claim and keep the State of lowa fully informed about the status of the claim.
In addition, Vendor agrees to use its best efforts to pursue any such claim, to provide infarmation
and documentation requested by any insurer providing insurance.required hereunder and to
‘cooperate with the State of lowa. Vendor shall pay to the State of lowa any insurance proceeds
or payments it receives in connection with any such claim immediately upon Vendor’s receipt of
such:proceeds or payments,

8. Proceeds

In the event the State of lowa suffers a loss that may be covered under any of the insurance.
policies required under this Exhibit and Section 17 {Insurance) of the Agreement; neithier the
Vendor nor any subsidiary or affiliate thereof shall have any right to receive or recover any
payments or proceeds that may be made or payable under such policies until the State of lowa
has-fully recovered any. losses, damages or expenses sustained or incurred by it {(subject to
applicable policy limits), and Vendor hereby assigns to the State of lowa alt of its rights in and to
anyand all payments and proceeds that may be made or payable under:each policy of insurance
required under this Exhibit and the Agreement. '
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SECYION 2
Scope of Work

2.1 Wireless Access Counter
‘WhoFi includes a two part system to-capture wireless-access use'in public libraries,

2.1.1
2.1.2
213

First, a- detection agent runs locally on the library public Wi-Fi network:

Second, users have access to an.online analytics account.

WhoFi useés 7 different network detection agents to collect network information. The list

is as follows:

2.1.3.1  Windows Agent using local ARP scans to detect devices on the same subnet

2.1.3.2 Windows:Agenit using DHCP:on a Windows DHCP servér to detect devices given
‘the expected DHCP scope-

2.1.3.3  Windows.Agent using SNMP on Cisco Wireless Controllers to detect devices-

2.1.3.4 Android Agent using local ARP scans to detect-devices on'the same subnet

2.1.3.5 Meraki Router Plugin that integrates directly with Meéraki Cloud to detect
devices

2.1.3.6 Aerohive Router Plugin that integrates directly with -Aerohive Cloud to detect
devices

2.1.3.7 Aruba Router Pluginthat runs onan Aruba ALE server to detect devices.

2.1.4 WhoFi anonymizes all detected devices on the local network by default before it is sent

to our analytics system.

2.2 Hosting and Technical Specifications

2.2.1
2.2.2
2.2.3
2.2.4

2,25

WhoFi is hosted on the AWS cloud.

Requires an existing wiréless network and wireless network equipment at each location.
WhoFi works on a variety of platforms including Microsoft Windows and Microsoft Server.
i necessary, WhoFi may provide an Android tablet to install the application at the
location.

Locations that use Enterprise Router Systems will need to have an IT person or contact
-available to login to the relevant dashboard and go through the setup wizards.

2.3  User Roles and Permissions

23.1

2.4  Reports

All libraries are set up with the following:

12.3,1.1 User Role — Able to add sub-users, but not administrators

2.3.1.2 Administrator ~- Can connect to detection agents and add users and all
permissions of a report only user,

'2.3.1.3 Reports Only— Has access to read information in any of the reports.

Whofi will provide the following reparts:

24,1
2.4.2
2.4.3

2.4.4

Library Session County Report— Provides the number of patron Wi-Fi sessions.

Unique Daily Usage - Provides insight into how often patrons return to the fibrary.
Average Usage — Provides a quick view.of the most popuiar times patrons connect to their
‘Wi-Fi locations.

Néw vs Return — Categorizes patrons as new or return users.
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2.45 Powef User — Provides libraries with insights into the number of unigue patrons utilizing’
the location’s network of a specific period.

2.4,6. Manufacturer Reparts — Provides the most commonly used patron device.

2.4.7 Bandwidth Planning Repart— Helps libraries calculate how much Bandwidth their focation
should pay for to provide minim speed levels.

2.4.8 Trend Surnmary - Provides manth of month view of the Ication’s KPIs.

2.49 Filters are available within all reports except the Trend Summary to allow for ad-hoc
capabilities.

2.4.10 Reports are available in real time.
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SECTION 3
Pricing

3.1 Fixed Fee Services

License. 12 Month Library License — Single Location | $170.00 336 557,120
Serving Populations under 2,500

License’ 12 Month Library License - Singlé Location $270 119 $32,130
Serving Populations 2,501-7,500

License 12 Month Library Licénse — Singie Location 4450 51 $22,950.
Serving Populations 7,501-15,000

License “12 Month Library'License - Single Location $550. 38 $20,900
Serving Populations over 15,000

Data Storage 3 years 50 1 80
Total:. $133,100
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4.1

4.2

4.3

SECTION 4
Project Managers

Project Manager - Contractor
Luke Buikema

405-415-0434
Luke.buikema@whofi.com

Project Manager - State of lowa
Marie Harms

515.281.3464
Marie.harms@iowa.gov

State of lowa — DAS/Procurement Contact
Kelli Sizenbach

515.725.2275

kelli.sizenbach@iowa.gov
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