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2.2. “Acceptance Criteria” means the Specifications, goals, performance measures or

standards, testing results, requirements, technical standards, representations, or other
criteria designated by the Purchasing Entity and against which Acceptance Tests are
conducted, including any of the foregoing stated or expressed in this Agreement, a
Purchasing Instrument, the RFP, the Proposal, any Documentation, and any applicable
state, federal, foreign, and local laws, rules, and regulations.

2.3. “Acceptance Tests” or “Acceptance Testing” means the tests, reviews, and other
activities that are performed by or on behalf of the Purchasing Entity to determine
whether any or all Deliverables meet Acceptance Criteria or otherwise satisfy the
Purchasing Entity, as determined by the Purchasing Entity in its sole discretion.

2.4,  “AI” or “Artificial Intelligence” means a machine-based system that infers, from the
input it receives, how to generate outputs such as predictions, content, recommendations,
or decisions that can influence physical or virtual environments.

2.5. “Authorized Contractors” means independent contractors, consultants, or other third
parties (including other Governmental Entities) that are retained, hired, or utilized by the
Purchasing Entity in any way to assist the Purchasing Entity with any Deliverables
provided hereunder.

2.6. “Confidential Information” means, subject to any applicable federal, state, or local
laws and regulations, including lowa Code Chapter 22, any confidential or proprietary
information or trade secrets disclosed by either Party (“Disclosing Party”) to the other
Party (“Receiving Party”) that, at the time of disclosure, is designated as confidential
(or like designation), is disclosed in circumstances of confidence, or would be understood
by the Parties, exercising reasonable business judgment, to be confidential. Confidential
Information does not include any information that: (i) was previously and rightfully in
the possession of the Receiving Party from a source other than the Disclosing Party;
(ii) was known to the Receiving Party prior to the disclosure of the information by the
Disclosing Party; (iii) was disclosed to the Receiving Party without restriction by an
independent third party having a legal right to disclose the information; (iv)is in the
public domain; (v)is independently developed by the Receiving Party without any
reliance on Confidential Information disclosed by the Disclosing Party; (vi) is disclosed
or is required or authorized to be disclosed in compliance with applicable law; or (vii) is
disclosed by the Receiving Party with the written consent of the Disclosing Party.

2.7.  “Customer Data” means all information, data (including de-identified and aggregated
data), materials, or documents (including Confidential Information and Personal Data)
originating with, disclosed by, provided by, made accessible by, or otherwise obtained
by or from the Purchasing Entity, the State of Iowa, or users, directly or indirectly,
including from any Authorized Contractors of any of the foregoing, related to this
Agreement in any way whatsoever, regardiess of form, including all information, data,
materials, or documents accessed, used, or developed by Vendor in connection with any
Customer-Owned Deliverables provided hereunder and all originals and copies of any of
the foregoing.

2.8. “Customer Property” means any property, whether tangible or intangible, of or
belonging to the Purchasing Entity, including Customer Data and Customer-Owned
Deliverables, software, hardware, programs, or other property possessed, owned, or
otherwise controlled, maintained, or licensed by the Purchasing Entity, including third
party Software or Third Party Intellectual Property.
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6.5.

6.6.

Agreement, execute and deliver such instruments, provide all facts known to it, and take
such other action as may be requested by the State of lowa or Purchasing Entity to perfect
its interest in Customer-Owned Deliverables. In the event the Purchasing Entity is
unable, after reasonable effort, to secure Vendor’s signature on any letters patent,
copyright, or other analogous protection relating to the Customer-Owned Deliverables,
Vendor hereby irrevocably designates and appoints the Purchasing Entity and its duly
authorized officers, employees, and agents, as their agent and attorney-in-fact, to act for
and on its behalf to execute and file any such application or applications and to do such
other acts to further the prosecution and issuance of letters patent, copyright registrations,
and other analogous protection, including extensions and renewals thereon, with the same
legal force and effect as if executed by Vendor.

Third Party Intellectual Property. Except as otherwise agreed to by the Parties in writing,
in the event a Customer-Owned Deliverable includes Third Party Intellectual Property,
Vendor shall ensure such Deliverable is licensed to the Purchasing Entity pursuant to a
Purchasing Entity-approved license agreement. Unless otherwise agreed to by the
Purchasing Entity in writing, such license shall be an irrevocable, nonexclusive,
perpetual, royalty-free, fully paid-up license to use, reproduce, prepare derivative works
based upon, distribute copies of, perform, display, and host the Third Party Intellectual
Property, and to authorize others to do the saine on the Purchasing Entity’s behalf.

Customer Property. Vendor may have access to Customer Property to the extent
necessary to cairy out its responsibilities under the Agreement and must comply with any
and all the license terms, conditions, or restrictions applicable to any Customer Property.

7.  Representations, Warranties, and Covenants.

7.1

7.2.
1.3.

7.4,

Non-exclusivity. Unless expressty stated otherwise in a Purchasing Instrument, express
remedies in this Section are not exclusive, and the Purchasing Entity preserves all rights
to seek any and all remedies available to it under law both during and after expiration or
termination of the Agreement or Purchasing Instrument.

Reserved.

Deliverables Free of Deficiencies. Unless stated otherwise in a Purchasing Instrument,
the Vendor guarantees that the Deliverables will be free from material Deficiencies and
errors and will meet all Acceptance Criteria and express performance criteria. If the
Purchasing Entity identifies any material Deficiencies, the Vendor must fix or replace
the affected Deliverables at its own expense. The Vendor will assist the Purchasing
Entity, promptly report any known issues, and correct Deliverables, even if the
Deliverable(s) have been previously accepted.

Quiet Enjoyment. Vendor represents and warrants that: (i) it owns, possesses, holds, and
has received or secured all rights, permits, permissions, licenses, and authority necessary
to provide Deliverables to the Purchasing Entity hereunder and to assign, grant, and
convey the rights, benefits, licenses and other rights assigned, granted, or conveyed to
the Purchasing Entity hereunder without violating any rights of any third party; (ii) it has
not previously and will not grant any rights in any Deliverables to any third party that are
inconsistent with the rights granted to the Purchasing Entity herein; and (iii) the
Purchasing Entity shall peacefully and quietly have, hold, possess, use, and enjoy the
Deliverables without suit, disruption, or interruption.
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8.2.

8.3.

8.4.

offers made on behalf of the applicable Purchasing Entity must be approved by the
applicable Purchasing Entity.

Infringement Claim Additional Remedy. If the Deliverables become or are likely to
become the subject of a claim, then, in addition to paying any damages and attorney fees
as required above, Vendor shall, at its option, either:

8.2.1. Immediately replace or modify the Deliverables, without loss of material
functionality or performance, to make them non-infringing, or

8.2.2.  Immediately procure for the Purchasing Entity the right to continue using the
Deliverables.

Any costs associated with implementing either of the above alternatives will be borne by
Vendor.

Limitation of Liability. Unless otherwise set forth in a Purchasing Instrument, to the
extent permitted by and not prohibited by lowa Admin. Code r. 11-120.5, the Parties’
liability is limited to five times (5x) the value of the applicable Purchasing Instrument,
provided that the foregoing limitation shall not apply to:

8.4.1. Intentional torts, criminal acts, fraudulent conduct, intentional or willful

misconduct, or gross negligence.

8.4.2.  Claims related to death, bodily injury, or damage to real or personal property.

8.43. Any contractual obligations of the vendor pertaining to indemnification,

intellectual property, liquidated damages, compliance with applicable laws, or
confidential information.

8.4.4.  Claims arising under provisions of the contract calling for indemnification of the

8.5.

state for third-party claims against the state for bodily injury to persons or for
damage to real or tangible personal property caused by the vendor’s negligence
or willful conduct.

Supercap. Notwithstanding the foregoing or anything to the contrary included in this
agreement or any Purchasing Instrument, including any indemnification obligations
hereunder, the Vendor’s total, aggregate liability for breaches of confidentiality or of
obligations set forth in Attachment B (Data Protection Addendum) shall be subject to a
supercap not exceeding $15,000,000.00 (fifteen million).

9, Termination.

9.1.

Termination for Cause by the State. DOM may terminate this Agreement, and any
Purchasing Entity may terminate a Purchasing Instrument(s) entered into under this
Agreement, upon written notice of Vendor’s breach of any material term of the
Agreement or associated Purchasing Instrument, if the breach is not cured within the time
period specified in the notice of breach. In addition, DOM may terminate this Agreement
or a Purchasing Entity may terminate an associated Purchasing Instrument without
advance notice if:

9.1.1.  Vendor makes false statements in connection with the Agreement,

9.1.2.  Vendor, its staff, or its subcontractors have engaged in criminal conduct including

fraud, misappropriation, embezziement, or malfeasance,
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Vendor’s Termination or Expiration Duties. As it relates to this Agreement or any
associated Purchasing Instrument, upon receipt of a notice of termination, upon
expiration, or upon request of DOM or a Purchasing Entity, Vendor must:

9.6.1.  cease work under the Agreement or Purchasing Instrument and take all

appropriate actions to limit disbursements and minimize costs;

9.6.2.  provide a report to the Purchasing Entity addressing the Purchasing Entity’s

information needs, including the status of all work performed under the
Agreement;

9.6.3.  cease using and return any Customer Property or Customer-Owned Deliverables;
9.6.4.  comply with the Purchasing Entity’s directions concerning Customer Data;

9.6.5. return or refund any Purchasing Entity payments for goods or services not

provided to the Purchasing Entity;

9.6.6.  provide all Deliverables to the extent the Purchasing Entity has a property interest

in the Deliverable; and

9.6.7.  continue to perform and provide such goods and/or services under this Agreement

as the Purchasing Entity may request for a transition period of up to 365 days from
the effective date of such termination or expiration and collaborate with the
Purchasing Entity and any replacement contractor. As part of such request, the
Purchasing Entity will inform Vendor of the number of days needed for transition
(“Transition Period”). During the Transition Period, the Purchasing Entity
agrees to pay Vendor any fees to which Vendor would be entitled under this
Agreement for goods and/or services performed or provided during such period.
In the event the Purchasing Entity’s request for transition assistance does not
require Vendor to continue providing all of the goods and/or services under this
Agreement or applicable Purchasing Instrument, the Parties will negotiate in good
faith a downward adjustment in the fees owed the Vendor.

Use of Artificial Intelligence.

10.1.

10.2.

10.3.

Advance Approval for Al Usage. Vendor shall obtain prior written approval from the
Purchasing Entity before utilizing artificial intelligence (AI) technologies in the
provision of services under this Agreement or Purchasing Instruments entered into
pursuant to this Agreement. The Vendor shall clearly identify in writing the specific Al
technologies to be employed, their intended functions, and their potential impact on
service delivery.

Documentation of Al Utilization. In cases where computer code is generated, written, or
modified using Al technologies, the Vendor shall ensure that the sections of code
influenced by Al are thoroughly documented with appropriate comments indicating that
they are the result of Al utilization. This Documentation shall be provided along with
any Deliverables that include Al-derived code.

Al Training Data Usage. The Vendor shall not employ Customer Data or Confidential
Data to train Al systems without obtaining prior written approval from the Purchasing
Entity. The intended usage of such data for Al training must align with existing data
usage rights, and the Vendor shall ensure that data privacy and security are maintained
throughout the process.
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IL.5.

11.6.

11.7.

11.8.

11.9.

11.10.

I1.11.

1112,

Purchasing Instrument. However, any such modifications shall be limited to the scope of
the Purchasing Instrument. Terms associated with transactional documents (e.g.,
invoices), as well as terms such as “shrink wrap™ or “clickwrap” agreements, will have
no force and effect unless reduced to a formal Amendment signed by both parties.

No_Third-Party Beneficiaries. There are no intended third-party beneficiaries to this
Agreement.

Choice of Law and Forum. This Agreement shall be governed by the laws of the State of
Iowa, without giving effect to the choice of law principles of lowa law. Any litigation in
connection with this Agreement shall be brought and maintained in the state or federal
courts sitting in Polk County, Iowa.

Assignment and Delegation. This Agreement may not be assigned, transferred, or
conveyed in whole or in part without the prior written consent of the other Party, except
that DOM may assign, transfer, or convey this Agreement, in whole or in part, to any
entity that succeeds its duties hereunder or otherwise assumes responsibility for functions
or duties currently assumed by DOM.

Use of Third Parties. None of the Deliverables to be provided by Vendor pursuant to this
Agreement shall be subcontracted or delegated to any third party without the prior written
consent of a Purchasing Entity. Such consent shaill not be deemed in any way to provide
for the incurrence of any additional obligation of a Purchasing Entity, whether financial
or otherwise. Any subcontract to which a Purchasing Entity has consented shall be in
writing and shall in no way alter the terms and conditions of this Agreement. All
subcontracts shall be subject to the terms and conditions of this Agreement and to any
conditions of approval that a Purchasing Entity may deem necessary.

Integration. This Agreement supersedes former agreements for the goods and/or services
addressed in the Agreement and represents the entire agreement between the Parties.
Neither Party is relying on any representation that may have been made that is not
included in this Agreement.

Waiver. The parties may agree in writing to waive some aspect of Vendor performance.
Failure by one Party to require performance under the Agreement by the other Party does
not affect the right to enforce the Agreement’s terms or claim breach concerning
subsequent Agreement compliance issues.

Notices. Any legal notices required by the Agreement, or a Purchasing Instrument, shall
be given in writing by registered or certified mail with proof of receipt, or overnight
delivery, which shall be addressed to each party’s Notice Address. To the extent a
Purchasing Instrument is executed by a Purchasing Entity other than DOM, the Vendor
shall additionally notice the Purchasing Entity at the billing address set forth on the
applicable Purchasing Instrument. From time to timme, the parties may change the name
and address of a party designated in the Notice Address. Such changes shall be in writing
to the other party. Notices shall be deemed to have been provided at the time it is actually
received in the case of hand delivery; within one day in the case of overnight delivery;
or within five days after it is deposited in the U.S. Mail.

Cumulative Rights. The various rights, powers, options, elections, and remedies of DOM

or any Purchasing Entity provided for in this Agreement shall be construed as
cumulative.
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11.21.

11.22.

11.23.

11.24.

11.25.

Not a Joint Venture. Nothing in this Agreement shall be construed as creating or
constituting a partnership, joint venture, or other association of any kind implying the
establishment of an agent/principal relationship between the Parties.

Attachments. The Parties agree that if any document is attached hereto by the Parties,
and referred to herein, then the same shall be deemed incorporated herein by reference
as if fully set forth herein.

Further Assurances. Each party shall do and perform, or cause to be done and performed,
all such further acts and things, and shall execute and deliver all such other agreements,
certificates, instruments and documents, as the other party may reasonably request in
order to carry out the intent and accomplish the purposes of this Agreement.

Force Majeure. If one Party is unable to fulfill its obligations under this Agreement due
to circumstances beyond its control, including unforeseeable events that no one could
have predicted or prevented, such as acts of God, war, civil disturbances, or other
catastrophic events, that Party will not be considered in breach of this Agreement. These
circumstances must be abnormal and unforeseeable, and the Party affected must have
taken all necessary precautions to prevent them. However, financial difficulties, legal
restrictions, strikes, labor unrest, supply chain disruptions, internet failure, power
outages, hacker attacks, viruses, and Security Breaches are not considered force majeure
events. If a delay or inability to perforn is caused by a subcontractor hired by the Party,
the Party cannot use force majeure as an excuse unless the subcontractor is also affected
by a force majeure event. If a force majeure event affects the Party's performance, the
Party will make its best efforts to provide an alternative, if possible, comparable solution.
The Purchasing Entity will determine whether the alternative solution is comparable. The
Party invoking force majeure must immediately inform the other Party about the event
causing the delay and the reasons behind it. Both Parties will work together to minimize
the impact of the delay and the scope of work affected by the unforeseen events. If the
Vendor's performance obligations have specific deadlines, those deadlines will be
extended by the amount of time lost due to the force majeure event.

Administrative Fees and Reporting.

11.25.1. Vendor shall provide a 1.00% adininistrative fee on all sales made through this
Agreement, without affecting authorized prices/rates. This 1.00%
administrative fee shall be paid quarterly to the lowa Department of
Management, Attn: Business Services Division Administrator, at the billing
address located in CD&E section. Payment shall be made in accordance with
the following schedule:

Period End Fee Due
June 30 July 31
September 30 October 31
December 31 January 31
March 31 April 30

11.25.2. The Vendor shall submit a quarterly report via email to
ITContracts@dom.iowa.gov detailing all sales in the State of lowa and
identifying the Purchasing Entity, the Purchasing Instrument number, and the
State of lowa Contract number.,
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12.2.  Exclusion. The following insurance obligations do not apply in any setting in which a
Vendor only provides licensed software to the Purchasing Entity and does not have
access to Customer Data through that relationship.

12.3.  Insurance Policies. Unless otherwise requested by the Purchasing Entity, the Vendor
shall cause to be issued insurance policies with the coverages set forth below:

Type of Insurance Limit Amount
General Liability (mcludlng contractual liability) | General Aggregate $2 million
written on an occurrence basis Products —
Comp/Op Aggregate $1 million
Personal injury $1 million
Each Occurrence $1 million
Excess Liability, umbrella form Each Occurrence $1 million
Aggregate $1 million
Professional Errors and Omissions Insurance| Each Occurrence $5 million
(including Technology Errors and Omissions) Aggregate $5 million
Workers Compensation and Employer Liability As Required by lowa law | $2 million |
Cyber Liability / Network Security Each Occurrence $5 million
Aggregate $5 million

12.4.  Claims Provision. All insurance policies required by this Exhibit, with the exception of
the policy for Errors and Omissions Insurance, must provide coverage on an “occurrence
basis” for all claims arising from activities occurring during the term of the policy,
regardless of the date the claim is filed or expiration of the policy. The policy for Errors
and Omissions Insurance will provide coverage on a “claims made” basis, provided,
however, that such policy includes an extended reporting period or tail coverage
acceptable to the Purchasing Entity.

12.5.  Certificates of Coverage. The Vendor shall submit certificates of the insurance, which
indicate coverage and notice provisions as required by this Contract, to the Agency upon
execution of this Contract, Send the Certificate of Insurance (COI) to the DOM contract
email address: ITContracts@dom.iowa.gov. Include in the COl the following
addiftions:

COI - Description of Operations box shall state:

The State of Iowa and the Iowa Department of Management are named as additional
insured (except for Cyber and Professional Liability). No insurance cancellation shall
be made without at least thirty (30) days prior written notice to the State of lowa and
the lowa Department of Management.

COI - The Certificate Holder box shall state:
State of lowa - Department of Management
200 East Grand Avenue

Des Moines, 1A 50309
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2.4.

2.5.

Vendor’s retention of archival copies, nor its failure to remove copies from its back-up
or archival systems, will be deemed a breach of this Agreement.

Compelled Disclosures. in the event that a subpoena or other legal process is served upon

either party for Customer Data held by Vendor or for Vendor Confidential Information
held by a Purchasing Entity, the party shall promptly notify the other party if legally
permissible and cooperate in any lawful effort to defend against the disclosure.

Open Records and Electronic Discovery Requests. Vendor must reasonably assist the
Purchasing Entity by providing information needed to comply with open records laws
(including Towa Code Chapter 22) or in connection with any legal process or proceeding.
Vendor’s assistance in this regard must be provided timely and designed to meet the
timing obligations imposed by law. Vendor will ensure Customer Data is stored and
maintained so as to avoid spoliation or other electronic discovery issues.

3. Security/Privacy,

3.1.

3.2

3.3

3.4,

3.5.

3.6.

Data Protection. Vendor shall safeguard the confidentiality, integrity, and availability of
Customer Data, Customer Property, and the Deliverables. In so doing, Vendor shall
implement and maintain reasonable and appropriate administrative, technical, and
physical security measures to safeguard against unauthorized access, disclosure, theft, or
modification of Customer Data, Customer Property, and Deliverables.

Compliance with Security Plan. Vendor represents and warrants that it adheres to
industry standards that aligns with ISO/IEC 27001 (“Vendor Security Framework™).
Vendor will ensure that its internal policies, procedures, and practices align with such
Vendor Security Framework. The identified Vendor Security Framework may be
changed or updated from time to time by mutual agreement of the Parties.

Compliance Reporting. Annually during the Term, a Purchasing Entity may request in
writing, and Vendor shall provide, evidence of compliance with the applicable security
framework with which Vendor complies.

Encryption. All Customer Data shall be encrypted at rest and in transit with controlied
access, and the Deliverables shall use TLS 1.2 or higher. Unless otherwise expressly
provided herein or otherwise agreed to by the Parties in writing, Vendor is responsible
for encryption of Customer Data in its possession. Additionally, Vendor shall ensure hard
drive encryption consistent with validated cryptography standards as referenced in
Federal Information Processing Standards (FIPS) 140-3, Security Requirements for
Cryptographic Modules for all Customer Data, unless the Purchasing Entity approves in
writing the storage of Customer Data on a portable device that does not satisfy these
standards.

CONUS Obligation. Storage, Processing, transmission, retention, or other maintenance
of Customer Data at rest and all backups shall occur solely in the continental United
States of America. Vendor shall not allow Vendor personnel to store, Process, or retain
Customer Data on any portable devices, including personal computers, tablets, or cell
phones, except to the extent such devices are used and permanently stored or backed up
at all times only in the continental United States of America.

Import and Export of Data. To the extent applicable to the services provided, upon written
request, Vendor shall provide to Purchasing Entity an export of its Data. Regarding
exporting data and information, the Vendor must ensure that the Purchasing Entity
receives the requested data or information within seven days of making a request. The
format of the exported data should be as specified by the Purchasing Entity or, if not
feasible, in a commercially reasonable format.
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