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Attachment A

General Terms and Conditions

The parties may be referred to herein individually as a “Party” or collectively as the “Parties.” The
Parties agree to the following:

1. Overview.

1.1.

1.2,

Term. The initial term of this Agreement is as stated on the Contract Declaration and
Execution Section (CD&E), unless terminated earlier in accordance with the terms of this
Agreement. After the expiration of the initial term, DOM may, in its sole discretion,
unilaterally renew this Agreement for the number of annual renewals stated on the CD&E.
The initial term and any available renewals shall be referred to as the “Term.”

Relationship between this Agreement and Individual Purchasing Instruments. Each
Purchasing Instrument executed hereunder shall be deemed, upon its execution, fo
incorporate the terms and conditions of this Agreement and shall constitute a separate,
distinct, and independent Agreement between Vendor and the applicable Purchasing Entity.
To the extent a Purchasing Entity other than DOM makes a purchase hereunder pursuant to
a Purchasing Instrument executed by it, such Purchasing Entity shall be solely responsible
for any payments due, duties, and obligations otherwise owed Vendor under the separate
Purchasing Instrument. In addition, notwithstanding any other provision of this Agreement
to the contrary, DOM bears no obligation or liabiity for any other Purchasing Entity’s
losses, liabilities, or obligations, including Vendor’s failure to perform, arising out of or
relating in any way to this Agreement. Likewise, the State of lowa generally bears no
obligation or Hability for any political subdivision or other non-State Entity’s losses,
liabilities, or obligations, including the Vendor’s failure to perform, arising out of or relating
in any way to this Agteement.

1.3. Reserved,

2. Definitions. In addition to any other terms that may be defined elsewhere in this Agreement, the
following terms shall have the following meanings:

2.1.

2.2

2.3.

2.4.

“Acceptance” means the Purchasing Entity has determined a portion of the Deliverables
satisfies its Acceptance Tests. “Final Acceptance” means the Purchasing Entity has
determined all Deliverables satisfy the Purchasing Entity’s Acceptance Tests. “Non-
acceptance” means the Purchasing Entity has determined that a portion of or all of the
Deliverables have not satisfied the Purchasing Entity’s Acceptance Tests.

“Acceptance Criteria” means the Specifications, goals, performance measures or
standards, testing results, requirements, technical standards, representations, or other criteria
designated by the Purchasing Entity and against which Acceptance Tests are conducted,
including any of the foregoing stated or expressed in this Agreement, a Purchasing
Instrument, the RFP, the Proposal, any Documentation, and any applicable state, federal,
foreign, and local laws, rules, and regulations.

*Acceptance Tests” or “Acceptance Testing” means the tests, reviews, and other activities
that are performed by or on behalf of the Purchasing Entity to determine whether any or all
Deliverables meet Acceptance Criteria or otherwise satisfy the Purchasing Entity, as
determined by the Purchasing Entity in its sole discretion.

“AT” or “Artificial Intelligence” means a machine-based system that infers, from the input
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2.14.

2,15,

2.16.
2.17.

2.18.

2.19.

2.20.
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“Deliverables” means all of the services, goods, software, work, work product, items,
materials, and property to be created, developed, produced, delivered, peirformed, or
provided by or on behalf of, or otherwise made available through, Vendor, directly or
indirectly, in connection with this Agreement.

“Documentation” means any and all technical information, commentary, explanations,
design documents, system architecture documents, database layouts, code, test materials,
training materials, guides, manuals, worksheets, notes, work papers, and ali other
information, documentation, and materials discovered, created, or developed by Vendor
hereunder or otherwise related to or used in conjunction with any Deliverables in any
medium, including hard copy, electronic, digital, and magnetically, or optically encoded
media.

“DOM?” means the State of lowa Department of Management and, unless the context clearly
indicates otherwise, any independent contractors, consultants, or other third parties
(including other governmental entities) who are retained, hired, or utilized by DOM in
furtherance of this Agreement.

“Personal Data” means any information relating to an identified or identifiable person,
including, but not limited to, Social Security or other government-issued identification
numbers, federal or state tax information, “Personal Information™ as defined in lowa Code
T15C, account security information, financial account information, credit/debit/gift or other
payment card information, account passwords, intellectual property, document
identification number, and sensitive or personal data {or equivalent terminology) as defined
under any applicable law regarding privacy, data protection, information security
obligations, or the Processing of Personal Data.

“Process” or “Processing” shall mean any operation or set of operations performed upon
the Personal Data, whether or not by automatic means, including collection, recording,
organization, use, transfer, disclosure, storage, manipulation, combination, and deletion of
Personal Data.

“Proposal” means the Vendor’s response to the FTQ.

“Purchasing Entity” means the governmental entity that signs a Purchasing Instrument
and, unless the context clearly indicates otherwise, any independent contractors,
consultants, or other third parties who are retained, hired, or utilized by the Purchasing
Entity in furtherance of the Purchasing Instrument or this Agreement.

“Purchasing Instrument” means an individual transactional document executed hereunder
for the purchase of Deliverable(s) pursuant to this Agreement, regardless of form, and which
identifies the specific Deliverablefs) to be purchased and any Acceptance Criteria or
Specifications related thereto.

“Source Code” means the human-readable source code, source program, scripts, in any
language or form, for or related to any software. Source Code includes all source code
listings, instructions (inclading compile instructions), programmer’s notes, commentary,
and all related technical information and Documentation, including all such information and
Documentation that is necessary or usefut for purposes of maintaining, repairing, or making
modifications, or updates, upgrades, bug fixes, patches, or additions to the Deliverable.

“Specifications” means any and all requirements, technical standards, performance
standards, representations, warranties, and other criteria related to any Deliverables,
described or stated in this Agreement {including any exhibit or Documentation attached to,
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or provided in connection with, this Agreement), any Purchasing Instrument(s), the RFP,
the Proposal, and, solely to the extent not inconsistent with the foregoing, the
Documentation.

“Third Party Intellectual Property” shall mean intellectual property, including third party
Software, licensed, made, conceived, or developed by a third party and provided or used by
or on behalf of the Purchasing Entity or Vendor.

“Vendor” means the entity identified on the CD&E including any employees, agents,
independent contractors, or any other staff or personnel acting on behalf of or at the direction
of Vendor, which personnel may alternatively be referred to as “Vendor Personnel”, and
which includes any Vendor contractor performing or providing services or Deliverables
under this Agreement,

3. Services and Deliverables.

3.1

3.2

3.3

Generally. The Vendor will perform all work and provide all Deliverables in accordance
with this Agreement, as well as any associated Purchasing Instrument,

Purchasing Instruments,

3.2.1.  Generally. The Parties may execute individual Purchasing Instrument(s)
identifying specific Deliverables to be provided hereunder. Once a Purchasing
Instrument has been executed, the Vendor will carry out and complete the duties
and responsibilities set forth in the applicable Purchasing Instrument in accordance
with the terms of this Agreement as well as any additional or substitute terms
provided in the specific Purchasing Instrument.

3.2.2.  Effect of Purchasing Instrimnents. An entity purchasing off of this Agreement may
agree to additional terms and conditions in a Purchasing Instruments that are in
conflict with or inconsistent with the terms and conditions of this Agreement. Such
Purchasing Instrument terms apply only to the scope of work identified in the
Purchasing Instrument and do not alter the agreed terms in this Agreement,
Notwithstanding the foregoing, the following terms of this Agreement shall always
control regardless of any contrary terms that may be in a Purchasing Instrument:
3.2.2.1. Information contained on the CD&E;
3.2.2.2.  The definition of Confidential Information;

3.2.23.  Set-off obligations under section 4.8;
3.2.24. Compliance with the Law under section 7.7;
3.2.2.5. No Confticts obligations under section 7.8;
3.2.2,6.  Termination provisions in section 9;

3.2.2.7.  Provisions of the Data Protection Addendum;

3.2.2.8.  The General Provisions set forth in Section 11.

Delivery.
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5.2.4.  Problem Reporting Omissions. The Purchasing Entity’s receipt of a report that
identifies any problems does not relieve the Vendor of any obligation under this
Agreement or waive any other remedy available to the Purchasing Entity.

6. Ownership and Intellectual Property.

6.1.

6.2.

6.3.

6.4.

6.5,

Ownership of Vendoi-Owned Deliverables. Except as specifically granted herein, in a

Purchasing Instrument, or in a related instrument, Vendor shall own all Deliverables that
were independently and exclusively developed by Vendor and provided hereunder prior to
the Effective Date of this Agreement (*Vendor-Owned Deliverables™). The Purchasing
Entity makes no ownership claim to Vendor-Owned Deliverables or to products that the
Vendor simply licenses to the Purchasing Entity. To the extent Vendor-Owned Deliverables
are included in a Deliverable unless otherwise stated in the Purchasing Instrument, the
Purchasing Entity shall be granted licenses to the Vendor-Owned Deliverables that shall be
consistent with and coterminous with any license obtained to use the Deliverable itself.

Ownership and Assignment of Customer-Owned Deliverables. Vendor hereby irrevocably
assigns, transfers, and conveys to the Purchasing Entity all rights, title, and interest in and
to Customer-Owned Deliverables, excluding any Vendor-Owned Deliverabies included in
the Customer-Owned Deliverables, as long as the Vendor-Owned Deliverables are
identified in advance, and the Purchasing Entity agrees to the inclusion of Vendor-Owned
Deliverables in advance.

Waiver. To the extent any of Vendor’s rights in any Customer-Owned Deliverables are not
subject to assignment or transfer hereunder, including any moral rights or any rights of
attribution or integrity, Vendor hereby irrevocably and unconditionally waives all such
rights and enforcement thereof and agrees not to challenge the Purchasing Entity’s rights in
and to Customer-Owned Deliverables.

Information Technology Assurances. At the State of lowa’s or the Purchasing Entity’s
request, Vendor will, both during and after the termination or expiration of this Agreement,
execute and deliver such instruments, provide all facts known to it, and take such other
action as may be requested by the State of lowa or Purchasing Entity to perfect its interest
in Customer-Owned Deliverables. In the event the Purchasing Entity is unable, after
reasonable effort, to secure Vendor’s signature on any letters patent, copyright, or other
analogous protection relating to the Customer-Owned Deliverables, Vendor hereby
irrevocably designates and appoints the Purchasing Entity and its duly authorized officers,
employees, and agents, as their agent and attorney-in-fact, to act for and on its behalf to
execute and file any such application or applications and to do such other acts to further the
prosecution and issuance of lefters patent, copyright registrations, and other analogous
protection, including exiensions and renewals thereon, with the same legal force and effect
as if executed by Vendor.

Third Party Intellectual Property. Except as otherwise agreed to by the Parties in writing, in
the event a Customer-Owned Deliverable includes Third Party Intellectual Property, Vendor
shall ensure such Deliverable is licensed to the Purchasing Entity pursuant to a Purchasing
Entity-approved license agreement. Unless otherwise agreed to by the Purchasing Entity in
writing, such license shall be an irrevocable, nonexclusive, perpetual, royalty-free, fully
paid-up license to use, reproduce, prepare derivative works based upon, distribute copies of,
perform, display, and host the Third Party Intellectual Property, and to authorize others to
do the same on the Purchasing Entity’s behalf,
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742, Claims related to death, bodily injury, or damage fo real or personal property.

7.4.3.  Any contractual obligations of the vendor pertaining to indemnification, intellectual
property, liguidated damages, compliance with applicable laws or confidential
information,

Claims arising under provisions of the contract calling for indemnification of the state for
third-party claims against the state for bodily injury to persons or for damage to real or
tangible personal property caused by the vendoi’s negligence or willful conduct.

7.5.  Quiet Enjoyment. Vendor represents and warrants that: (i) it owns, possesses, holds, and has
received or secured all rights, permits, permissions, licenses, and authority necessary to
provide Deliverables to the Purchasing Entity hereunder and to assign, grant, and convey
the rights, benefits, licenses and other rights assigned, granted, or conveyed to the
Purchasing Entity hereunder without violating any rights of any third party; (ii) it has not
previously and will not grant any rights in any Deliverables to any third party that are
inconsistent with the rights granted to the Purchasing Entity herein; and (iii) the Purchasing
Entity shall peacefully and quietly have, hold, possess, use, and enjoy the Deliverables
without suit, disruption, or interruption,

7.6.  Intellectual Property. The Vendor represents and wartants that the Deliverables and the
Purchasing Entity’s use of the Deliverables for their authorized use will not infringe on any
intellectual property rights of third parties. Vendor also ensures there are no known ¢laims
of infringement, violation, or misappropriation of intellectual property rights or trade secrets
concerning Deliverables. If such claims arise, Vendor will, to the extent possible, at its own
expense: (i) secure the right or license for the Purchasing Entity to continue using the
Deliverables; (ii) replace the problematic parts with an equivalent; (iii) modify or replace
the affected portion with a non-infringing alternative; or (iv) refund all fees paid by the
Purchasing Entity for the affected Deliverables.

7.7, Workmanlike Manner. The Vendor represents, and warrants that all services to be provided
under this Agreement or a Purchasing Instrument will be carried out in a workmanlike
manner by qualified personnel, and the work must align with the terms of the Agreement
and Purchasing Instriment as well as industry standards for similar tasks. In cases where no
specification exists, the Parties agree to follow generally accepted industry standards. If the
Purchasing Entity identifies services not meeting these standards, the Vendor will re-
perform them at no extra cost, The Vendor will refund any fees paid by the Purchasing
Entity for any services were not satisfactorily provided and cannot otherwise be cured.

7.8. Compliance with Laws. The Vendor represents and warrants that the Vendor and Vendor-
provided Deliverables will at all relevant times comply with all applicable State and federal
laws.

7.9. No Conflicts. Vendor represents, warirants, and covenants that no relationship exists or will
exist during the Term of the Agreement between Vendor and the State or any of its divisions
or entities that is or may constitute a conflict of interest or appearance of impropriety, or
that would conflict in any manner or degree with the performance of its obligations under
this Agreement. To the extent applicable, the provisions of lowa Code Chapter 688 shall
apply fo this Agreement and any Purchasing Instruments executed hereunder, and Vendor
shall not engage in or permit any third party to engage in any conduct that would violate
that chapter,
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9.1.3.  Vendor takes any steps, as determined in DOM’s or the applicable Purchasing
Entity’s reasonable discretion, towards dissolution or suspension of business,

9.1.4.  Vendor’s authority to do business here or elsewhere is threatened or lost,

9.1.5.  Vendor has failed to comply with applicable laws when performing pursuant to the
Agreement or Purchasing Instrument,

9.1.6. Vendor's ability to perform is materially impacted by third-party claims of
inteltectual property violations by Vendor, or

9.1.7. Vendor’s actions reasonably expose DOM, the State of Iowa, or a Purchasing
Entity to material liability. DOM, the State of lowa, makes a good-faith
determination that Vendor’s actions may expose the State or a Purchasing Entity
to material liability and DOM has provided notice to Vendor of such conditions.

Vendor shall notify DOM or the applicable Purchasing Entity of any events that could give
rise to DOM’s right to terminate this Agreement or a Purchasing Instrument for cause.

Termination for Cause by Vendor. Vendor may only terminate an applicable Purchasing
Instrument or this Agreement upon written notice of the Purchasing Entity’s breach of any
material term of this Agreement if the breach is not cured within thirty (30)_days of the
Purchasing Entity’s receipt of Vendor’s written notice.

Termination for Convenience. Following 45 days’ written notice, a Purchasing Entity may
terminate a Purchasing Insirument in whole or in part without cause. DOM may terminate
this Agreement in whale or in part upon 45 days’ written notice without cause.-Purchasing
Entity responsible for all services providecd up to the date of Termination and for any prepaid
services (e.g. yearly software subscriptions) unless the contract is terminated for non-
appropriation.

Termination Due to Lack of Funds or Change in Law. Notwithstanding anything in this
Agreement to the contrary, DOM may terminate this Agreement or a Purchasing Entity may
terminate a Purchasing Instrument, in whole or in part, without penalty or liability and
without any advance notice if:

9.4.1. DOM or the Purchasing Entity reasonably determines that it has not been
appropriated sufficient funds or funds have been reduced, unallocated, or delayed
such that DOM or the Purchasing Entity cannot, in the entity’s sole discretion,
meet its obligations,

94.2. DOM or the Purchasing Entity’s authority has been withdrawn or materially
altered, or its duties, programs or responsibilities are modified or materially
altered, or

9.4.3. there is a judicial decision that materially or adversely affects DOM’s or a
Purchasing Entity’s ability to fulfill obligations under this Agreement or any
applicable Purchasing Instrument.

Limitation of Payment Obligations. If DOM terminates this Agreement or a Purchasing
Entity terminates a Purchasing Instrument for cause, DOM or the applicable Purchasing
Entity retains the right to contest amounts that remain unpaid as of the date of termination.
In all other termination contexts, the Purchasing Entity will pay those amounts due for goods
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or services accepted by the Purchasing Entity for which the Purchasing Entity is obligated
to pay up to the date of termmination to the extent that funds to make these payments are
legally available, Payment is contingent on submission and acceptance of invoices for sums
due. Under no circumstances will the Purchasing Entity be liable for sums not expressly
owed under the terms of the Agreement or a Purchasing Instrument.

Vendor’s Termination or Expiration Duties. As it relates to this Agreement or any associated
Purchasing Instrument, upon receipt of a notice of termination, upon expiration, or upon
request of DOM or a Purchasing Entity, Vendor must:

9.6.1.  cease work under the Agreement or Purchasing Instrument and take all appropriate
actions to limit disbursements and minimize costs;

9.6.2. provide a report to the Purchasing Entity addressing the Purchasing Entity’s
information needs, including the status of all work performed under the
Agreement;

9.6.3. cease using and return any Customer Property or Customer-Owned Deliverables;
9.6.4. comply with the Purchasing Entity’s directions concerning Customer Data;

9.6.5. return or refund any Purchasing Entity payments for goods or services not provided
to the Purchasing Entity;

9.0.6. provide all Deliverables to the extent the Purchasing Entity has a property interest
in the Deliverable; and

9.6.7. continue to perform and provide such goods and/or services under this Agreement
as the Purchasing Entity may request for a transition period of up to 365 days from
the effective date of such {ermination or expiration and collaborate with the
Purchasing Entity and any replacement contractor. As part of such request, the
Purchasing Entity will inform Vendor of the number of days needed for transition
(“Transition Period™). During the Transition Period, the Purchasing Entity agrees
to pay Vendor any fees to which Vendor would be entitled under this Agreement
for goods and/or services performed or provided during such period. In the event
the Purchasing Entity’s request for transition assistance does not require Vendor
to continue providing all of the goods and/or services under this Agreement or
applicable Purchasing Instrument, the Parties will negotiate in good faith a
downward adjustment in the fees owed the Vendor.

10, Use of Artificial Intelligence.

10.1.

10.2.

Advance Approval for Al Usage. Vendor shall obtain prior written approval from the
Purchasing Entity before utilizing artificial intelligence (A1) technologies in the provision
of services under this Agreement or Purchasing Instruments entered into pursuant to this
Agreement. The Vendor shall clearly identify in writing the specific Al technologies to be
employed, their intended functions, and their potential impact on service delivery.

Documentation of Al Utilization. In cases where computer code is generated, written, or
modified using Al technologies, the Vendor shall ensure that the sections of code influenced
by Al are thoroughly documented with appropriate comments indicating that they are the
result of Al utilization. This Documentation shall be provided along with any Deliverables
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that include Al-derived code.

10.3. Al Training Data Usage. The Vendor shall not employ Customer Data or Confidential Data
to train Al systems without obtaining prior written approval from the Purchasing Entity.
The intended usage of such data for Al training must align with existing data usage rights,
and the Vendor shall ensure that data privacy and security are maintained throughout the
process.

16.4.  Data Normalization to Prevent Discrimination. The Vendor shall include within a submitted
Plan of Action and Milestones (POAM) a detailed outline of the measures to be taken for
data normalization in Al training. This normatization process shall be designed to prevent
algorithmic discrimination and ensure fair and equitable outcomes.

10.5.  Ewvaluation of Third-Party Al Offerings. Should the Vendor intend to employ third-party Al
offerings in the execution of this Agreement or Purchasing Instruments entered into pursuant
to this Agreement, the Vendor must provide a comprehensive explanation of how such Al
technologies have been trained to avoid algorithmic discrimination, safeguard data privacy,
and ensure system safety and effectiveness. The Vendor shall also provide advanced notice
and clarification to any individuals whose data might be used for future Al training,

10.6. Human Alternatives and Fail-Safe Mechanisms. In instances where Al technologies fail to
adequately fulfill the service requirements, the Vendor shall ensure the provision of human-
operated alternatives that are capable of meeting the needs of the circunstance. These
alternatives shall be readily available to ensure seamless service continuity.

10.7.  Human Vetting of Al OQutput. Prior {o finalizing any output generated by AT technologies,
the Vendor shall subject such output to thorough human evaluation and interaction. This
evaluation shall assess the accuracy, relevance, and appropriateness of Al-generated
content, ensuring the delivery of high-quality, reliable results.

10.8. Compliance and Reporting. The Vendor shall adhere to all applicable laws, regulations, and
standards governing the use of Al technologies in the context of the Agreement. The Vendor
shall provide regular reports to the Purchasing Entity detailing the usage, performance, and
outcomes of Al technologies as per the terms of this clause.

11. General Provisions.

11.1,  Immigration Status. The Vendor is responsible for ensuring compliance with all Visa
requirements. The Purchasing Enfity requires the Vendor to conduct E-Verify employment-
eligibility verifications of Vendor personnel working under this Agreement at the Vendor’s
cost, The Vendor shall provide to the Purchasing Entity with the E-Verify results as directed,

11.2.  No Publicity. The Vendor is prohibited, both during the term of the Agreement and afier the
Agreement’s termination or expiration, from publicizing this contractual arrangement
relationship or in any way using, as applicable, DOM’s or the Purchasing Entity’s name,
logo, or other identifying information without prior written consent.

11.3. Independent Contractor. The Vendor is an independent contractor performing services for a
Purchasing Entity and shall not be considered an employee, partner, or agent of the
Purchasing Entity. Vendor personnel are not employees of the State of lowa simply by virtue
of work performed under this Agreement. The Vendor is responsible for all taxes, licenses,
insurance, and other obligations arising from their status as an independent contractor.
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Amendments, This Agreement or any Purchasing Instrument may be amended from time to

time by mutual written consent of the Parties. The Parties expressly agree that no
amendments or modifications to this Agreement shall be affected through transactional
documents. Notwithstanding the above, specific Purchasing Instruments may modify the
terms of the Agreement as necessary fo affect the Parties’ intent with respect to such
Purchasing Instrument. However, any such modifications shall be limited to the scope of
the Purchasing Instrument. Terms associated with transactional documents (e.g., invoices),
as well as terms such as “shrink wrap” or “clickwrap” agreements, will have no force and
effect unless reduced to a formal Amendment signed by both parties.

No_Third-Party Beneficiaries. There are no intended third-party beneficiaries to this
Agreement.

Choice of Eaw and Forum. This Agreement shall be governed by the laws of the State of
Iowa, without giving effect to the choice of law principles of lowa law. Any litigation in
connection with this Agreement shall be brought and maintained in the state or federal courts
sitting in Polk County, fowa.

Assignment and Delegation. This Agreement may not be assigned, transferred, or conveyed
in whole or in part without the prior written consent of the other Party, except that DOM
may assign, transfer, or convey this Agreement, in whole or in part, to any entity that
succeeds its duties hereunder or otherwise assumes responsibility for functions or duties
currently assumed by DOM.

Use of Third Parties. None of the Deliverables to be provided by Vendor pursuant to this

Agreement shall be subcontracted or delegated to any third party without the prior written
consent of a Purchasing Entity, Such consent shall not be deemed in any way to provide for
the incurrence of any additional obligation of a Purchasing Entity, whether financial or
otherwise. Any subcontract to which a Purchasing Entity has consented shall be in writing
and shall in no way alter the terms and conditions of this Agreement. All subcontracts shall
be subject to the terms and conditions of this Agreement and to any conditions of approval
that a Purchasing Entity may deem necessary.

Integration. This Agreement supersedes former agreements for the goods and/or services
addressed in the Agreement and represents the entire agreement between the Parties. Neither
Party is relying on any representation that may have been made that is not included in this
Agreement.

Waiver. The parties may agree in writing to waive some aspect of Vendor performance,
Failure by one Party to require performance under the Agreement by the other Party does
not affect the right to enforce the Agreement’s terms or claim breach concerning subsequent
Agreement compliance issues.

Notices. Any legal notices required by the Agreement, or a Purchasing Instrument, shall be
given in writing by registered or certitied mail with proof of receipt, or overnight delivery,
which shall be addressed to each party’s Notice Address. To the extent a Purchasing
Instrument is executed by a Purchasing Entity other than DOM, the Vendor shall
additionally notice the Purchasing Entity at the billing address set forth on the applicable
Purchasing Instrument. From time to time, the parties may change the name and address of
a party designated in the Notice Address. Such changes shall be in writing to the other party.
Notices shall be deemed to have been provided at the time it is actually received in the case
of hand delivery; within one day in the case of overnight delivery; or within five days after
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it is deposited in the U1.S. Mail.

Cumulative Rights. The various rights, powers, options, elections, and remedies of DOM or
any Purchasing Entity provided for in this Agreement shall be construed as cumulative.

Severability. If any provision of this Agreement is determined by a court to be invalid or
unenforceable, such determination shall not affect the validity or enforceability of any other
part or provision of this Agreement.

Time is of the Essence. Time is of the essence with respect to the Vendor’s performance of
its obligations under this Agreement. Vendor shall ensure that ail Vendor Personnel
providing services and Deliverables hereunder are responsive to the Purchasing Entity’s
requirements and requests in all respects, including in accordance with any specific
timelines identified in a duly executed Purchasing Instrument.

Authorization. The Vendor represents and warrants that it has the right, power, and authority
to enter into and perform its obligations under this Agreement and that it has taken all
requisite action to approve the execution, delivery, and performance of this Agreement, and
this Agrecment constitutes a legal, valid, and binding obligation of the Vendor, enforceable
in accordance with its terms,

Successors in Interest. All terms, provisions, and conditions of the Agreement shall be
binding upon and inure to the benefit of the Parties hereto and their respective successors,
assigns, and legal representatives,

Records Retention and Access. The Vendor shall maintain records that sufficiently and
properly document the Vendor’s performance under this Agreement, including records that
document all fees and other amounts charged during the Term of this Agreement, for a
period of at least five years following the later of the date of final payment, termination, or
expiration of this Agreement, or the completion of any audit. The Vendor shall permit the
Auditor of the State of [owa or any authorized representative of the Purchasing Entity, and
where federal funds are invoived, any authorized representative of the United States
government, at no charge, to access and examine, audit, excerpt, and transcribe any pertinent
records of the Vendor, however stored, relating to the Vendor’s performance under this
Agreement. The Vendor shall require Vendor contractors to agree to the same provisions as
set forth in this subsection.

Right of Inspection/Vendor Compliance. The Purchasing Entity may inspect the Vendor’s
books and records at reasonable times in order to monitor the performance of this Agreement
or a Purchasing Instrument, including but not limited to any request that the Vendor provide
a copy of its affirmative action program, containing goals and time specifications in
accordance with lowa Admin. Code ch. 11-121. All subcontracts shall contain provisions
that allow the same. The Vendor shall promptly comply with and correct any deficiencies
noted in any audit and promptly implement any recommendations requested by the
Purchasing Entity. The Vendor shall not impose any charge or fee in connection with any
such audit.

Headings and Captions. The Parties acknowledge that the headings and captions used in this
Agreement are for convenience and reference purposes only. They are not intended to have
any legal or substantive significance or alter the meaning or interpretation of the provisions
they precede,
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this regard must be provided timely and designed to meet the timing obligations imposed
by law, Vendor will ensure Customer Data is stored and maintained so as to avoid spoliation
or other electronic discovery issues.

3. Security/Privacy.

3.1.

3.2.

33

34,

3.5.

3.6.

3.7.

Data Protection. Vendor shall safeguard the confidentiality, infegrity, and availability of
Custoimer Data, Customer Property, and the Deliverables, In so doing, Vendor shall
impiement and maintain reasonable and appropriate administrative, technical, and physical
security measures to safeguard against unauthorized access, disclosure, theft, or
modification of Customer Data, Customer Property, and Deliverables.

Compliance with Security Plan. Vendor represents and warrants that it will adhere to the
cybersecurity plan adopted pursuant to the Vendor Security Framework identified in the
CD&E. Vendor will ensure that its internal policies, procedures, and practices align with
the objectives and requirements set forth in the cybersecurity plan and the Vendor Security
Framework. The identified Vendor Security Framework may be changed or updated from
time to time by mutual agreement of the Parties,

Compliance Reporting. Annually during the Term, a Purchasing Entity may reasonably
request, and Vendor shall provide, evidence of compliance with the applicable security
framework with which Vendor complies.

Encryption. All Customer Data shall be encrypted at rest and in transit with confrolled
access, and the Deliverables shall vse TLS 1.2 or higher. Unless otherwise expressly
provided herein or otherwise agreed to by the Parties in writing, Vendor is responsible for
encryption of Customer Data in its possession. Additionally, Vendor shall ensure hard drive
encryption consistent with validated cryptography standards as referenced in Federal
Information Processing Standards (FIPS) 140-3, Security Requirements for Cryptographic
Modules for all Customer Data, unless the Purchasing Entity approves in writing the storage
of Customer Data on a portable device that does not satisfy these standards.

CONUS Obligation. Storage, Processing, transmission, retention, or other maintenance of
Customer Data at rest and all backups shall occur solely in the continental United States of
America. Vendor shall not allow Vendor personnei to store, Process, or retain Customer
Data on any portable devices, including personal computers, tablets, or cell phones, except
to the extent such devices are used and permanently stored or backed up at all times only in
the continental United States of America.

Import and Export of Data. Purchasing Entity must have the ability at all times to extract
Customer Data and other information from any Vendor systems housing such information
or data, Vendor must assist with such extracts when necessary, must not interfere with such
exiracts, must ensure extracts are provided at no additional charge to the Purchasing Entity,
and must make sure that data can be exported in a commercially reasonable format so that
the Purchasing Entity can then import data into other systems. Regarding exporting data and
information, the Vendor must ensure that the Purchasing Entity receives the requested data
or information within seven days of making a request. The format of the exported data
should be as specified by the Purchasing Entity or, if not feasible, in a commercially
reasonable format.

Security Audits. During the Term, DOM or the Purchasing Entity or their representatives
may perform security audits/scans of Vendor’s environment used to provide Deliverabies.
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Events. Upon notice of any Security Event, the Vendor will immediately institute
appropriate controls to maintain and preserve all electronic evidence relating to the Security
Event. As soon as practicable during the investigation, the Vendor will deliver {o the SOC
a Security Event assessment and the Vendor’s plans for future mitigation. When DOM
notifies Vendor that the investigation into any Security Event has concluded, Vendor will
deliver to DOM and the Purchasing Entity a final root cause assessment and future incident
mitigation plan as soon as practicable. Vendor agrees that it will not notify any regulatory
authority relating to any Security Event unless DOM and the Purchasing Entity specifically
request Vendor do so in writing, or unless otherwise required to do so by applicable law.

Consumer Notification Obligation. Vendor shall be responsible for all applicable consumer
notification requirements in the event of a Security Event caused in whole or in part by
Vendor,

Exposure for Damages related to Security Events, Vendor shall be responsible for all
damages arising directly or indirectly, in whole or in part, out of any Vendor act or omission
related to a Security Event. Any such damages shall be construed as direct damages for
purposes of this Agreement, and such damages expressly include any costs, expenses,
damages, fines, legal fees (including the time and expense of the [owa Attorney General’s
Office), and court costs related to the Security Event.

5. Disaster Recovery and Business Continuity.

5.1,

5.2.

5.3.

Creation, Maintenance, and Testing. The Vendor shall maintain a Business Continuity and
Disaster Recovery Plan for the Deliverables (“Plan”), test the Plan at least yearly, and
implement the Plan in the event of any unplanned interruption. The Plan, compliance
history, and testing results will be forwarded to the Puirchasing Entity upon request.
Throughout the Term, the Vendor shall maintain disaster avoidance procedures designed to
safeguard the Customer Data, the data processing capability, and the availability of the
Deliverables. Additional disaster recovery and business continuity requirements may be set
forth in individual Purchasing Instraments,

Activation of Plan. The Vendor shall promptly_notify DOM and the Purchasing Entity of
any disaster or other event that results in the activation of the Plan. If Vendor fails to
reinstate the Deliverables impacted by any such disaster within the periods of time set forth
in the Plan, DOM or Purchasing Entity, as applicable, may immediately terminate this
Agreement or applicable Purchasing Instrument as a non-curable breach and without any
penalty or liability. Termination under this section is in addition to any other remedies
available hereunder. Force Majeure provisions of the Agreement shall not limit Vendor’s
obligations under this section.

Backup and Recovery. Except as otherwise set forth in a Purchasing Instrument or Service
Level Agreement, the Vendor shall maintain a contemporaneous backup of Customer Data
such that the data shall be restored within twenty-four hours at any point in time.
Additionally, unless otherwise provided in a Purchasing Instrument or applicable Service
Level Agreement, Vendor shall store a backup of Customer Data in a facility at ieast as
secure as the production facility no less than daily, and maintain the security of Customer
Data consistent with the security reguirements set forth in this Agreement. Backups of
Customer Data shall not be considered in calculating storage used by DOM or a Purchasing
Entity in the event that fees are calculated based on storage used or amount of data transfer
under the Agreement. All costs of data restoration shall be borne by the Vendor.
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