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Attachment A

General Terms and Conditions

The parties may be referred to herein individually as a “Party” or collectively as the “Parties.”
The Parties agree to the following:

1, Overview.

1.1,

1.2.

1.3.

Term. The initial term of this Agreement is as stated on the Contract Declaration and
Execution Section (CD&E), unless terminated earlier in accordance with the terms of
this Agreement. After the expiration of the initial term, DOM may, in its sole discretion,
unilaterally renew this Agreement for the number of annual renewals stated on the
CD&E. The initial term and any available renewals shall be referred to as the “Term.”

Relationship between this Agreement and Individual Purchasing Instruments. Each
Purchasing Instrument executed hereunder shall be deemed, upon its execution, to
incorporate the terms and conditions of this Agreement and shall constitute a separate,
distinct, and independent Agreement between Vendor and the applicable Purchasing
Entity. To the extent a Purchasing Entity other than DOM makes a purchase hereunder
pursuant to a Purchasing Instrument executed by it, such Purchasing Entity shall be solely
responsible for any payments due, duties, and obligations otherwise owed Vendor under
the separate Purchasing Instrument. In addition, notwithstanding any other provision of
this Agreement to the contrary, DOM bears no obligation or liability for any other
Purchasing Entity’s losses, liabilities, or obligations, including Vendor’s failure to
perform, arising out of or relating in any way to this Agreement. Likewise, the State of
Iowa generally bears no obligation or liability for any political subdivision or other non-
State Entity’s losses, liabilities, or obligations, including the Vendor’s failure to perforin,
arising out of or relating in any way to this Agreement,

Incorporation of the Underlying Agreement. Governmental entities making purchases
hereunder shall be afforded all of the rights, privileges, warranties, and indemnifications
afforded the Underlying Agreement, and such rights, privileges, warranties, and
indemnifications shall accrue and apply with equal effect to governmental entities
making purchases hereunder. Except as otherwise provided herein or in a Purchasing
Instrument, Vendor shall perform all duties, responsibilities and obligations required
under the Underlying Agreement in the time and manner specified thereunder. In the
event of any conflict or inconsistency between the terms and conditions of this
Agreement and the Underlying Agreement, such conflict or inconsistency shall be
resolved as stated on the CD&E.

2.  Definitions. In addition to any other terms that may be defined elsewhere in this Agreement, the
following terms shall have the following meanings:

2.1.

2.2,

“Acceptance” means the Purchasing Entity has determined a portion of the Deliverables
satisfies its Acceptance Tests. “Final Acceptance” means the Purchasing Entity has
determined all Deliverables satisfy the Purchasing Entity’s Acceptance Tests. “Non-
aceceptance” means the Purchasing Entity has determined that a portion of or all of the
Deliverables have not satisfied the Purchasing Entity’s Acceptance Tests.

“Acceptance Criteria” means the Specifications, goals, performance measures or
standards, testing results, requirements, technical standards, representations, or other
criteria designated by the Purchasing Entity and against which Acceptance Tests are
conducted, including any of the foregoing stated or expressed in this Agreement, a
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52.3.  Reports. Review meeting reports must be in a Purchasing Entity-approved
format and include detail concerning the previous period’s activities, including
problems encountered and their disposition, results of tests, whether or not
deadlines were met, the status of services or Deliverables, any problems that
may have arisen that need to be addressed before proceeding to the next period’s
activities, and any other information the Purchasing Entity may request.

5.2.4.  Problem Reporting Omissions. The Purchasing Entity’s receipt of a report that
identifies any problems does not relieve the Vendor of any obligation under this
Agreement or waive any other remedy available to the Purchasing Entity.

6. Ownership and Intellectual Property.

6.1.

6.2.

6.3.

6.4.

6.5.

Ownership of Vendor-Owned Deliverables. Except as specifically granted herein, in a
Purchasing Instrument, or in a related instrument, Vendor shall own all Deliverables that
were independently and exclusively developed by Vendor and provided hereunder prior
to the Effective Date of this Agreement (“Vendor-Owned Deliverables”). The
Purchasing Entity makes no ownership claim to Vendor-Owned Deliverables or to
products that the Vendor simply licenses to the Purchasing Entity. T the extent Vendor-
Owned Deliverables are included in a Deliverable unless otherwise stated in the
Purchasing Instrument, the Purchasing Entity shall be granted licenses to the Vendor-
Owned Deliverables that shall be consistent with and coterminous with any license
obtained to use the Deliverable itself.

Ownership and Assignment of Customer-Owned Deliverables. Vendor hereby
irrevocably assigns, transfers, and conveys to the Purchasing Entity all rights, title, and
interest in and to Customer-Owned Deliverables, excluding any Vendor-Owned
Deliverables included in the Customer-Owned Deliverables, as long as the Vendor-
Owned Deliverables are identified in advance, and the Purchasing Entity agrees to the
inclusion of Vendor-Owned Deliverables in advance.

Waiver. To the extent any of Vendor’s rights in any Customer-Owned Deliverables are
not subject to assignment or transfer hereunder, including any moral rights or any rights
of attribution or integrity, Vendor hereby irrevocably and unconditionally waives all such
rights and enforcement thereof and agrees not to challenge the Purchasing Entity’s rights
in and to Customer-Owned Deliverables.

Information Technology Assurances. At the State of Iowa’s or the Purchasing Entity’s
request, Vendor will, both during and after the termination or expiration of this
Agreement, execute and deliver such instruments, provide all facts known to it, and take
such other action as may be requested by the State of lowa or Purchasing Entity to perfect
its interest in Customer-Owned Deliverables. In the event the Purchasing Entity is
unable, after reasonable effort, to secure Vendor’s signature on any letters patent,
copyright, or other analogous protection relating to the Customer-Owned Deliverables,
Vendor hereby irrevocably designates and appoints the Purchasing Entity and its duly
authorized officers, employees, and agents, as their agent and attorney-in-fact, to act for
and on its behalf to execute and file any such application or applications and to do such
other acts to further the prosecution and issuance of letters patent, copyright registrations,
and other analogous protection, including extensions and renewals theteon, with the same
legal force and effect as if executed by Vendor.

Third Party Intellectual Property. Except as otherwise agreed to by the Parties in writing,
in the event a Customer-Owned Deliverable includes Third Party Intellectual Property,
Vendor shall ensure such Deliverable is licensed to the Purchasing Entity pursuant to a
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standards, the Vendor will re-perform them at no extra cost. The Vendor will refund any
fees paid by the Purchasing Entity for any services were not satisfactorily provided and
cannot otherwise be cured.

Compliance with Laws. The Vendor represents and warrants that the Vendor and
Vendor-provided Deliverables will at all relevant times comply with all applicable State
and federal laws.

No Conflicts. Vendor represents, warrants, and covenants that no relationship exists or
will exist during the Term of the Agreement between Vendor and the State or any of its
divisions or entities that is or may constitute a conflict of interest or appearance of
impropriety, or that would conflict in any manner or degree with the performance of its
obligations under this Agreement. To the extent applicable, the provisions of lowa Code
Chapter 68B shall apply to this Agreement and any Purchasing Instruments executed
hereunder, and Vendor shall not engage in or permit any third party to engage in any
conduct that would violate that chapter,

Documentation. The Vendor represents and warrants that during the Term, the
Documentation will accurately describe the functional and operational characteristics of
any Deliverable and that the Documentation is detailed and complete such that it will
allow a reasonably skilled operator to use and operate the Deliverables.

Sole Ownership. Vendor represents and warrants that the Purchasing Entity shall acquire
sole ownership of all Customer-Owned Deliverables, free from any rights or interests of
Vendor or of any third party. Vendor shall not retain any copies of any Customer-Owned
Deliverables.

8. Indemnification.

8.1,

8.2.

8.3.

Indemnification Generally. Vendor shall indemnify and hold harmless DOM, the State
of Iowa, the Purchasing Entity, and their employees, officers, or representatives
(“Indemnitees”) from and against any third-party claims, legal actions, judgments,
penalties, fines, recoupments, or other costs, including costs of counsel, in any way
arising out of Vendor’s performance or attempted performance under this Agreement.
The Purchasing Entity shall have the right to participate in its own defense through a
representative of the lowa Departinent of Justice. Settlement offers made on behalf of
the applicable Purchasing Entity must be approved by the applicable Purchasing Entity.

Infringement Claim Additional Remedy. If the Deliverables become or are likely to
become the subject of a claim, then, in addition to paying any damages and attorney fees
as required above, Vendor shall, at its option, either:

8.2.1. Immediately replace or modify the Deliverables, without loss of material
functionality or performance, to make them non-infringing, or

8.2.2. Immediately procure for the Purchasing Entity the right to continue using the
Deliverables.

Any costs associated with implementing either of the above alternatives will be borne by
Vendor.

9, Termination,

9.1

Termination for Cause by the State. DOM may terminate this Agreement, and any
Purchasing Entity may terminate a Purchasing Instrument(s) entered into under this
Agreement, upon written notice of Vendor’s breach of any material terin of the
Agreement or associated Purchasing Instrument, if the breach is not cured within the time

Page 15 of 28







Pre-qualified Vendor for Cyber Security Services
2025-BUS-7239

Department of
Management

to make these paymnents are legally available. Payment is contingent on submission and
acceptance of invoices for sums due. Under no circumstances wiil the Purchasing Entity
be liable for sums not expressly owed under the terms of the Agreement or a Purchasing
Instrument.

9.6.  Vendor’s Termination or Expiration Duties. As it relates to this Agreement or any
associated Purchasing Instrument, upon receipt of a notice of termination, upon
expiration, or upon request of DOM or a Purchasing Entity, Vendor must:

9.6.1. cease work under the Agreement or Purchasing Instrument and take all
appropriate actions to limit disbursements and minimize costs;

9.6.2.  provide a report to the Purchasing Entity addressing the Purchasing Entity’s
information needs, including the status of all work performed under the
Agreement;

9.6.3.  cease using and return any Customer Property or Customer-Owned Deliverables;
9.6.4.  comply with the Purchasing Entity’s directions concerning Customer Data;

9.6.5. return or refund any Purchasing Entity payments for goods or services not
provided to the Purchasing Entity;

9.6.6.  provide all Deliverables to the extent the Purchasing Entity has a property interest
in the Deliverable; and

9.6.7.  continue to perform and provide such goods and/or services under this Agreement
as the Purchasing Entity may request for a transition period of up to 365 days from
the effective date of such termination or expiration and collaborate with the
Purchasing Entity and any replacement contractor. As part of such request, the
Purchasing Entity will inform Vendor of the number of days needed for transition
(“Transition Period”). During the Transition Period, the Purchasing Entity
agrees to pay Vendor any fees to which Vendor would be entitled under this
Agreement for goods and/or services performed or provided during such period.
In the event the Purchasing Entity’s request for transition assistance does not
require Vendor to continue providing all of the goods and/or services under this
Agreement or applicable Purchasing Instrument, the Parties will negotiate in good
faith a downward adjustment in the fees owed the Vendor.

10.  Use of Artificial Intelligence.

10.1.  Advance Approval for Al Usage. Vendor shall ebtain prior written approval from the
Purchasing Entity before utilizing artificial intelligence (Al) technologies in the
provision of services under this Agreement or Purchasing Instruments entered into
pursuant to this Agreement. The Vendor shall clearly identify in writing the specific Al
technologies to be employed, their intended functions, and their potential impact on
service delivery.

10.2.  Documentation of Al Utilization. In cases where computer code is generated, written, or
modified using Al technologies, the Vendor shall ensure that the sections of code
influenced by Al are thoroughly documented with appropriate comments indicating that
they are the result of Al utilization. This Documentation shall be provided along with
any Deliverables that include Al-derived code.

10.3. Al Training Data Usage. The Vendor shall not employ Customer Data or Confidential
Data to train Al systems without obtaining prior written approval from the Purchasing
Entity. The intended usage of such data for Al training must align with existing data
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terms of the Agreement as necessary to affect the Parties’ intent with respect to such
Purchasing Instrument. However, any such modifications shall be limited to the scope of
the Purchasing Instrument. Terms associated with transactional documents (e.g.,
invoices), as well as terms such as “shrink wrap” or “clickwrap” agreements, will have
no force and effect unless reduced to a formal Amendment signed by both parties.

No Third-Party Beneficiaries. There are no intended third-party beneficiaries to this
Agreement.

Choice of I.aw and Forum. This Agreement shall be governed by the laws of the State of
lowa, without giving effect to the choice of law principles of Jowa law. Any litigation in
connection with this Agreement shall be brought and maintained in the state or federal
courts sifting in Polk County, Iowa.

Assignment _and_Delegation. This Agreement may not be assigned, transferred, or
conveyed in whole or in part without the prior written consent of the other Party, except
that DOM may assign, transfer, or convey this Agreement, in whole or in part, to any
entity that succeeds its duties hereunder or otherwise assumes responsibility for functions
or duties currently assumed by DOM.

Use of Third Patties. None of the Deliverables to be provided by Vendor pursuant to this
Agreement shall be subcontracted or delegated to any third party without the prior written
consent of a Purchasing Entity. Such consent shall not be deemed in any way to provide
for the incurrence of any additional obligation of a Purchasing Entity, whether financial
or otherwise. Any subcontract to which a Purchasing Entity has consented shall be in
writing and shall in no way alter the terms and conditions of this Agreement. All
subcontracts shall be subject to the terms and conditions of this Agreement and to any
conditions of approval that a Purchasing Entity may deem necessary.

Integration. This Agreement supersedes former agreements for the goods and/or services
addressed in the Agreement and represents the entire agreement between the Patties.
Neither Party is relying on any representation that may have been made that is not
included in this Agreement,

Waiver. The parties may agree in writing to waive soine aspect of Vendor performance.
Failure by one Party to require performance under the Agreement by the other Party does
not affect the right to enforce the Agreement’s terms or claim breach concerning
subsequent Agreement compliance issues.

Notices. Any legal notices required by the Agreement, or a Purchasing Instrument, shall
be given in writing by registered or certified mail with proof of receipt, or overnight
delivery, which shall be addressed to each party’s Notice Address. To the extent a
Purchasing Instrument is executed by a Purchasing Entity other than DOM, the Vendor
shall additionally notice the Purchasing Entity at the billing addvess set forth on the
applicable Purchasing Instrunent. From time to time, the parties may change the name
and address of a party designated in the Notice Address. Such changes shall be in writing
to the other party. Notices shall be deemed to have been provided at the time it is actually
received in the case of hand delivery; within one day in the case of overnight delivery;
or within five days after it is deposited in the U.S. Mail.

Cumuiative Rights. The various rights, powers, options, elections, and remedies of DOM
or any Purchasing Entity provided for in this Agreement shall be construed as
cumulative,
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Not a Joint Venture. Nothing in this Agreement shall be construed as creating or
constituting a partnership, joint venture, or other association of any kind implying the
establishment of an agent/principal relationship between the Parties.

Attachments, The Parties agree that if any document is attached hereto by the Parties,
and referred to herein, then the same shall be deemed incorporated herein by reference
as if fully set forth herein.

Further Assurances. Each party shall do and perform, or cause to be done and performed,
all such further acts and things, and shall execute and deliver all such other agreements,
cettificates, instruments and documents, as the other party may reasonably request in
order to carry out the intent and accomplish the purposes of this Agreement.

Force Majeure. If one Party is unable to fulfill its obligations under this Agreement due
to circumstances beyond its control, including unforeseeable events that 1o one could
have predicted or prevented, such as acts of God, war, civil disturbances, or other
catastrophic events, that Party will not be considered in breach of this Agreement. These
circumstances must be abnormal and unforeseeable, and the Party affected must have
taken all necessary precautions to prevent them. However, financial difficulties, legal
restrictions, strikes, labor unrest, supply chain disruptions, internet failure, power
outages, hacker attacks, viruses, and Security Breaches are not considered force majeure
events. If a delay or inability to perform is caused by a subcontractor hired by the Party,
the Party cannot use force majeure as an excuse unless the subcontractor is also affected
by a force majeure event. If a force majeure event affects the Party's performance, the
Party will make its best efforts to provide an alternative, if possible, comparable solution.
The Purchasing Entity will determine whether the alternative solution is comparable. The
Party invoking force majeure must immediately inform the other Party about the event
causing the delay and the reasons behind it. Both Parties will work together to minimize
the impact of the delay and the scope of work affected by the unforeseen events. If the
Vendor's performance obligations have specific deadlines, those deadlines will be
extended by the amount of time lost due to the force majeure event.

Administrative Fees and Reporting.

11.25.1. Vendor shall provide a 1.00% administrative fee on all sales made through this
Agreement, without affecting authorized prices/rates. This 1.00%
administrative fee shall be paid quarterly to the lowa Department of
Management, Attn: Business Services Division Administrator, at the billing
address located in CD&E section. Payment shall be made in accordance with
the following schedule:

Period End Fee Due
June 30 July 31
September 30 October 31
December 31 January 31
March 31 April 30

11.25.2. The Vendor shall submit a quarterly report via email to
ITContracts@dom.iowa.gov detailing all sales in the State of lowa and
identifying the Purchasing Entity, the Purchasing Instrument number, and the
State of lowa Contract number.
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12.2,  Exclusion. The following insurance obligations do not apply in any setting in which a
Vendor only provides licensed software to the Purchasing Entity and does not have
access to Customer Data through that relationship.

12,3, Insurance Policies. Unless otherwise requested by the Purchasing Entity, the Vendor
shall cause to be issued insurance policies with the coverages set forth below:

Type of Insurance Limit Amount

General Liabilit; (including contractual miiability) General Aggregate $2 million
written on an occurrence basis Products —

Comp/Op Aggregate $1 million
Personal injury $1 million
Each Occurrence $1 million
""" Excess Liability, umbrella form Each Occurrence $1 million
Aggregate $1 million
Technology Errors and Omissions Insurance Each Occurrence $5 million
Aggregate $5 million
Workers Compensation and Employer Liability As Required by lowa law $2 million
Cyber Liability / Network Security Each Occurrence $5 million
Aggregate $5 million

12.4.  Claims Provision. All insurance policies required by this Exhibit, with the exception of
the policy for Errors and Omissions Insurance, must provide coverage on an “occurrence
basis” for all claims arising from activities occurring during the term of the policy,
regardless of the date the claim is filed or expiration of the policy. The policy for Errors
and Omissions Insurance will provide coverage on a “claims made” basis, provided,
however, that such policy includes an extended reporting period or tail coverage
acceptable to the Purchasing Entity.

12.5.  Certificates of Coverage. The Vendor shall submit certificates of the insurance, which
indicate coverage and notice provisions as required by this Contract, to the Agency upon
execution of this Contract. Send the Certificate of Insurance (COI) to the DOM contract
email address: ITContracts@dom.iowa.gov. Include in the COI the following
additions:

COI - Description of Operations box shall state:

The State of lowa and the lowa Department of Management are named as additional
insured. No insurance cancellation shall be made without at least thirty (30) days
prior written notice to the State of lowa and the [owa Department of Management.

COl - The Certificate Holder box shall state:
State of Iowa - Department of Management
200 East Grand Avenue

Des Moines, 1A 50309

Page 23 of 28


mailto:ITContracts@dom.iowa.gov






https://cve.mitre.org/






mailto:soc@iowa.gov




IOWA | s CONTRACT, SOW, MOU COVER SHEET

Vendor Name Enterprise Risk Management, Inc.
Contract, MOU, SOW
Name/Number 2025-BUS-7239

ITQ Pre-qualified Vendor - Future Statements of Work issued by Purchasing Entities
and other specifics associated with such future Statements of Work (SOW) will be
established consistent with the Purchasing Entity's procurement obligations. In most
cases, this will involve some form of competitive bidding among pre-qualified ITQ
vendors, with appropriate exceptions available in emergency or sole source
Contract, MOU, SOW scenarios. A Vendor's inclusion in one of the ITQ categories of services in no way
Purpose guarantees an award of any future SOW by the Purchasing Entity.

Total Dollar Amount Federal Funds being used? [
Begin Date Date of Last Sighz End Date 11/30/2029
Renewals Remalning Five (5) Annual  Contract Point of Contact Laura Shannon

is payment based on Fixed Costs or Time and Materials?

Reviews: (If N/A'is selected, please expl i tional comments)

10.7 Approval? Yes No N/A

0.7t applcable) [] []

Legal Review? Yes No )
Legalforovew) []

Security Review? Yes No NJ/A

(if No - st d send t
S[ecgrit; f?)'r) raeI:/ies\f)n ° D I:l

Awna Kotchian reviewed. Security review not necessary as this is a master

Additional Information 40 ament; specific data protection requirements will be identified on the SOW.




EXCEPTIONS: Any terms that are different than normal and should be highlighted

RISKS: Outline risks associated with this contract

Approved Denied

ClO Approval: |:|

Matt Behrens, Chief Information Officer




Contract Cover Sheet Instructions

The purpose of the Contract Cover Sheet is to inform CIO Matt Behrens and DOM Director Kraig Paulsen of
the specifics of the attached contract prior to their signing it. Providing accurate and substantive responses
to the Cover Sheet will aid in the contract's signing. The Contract Cover Sheet should be filled out with
regard to the atfached contract (not a master agreement or SOW being amended}).

Vendor Name

Who are we contracting with?

Contract, MOU, SOW, Name/Number

Every contract should have a reference number. If it does
not, or if you need assistance, Business Services will
assign one,

Contract, MOU, SOW Purpose

Provide as much info here as possible. This should be
more than just a copy/paste of the scope of the contract.
If this is an amendment, describe what is being amended
and why.

Federal Funds being used?

If Federal funds are being used to pay any portion of the
contract, indicate “Yes” here.

Begin Date

The begin date cannot be earlier than the date of last
signature. When drafting the contract, it's best to indicate
the Begin Date “as of last signature below.”

Contract Point of Contact

Who can be contacted if the CIO or Director have a
guestion?

Is payment based on fixed costs or time and
materials?

If this is a SOW, how are the deliverables billed?

Reviews: 10.7 Approval?

This is not required for internal DofT purchases. For
participating agencies, a 10.7 must be submitted and
approved.

Reviews: Legal Review?

All contracts must be approved by Legal.

Reviews: Security Review?

If the contract requires the storage or processing of
sensitive data, Security must review the contract.

Exceptions What redlines were offered by the Vendor and accepted
during negotiations?
Risks Do any of the accepted Exceptions pose a risk to the

Agency (breach, financial, etc)?




Contract Cover Sheet Instructions

Workflow

1. The contract manager should fill out the Contract Cover Sheet. If assistance is needed
with this sheet, please email ocioprocurement@iowa.gov.

2. Before routing the contract for signature with the vendor, legal must review the contract.
A security review must also be completed, if applicable, prior to routing the contract for
signature.

3. After the vendor has reviewed, if any redlines are offered, please continue to work with
the legal team until all comments are resolved.

4. The contract can be sent to the CIO for review and signature once the vendor or other
party has executed the contract.

5. Once the agreement is signed, please provide a copy to the vendor, the business
services team by emailing ocioprocurement@iowa.gov, and the purchasing team at
ociocontractina@iowa.gov.
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